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1.1 Legal Notice and Disclaimer

Thank you for choosing QNAP products! This user manual provides detailed instructions
of using the Turbo NAS (network-attached storage). Please read carefully and start to
enjoy the powerful functions of the Turbo NAS!

e The Turbo NAS is hereafter referred to as the NAS.

e This manual provides the description of all the functions of the Turbo NAS. The product

you purchased may not support certain functions dedicated to specific models.

Legal Notices

All the features, functionality, and other product specifications are subject to change
without prior notice or obligation. Information contained herein is subject to change
without notice.

QNAP and the QNAP logo are trademarks of QNAP Systems, Inc. All other brands and
product names referred to are trademarks of their respective holders.

Further, the ® or ™ symbols are not used in the text.

Disclaimer

Information in this document is provided in connection with QNAP® products. No license,
express or implied, by estoppels or otherwise, to any intellectual property rights is
granted by this document. Except as provided in QNAP's terms and conditions of sale for
such products, QNAP Assumes no liability whatsoever, and QNAP disclaims any express or
implied warranty, relating to sale and/or use of QNAP products including liability or
warranties relating to fitness for a particular purpose, merchantability, or infringement of

any patent, copyright or other intellectual property right.

QNAP products are not intended for use in medical, life saving, life sustaining, critical

control or safety systems, or in nuclear facility applications.

In no event shall QNAP Systems, Inc. (QNAP) liability exceed the price paid for the
product from direct, indirect, special, incidental, or consequential damages resulting from
the use of the product, its accompanying software, or its documentation. QNAP makes
no warranty or representation, expressed, implied, or statutory, with respect to its

products or the contents or use of this documentation and all accompanying software,



and specifically disclaims its quality, performance, merchantability, or fithess for any
particular purpose. QNAP reserves the right to revise or update its products, software, or

documentation without obligation to notify any individual or entity.

Back up the system periodically to avoid any potential data loss. QNAP disclaims any

responsibility of all sorts of data loss or recovery.

Should you return any components of the NAS package for refund or maintenance, make
sure they are carefully packed for shipping. Any form of damages due to improper

packaging will not be compensated.

QNAP, QNAP logo, QTS, myQNAPcloud and VioStor are trademarks or registered
trademarks of QNAP Systems, Inc. or its subsidiaries. Other names and brands may be
claimed as the property of others.



1.2 Regulatory Notice

C

FCC Notice

QNAP NAS comply with different FCC compliance classes. Please refer the Appendix for
details. Once the class of the device is determined, refer to the following corresponding

statement.

FCC Class A Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions:

1. This device may not cause harmful interference.

2.This device must accept any interference received, including interference that may

cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio
frequency energy, and if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. Operation of this
equipment in a residential area is likely to cause harmful interference, in which case the

user will be required to correct the interference at his own expense.

Modifications: Any modifications made to this device that are not approved by QNAP
Systems, Inc. may void the authority granted to the user by the FCC to operate this

equipment.

FCC Class B Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received, including interference that may

cause undesired operation.



Note: This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occurin a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following
measures:
e Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.
e Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

e Consult the dealer or an experienced radio/television technician for help.

Modifications: Any modifications made to this device that are not approved by QNAP
Systems, Inc. may void the authority granted to the user by the FCC to operate this

equipment.



CE NOTICE

QNAP Turbo NAS models comply with different CE compliance classes. Please refer to the

table below for details.

NAS Models FCC CE

TS-EC1679U-RP Class A Class A
TS-EC1279U-RP Class A Class A
TS-EC879U-RP Class A Class A
TS-1679U-RP Class A Class A
TS-1279U-RP Class A Class A
TS-879U-RP Class A Class A
TS-1270U-RP Class A Class A
TS-879U-RP Class A Class A
TS-1269U-RP Class A Class A
TS-869U-RP Class A Class A
TS-469U-RP/SP Class A Class A
TS-419U 11 Class A Class A
TS-412U Class A Class A
TS-420U Class A Class A
TS-421U Class A Class A
TS-1079 Pro Class A Class A
TS-879 Pro Class A Class A
TS-869 Pro Class B Class B
TS-669 Pro Class B Class B
TS-569 Pro Class B Class B
TS-469 Pro Class B Class B
TS-269 Pro Class B Class B

10



TS-869L Class B Class B
TS-669L Class B Class B
TS-569L Class B Class B
TS-469L Class B Class B
TS-269L Class B Class B
TS-419P II Class B Class B
TS-219P II Class B Class B
TS-119P II Class B Class B
TS-412 Class B Class B
TS-212 Class B Class B
TS-112 Class B Class B
TS-120 Class B Class B
TS-220 Class B Class B
TS-420 Class B Class B
TS-121 Class B Class B
TS-221 Class B Class B
TS-421 Class B Class B

11




1.3 Symbols in this document

This icon indicates the instructions must be strictly followed.

Failure to do so could result in injury to human body or death.

Warning
This icon indicates the action may lead to disk clearance or loss
b OR failure to follow the instructions could result in data damage,
Caution disk damage, or product damage.
o This icon indicates the information provided is important or
Important related to legal regulations.

12




1.4 Safety Information and Precautions

1.The NAS can operate normally in the temperature of 09C-40°C and relative humidity of
0%-95%. Please make sure the environment is well-ventilated.

2.The power cord and devices connected to the NAS must provide correct supply
voltage (100W, 90-264V).

3. Do not place the NAS in direct sunlight or near chemicals. Make sure the temperature
and humidity of the environment are in optimized level.

4.Unplug the power cord and all the connected cables before cleaning. Wipe the NAS
with a dry towel. Do not use chemical or aerosol to clean the NAS.

5. Do not place any objects on the NAS during normal system operations and to avoid
overheat.

6. Use the flat head screws in the product package to lock the hard disk drives in the
NAS when installing the hard drives for proper operation.

7.Do not place the NAS near any liquid.

8. Do not place the NAS on any uneven surface to avoid falling off and damage.

9. Make sure the voltage is correct in your location when using the NAS. If unsure,
please contact the distributor or the local power supply company.

10.Do not place any object on the power cord.

11.Do not attempt to repair the NAS in any occasions. Improper disassembly of the
product may expose you to electric shock or other risks. For any enquiries, please
contact the distributor.

12.The chassis (also known as rack mount) NAS models should only be installed in the
server room and maintained by the authorized server manager or IT administrator. The
server room is locked by key or keycard access and only certified staff is allowed to

enter the server room.

Warning:
A e Danger of explosion if battery is incorrectly replaced. Replace only with the
same or equivalent type recommended by the manufacturer. Dispose of used
batteries according to the manufacturer’s instructions.

e Do NOT touch the fan inside the system to avoid serious injuries.

13



2. Getting Started

New NAS users are advised to follow the steps below one by one to complete their NAS
installation. For users who already own a QNAP NAS and would like to move the data to a
new QNAP NAS, please refer to Migrating from Old NAS[e0) for detailed instructions.

For New NAS Users:

Hardware Installation[15)

Software Installation[21

Getting Utilities[45

Connecting to the Shared Folders[47
Connecting to the NAS by Web Browser| 58}

For Existing NAS Users:
Migrating from Old NAS[6d

14



2.1 Hardware Installation

After unpacking the NAS from the package, please first follow the instructions below to

install your hardware:

1. Install the hard drives. Please also make sure that the hard drives (HDDs) that you use
are compatible with the NAS. Go to the Hard Disk Drive Compatibility List[161 section for

more details.

2.Connect the QNAP NAS to the same network as your PC and power it on. During your
installation process, please pay attention to LEDs and alarm buzzers to make sure that

the NAS functions properly. Go to the Checking System Status[171 section for details.

Note: The steps above are also illustrated in the Quick Installation Guide (QIG) that
can be found in the product package or QNAP website (http://start.gnap.com).

15
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2.1.1 Hard Disk Drive Compatibility List

Hard Disk Drive Compatibility List

This product works with 2.5-inch and 3.5-inch SATA hard disk drives and/or solid-state
drives (SSD) from major hard drive brands. For the compatible hard disks, please check
the compatibility list on QNAP website (http://www.qgnap.com/compatibility).

Important: QNAP disclaims any responsibility for product damage/malfunction or
data loss/recovery due to misuse or improper installation of hard disks in any

occasions for any reasons.

Caution: Note that if you install a hard drive (new or used) which has never

1
:) been installed on the NAS before, the hard drive will be formatted and

partitioned automatically and all the disk data will be cleared.

16
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2.1.2 Checking System Status

LED Display & System Status Overview

LED

Colour

LED Status

Description

System
Status

Red/

Green

Flashes green and red

alternately every 0.5
sec

1)The hard disk drive on the NAS is being
formatted.

2)The NAS is being initialized.

3)The system firmware is being updated.

4)RAID rebuilding is in process.

5)Online RAID capacity expansion is in
process.

6)Online RAID level migration is in process.

Red

1)The hard disk drive is invalid.

2)The disk volume has reached its full
capacity.

3)The disk volume is going to be full.

4)The system fan is out of function (TS-
119 does not support smart fan).

5)An error occurs when accessing (read/
write) the disk data.

6)A bad sector is detected on the hard
disk drive.

7)The NAS is in degraded read-only mode
(2 member hard drives fail in a RAID 5 or
RAID 6 configuration, the disk data can
still be read).

8) (Hardware self-test error).

Flashes red every 0.5

sec

The NAS is in degraded mode (one member
hard drive fails in RAID 1, RAID 5 or RAID 6

configuration).

Flashes green every

0.5 sec

1)The NAS is starting up.
2)The NAS is not configured.
3)The hard disk drive is not formatted.

Green

The NAS is ready.

17




LED Colour LED Status Description
Off All the hard disk drives on the NAS are in
standby mode.
The disk data is being accessed from the
Orange network and a read/write error occurs
LAN Orange during the process.
Flashes orange The NAS is connected to the network.
The 10GbE network expansion card is
Green
installed.
10 GbE* | Green
Off No 10GbE network expansion card is
installed.
The NAS is being accessed from the
Flashes red
network.
HDD Red/ Red A hard drive read/write error occurs.
Green

Flashes green The disk data is being accessed.

Green The hard drive can be accessed.

1)A USB device (connected to front USB
port) is being detected.
2)A USB device (connected to front USB

Flashes blue every port) is being removed from the NAS.

0.5 sec 3)The USB device (connected to the front
USB port) is being accessed.

4)The data is being copied to or from the
USB Blue external USB or eSATA device.
Bl A front USB device is detected (after the
ue
device is mounted).
1)No USB device is detected.

Off 2)The NAS has finished copying the data
to or from the USB device connected to
the front USB port of the NAS.

eSATA* Flashes The eSATA device is being accessed.
N Orange
Off No eSATA device can be detected.

*The 10 GbE network expansion function is only supported by the TS-470 Pro, TS-670

18




Pro, TS-870 Pro, TS-870U-RP, TS-879 Pro, TS-1079 Pro, TS-879U-RP, TS-1270U-RP,
TS-1279U-RP, TS-EC879U-RP, and TS-EC1279U-RP.
**TS-210, TS-212, TS-219, TS-439U-SP/RP, TS-809 Pro, TS-809U-RP do not support

eSATA port.

19



Alarm Buzzer

The alarm buzzer can be disabled in “"Control Panel” > "System Settings" > “Hardware" >

"Buzzer"

Beep sound

No. of Times

Description

(0.5 sec), long
beep (1.5 sec)

Short beep 1 1)The NAS is starting up.

(0.5 sec) 2)The NAS is being shut down (software shutdown).
3)The user presses the reset button to reset the NAS.
4)The system firmware has been updated.

Short beep 3 The NAS data cannot be copied to the external

(0.5 sec) storage device from the front USB port.

Short beep 3, every 5 min| The system fan is out of function (TS-119 does not

support smart fan).

Long beep (1.5

sec)

1)The disk volume is going to be full.

2)The disk volume has reached its full capacity.

3)The hard disk drives on the NAS are in degraded
mode.

4)The user starts hard drive rebuilding.

1)The NAS is turned off by force shutdown (hardware
shutdown).
2)The NAS has been turned on and is ready.

20




2.2 Software Installation

After installing the NAS hardware, proceed to software installation. There are three
approaches for software installation:

1. Online Installation[22)

2. Cloud Installation[3s)

3. CD Installation[44)

Online installation is available for all home and SOHO models, and cloud installation is
only for selected home and SOHO models. CD installation is designed only for SMB

models. To verify if your NAS supports cloud installation, please check if there is a

sticker on the NAS, as shown in the figure below:

To confirm if your NAS is a home and SOHO model or SMB model, please check the QNAP
website (Go to http://www.gnap.com/ > Products > Storage.) All home and SOHO users
are encouraged to use cloud and online installation. For all problems encountered in the
installation process, please contact our customer support department (Go to http://

www.gnap.com/ > Support > Customer Service.)

21
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2.2.1 Online Installation

Follow the steps in this section to complete online installation for your NAS.

1. Go to http://start.gnap.com and click “Start Now"”.

ONAP Hard Disk Compatible List UserManuai  ENglish - Giobal

Set Up Your Turbo NAS

New to Turbo NAS ?
Follow the steps to get started:

1. Set up the hardware for your Turbo NAS
2. Install firmware and configure your Turbo NAS
3. Get useful tools to enjoy your Turbo NAS

‘ Start Now Cloud Installation @ )
J [ )
g Handy utilities assist you anytime U Remote access on the go
Various handy tools are available to smooth your Access and manage your Turbo NAS and enjoy
work with the Turbo NAS. You can enjoy convenient ? multimedia files on mobile devices whenever, [
(data backup, smart download management, remote @ wherever.

access to the Turbo NAS anytime and anywhere.

| Customer Service | Online Support Form | QNAP Forum | User Manual | Tutorials |

Asia - Taiwan QNAP Systems, Inc. TEL: +886-2-2641 2000 FAX: +886-2-2641 0655
Copyright ©2013; QNAP Systems, Inc. All Rights Reserved

2. Choose the number of HDD bays and the model of your NAS and click "Next”.

.
QNHP Hard Disk Compatible List User Manual

Get the hardware ready

Select number of drive bays and model name of your Turbo NAS. If you are not sure of the model name, you may skip
and click "Next” to continue.

|0 Drive Bays |4 |Z| 9 Model Name | TS+421 |Z|

Take out the disk tray from the Turbo NAS then Insert the disk trays into the Turbo NAS.
fasten the disk with four screws matching the holes

at the base of the disk tray.

(© Back = Next @)

Online Resources Customer Service | Online Support Form | QNAP Forum | User Manual | Tutorials n ﬁ ’ ,,
(X :

22
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3. Connect the network and power cables of your NAS, turn on the Turbo NAS and click

“Next”.

Qana Hard Disk Compatible List User Manual

Get the hardware ready

Connect the network and power cables. n Turn on the Turbo NAS.

(®© Back e Next 3

Online Resources Customer Service | Online Support Form | QNAP Forum | User Manual | Tutorials n ﬁ ’ r.'.

4. Click the operating system your computer is running on.

L]
QNnP Hard Disk Compatible List User Manual

Build your private cloud

Please choose your operating system to start the firmware installation process.

2 : Q3
& £
S —

= Compatible with
Ubuntu 11.10, Cent0S
6.2

(®© Back .

Online Resources Customer Service | Online Support Form | QNAP Forum | User Manual | Tutorials “ E ,

5. Click “"Get Qfinder” to download the QNAP Qfinder utility (For Mac users, please skip to

23



Step 19[31M.)

QONAP Hard Disk Compatibility List User Manual ~ English - Global

Build your private cloud on Windows
Follow the steps to set up and enjoy your Turbo NAS on Windows.

@ Getafinder
Qfinder is a tool for Windows to locate and configure the Turbo NAS on the LAN.

Click "Get Qfinder” to proceed.

@ Execute Qfinder
Execute Qfinder to configure the Turbo NAS. Qfinder will update and install the
latest firmware automatically.

Default username and password

Username: admin

Password: admin

€ Getuiiies

QMNAP provides numerous useful tools to increase your productivity. After

completing system setup, don't forget to get the utilities to explore the various uses
of your Turbo NAS.

If you have encountered any problems during the setup, please fill in the online support form to get more information

(© Back = Close (3
B S Y

6. Launch the QNAP Qfinder installer from your computer and click “Next”.

24



Welcome to the Qfinder Setup

Setup will guide you through the installation of Qfinder.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.

7.Read the license agreement, check “I accept the terms of the License Agreement,”
and click “"Next”.

License Agreement

Flease review the license terms before installing Gfinder.

Press Page Down to see the rest of the agreement.

Qfinder Software License Agreement

Important Motice (Please read carefully): This Software License Agreement (hereafter
referred to as "License Agreement”) is a leqal agreement jointly agreed by the user
(individual or corporate body) and QMAP Systems, Inc, for the use of the software
product of QMAP Systems, Inc., induding relevant intermediaries, documentation,
electronic documents and services (referred to as “the software product”™ or “the
|software” below). When you install, copy or use “the software product” in other ways,
you agree to accept this "License Agreement™ If you do not agree with this "License
Agreement”, you are not authorized to use “the software product”.

If you accept the terms of the agreement, dick the check box below. You must accept the
agreement to install Qfinder. Clidk Mext to continue.

[#]1 accept the terms of the License Agreement

25



8. Click “Next"”.

5 QNAP Qfinder Installer

Choose Components
Choose which features of Qfinder you want to install.

Chedk the components you want to install and unchecdk the components you don't want to
install, Clidk Mext to continue,

Select components to install: Qfinder (required)

Desktop Shortouts
Quick Launch Shortouts

Space reguired: 112.8MB

9. Click “Install”.

iﬁ QMAP Qfinder Installer

Choose Install Location
Choose the folder in which to install Qfinder,

Setup will install Qfinder in the following folder, To install in a different folder, dick Browse and
select another folder. Click Install to start the installation.

Destination Folder

:\Program Files {x

Space required: 112.8MB
Space available: 18.9GE

26



10.Click “Finish”,

Completing the Qfinder Setup

Qfinder has been installed on your computer.

Click Finish to dose Setup.

Launch Qfinder

[ Cancel

11.Launch the QNAP Qfinder from your desktop.

Servers Connect Settings Tools Help

QNRAP

® @

Network
Drives

TS-670Pro
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TS-809U

QNAP-FTP

My-NAS03
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T5-659 Pro Il
TS-559 Pro+

TE NEA Den

4. 7)
2 4.0.1 (20130530)
2 4.0.1 (20130527)
2 3.8.3 (20130426)
 3.8.0 (20121114)
2 4.0.0 (20130522)
0 3.8.3 (20130417)
2 3.8.3 (20130430)
2 3.8.3 (20130524)
2 3.8.2 (20130301)
2 3.8.1 (20121205)
2 4.0.0 (20130523)
2 3.8.2 (20130321)
2 4.0.0 (20130514)
) 3.8.3 (20130426)
2 4.0.0 (20130510)

A annfanisncnT

English

08-S -C5-E6
00-08-98-D4-C5-BC
00-08-9B-D2-2C-A9
00-08-9B-8D-27-51
00-08-9B-BA-80-31
00-08-9B-CF-AC-4C
00-00-08-79-00-27
00-08-9B-8C-D6-BB
00-08-9B-D1-FE-9B
00-08-9B-BA-84-A5
00-08-9B-C3-7E-B2
00-08-9B-CF-AD-D8
00-08-9B-CC-42-58
00-08-9B-C5-A3-01
00-08-9B-C7-77-BF
00-08-9B-C7-64-3F

AN no no N A 1n

On-line: 47.

12.The Quick Setup Wizard will be launched automatically. Please confirm that the IP

address shown up on the dialog window matches the Turbo NAS you are trying to
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configure (please check the MAC address from the QNAP Qfinder and its corresponding
IP address.) Click “Yes” to configure your Turbo NAS.

Quick Setup Wizard

QMAP MNAS 'NASCFOB0E' (10.8.12.148) has not been configured yet. Would you
like to use the setup wizard to set up the server now?

The Quick Setup Wizard wil help you setup the QMAP MAS. 1

[ Don't ask me again. I'd like to setup later.

& - — - — =2

13.Click “Quick Setup”.

QNAPR
"
Set up my QNAP NAS
L L
! Please select "Quick Setup” or "Manual Setup” to start the initalization of the server. 1
i Model  T5<421 I

Server Mame: MASCFOGOE
IP Address: 10.8.12.148
MAC Address:  00-08-9B-CF-06-0E

Firmware Version: 4.0.0

Quick Setup

Manual Setup

© 2012-2013 QNAP Systems, Inc. Al rights reserved.

14.Install a hard drive on your Turbo NAS if you have not already done so and click
“Detect Again”.

28



- ¥
QNAP Turbo NAS Setup Wizard [

Hard drive missing

N The server cannot detect any installed hard disk
drives. Please install hard disks or re-install the hard disk
L drives properly, and click "Detect Again”.
Detect Again Cancel

15.Confirm the setup details and click “"Next”.

| QNAP Turbo NAS Setug

QNRAPR

Confirm the setup information

i Please check the setup information. |
|| Ll
i Server name: | SIS I
" Administrator's user name: admin i
|| i 2 ; I
Administrator's password: sssse (Defautt: admin}
[ L
" Confirm password: "o [] show password i
i Metwork Settings: Obtain an IP address automatically i
L L
L I

Back

© 2012-2013 QNAP Systems, Inc. Al rights reserved.

e e

16.The wizard will proceed to finish the installation process.
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Set up the QNAP Turbo NAS

[l Please wait while the setup wizard is configuring your QNAP Turbo NAS.

|

i (U Preparing to set up the QNAP Turbo NAS 0%

L] Configuring the settings

| Tritializing the hard drivels)

: Restart the QMAP Turbo MAS

||

" Estimated time remaining:  21:35
| |
|

Back

© 2012-2013 QMNAP Systems, Inc. All rights reserved.

Set up the QNAP Turbo NAS

[l Please wait while the setup wizard is configuring your QNAP Turbo NAS.
L
i v Preparing to set up the QNAP Turbo NAS 100%
L] v Configuring the settings 100%
| v Tnitializing the hard drive(s) 100%
L

v Restart the QNAP Turbo NAS 100%
L
L
i Estimated time remaining:  0:00
| -
|

© 2012-2013 QNAP Systems, Inc. All rights reserved.

18.Key in the user ID and password entered in the “"Confirm the setup information” page.
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19.Click “Get Qfinder” to download the QNAP Qfinder utility (Steps 19 to 23 are for Mac

users.)

Build your private cloud on Mac

@ GetQfinder

"Get Qfinder” to download.

@ Execute Qfinder
Execute Qfinder to configure the Turbo NAS.

Default username and password

Usemame: admin

Password: admin

€ GCetuitilties

NAS.

Follow the steps to set up and enjoy your Turbo NAS on Mac.

Qfinder is a tool for Mac to locate and configure the Turbo NAS on the LAN. Click

QNAP provides many useful tools to increase your productivity. After completing
system setup, don't forget to get utilities to explore the various uses of your Turbo

If you have encountered any problems during the setup, please fill in the online support form to get more information.

(© Back

¢ Close (3)

20.Install the QNAP Qfinder.
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e 0o . QNAPQFinderMac-1.0.17.1101

aNFR
QFINDER for MAC

Applications

21.Execute the QNAP Qfinder and connect to the NAS.
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800

QNAP Finder

Firmware Status

& (Up-to-date)

) (Mot supportad)

< (Up-to-date)

iJ (Update available)

« (Up-to-date)
(Up-to-date)

iJ (Update available)

i (Update available)

« (Up-to-date)

@ (Not supported)

i (Update available)

& (Up-to-date)

< (Up-to-date)

& (Up-to-date)

) (Not supportad)

& (Up-to-date)

< (Up-to-date)

& (Up-to-date)

& (Up-to-date)

N R BT

Name IP Address Version Server Type | MAC Address
Fan-509 10.8.12.132 4.0.1 (20.. T5-508 00-08-9B-BD...
NAS-469C 10.8.12.57 3.8.2 (20Q.. T5-469-C 00-08-9B-CC...
SalesALEX 10.8.12.54 4.0.0 (20... T5-269 Pro 00-08-9B-DZ...
OMNAP-FTP 10.8.12.199 3.8.0(20Q... T5-509 00-08-9B-BA...
David 10.8.12.32 4.0.0 (20... T5-1079.. 00-18-SB-BD...

10.8.12.146 4.0.0 (20... TS-469 Pro 00-08-9B-CF...

Ken879 10.8.12.122 3.8.3 (2Q... T5-879 Pro 00-00-08-79..
NAS12345 10.8.12.156 3.8.1 (2Q... T5-469 Pro 00-08-9B-CF...
OMNAP 10.8.12.28 4.0.1 (20.. T5-220 00-08-9B-D1...
NASD1FESE 10.8.12.79 3.8.3 (20.. 0802 00-08-9B-D1...
FW-NAS 10.8.13.60 3.6.1(03... T5-459P.. 00-08-9B-C5...
NASCF4BC1  10.8.12.151 4.0.1 (20... T5-569 Pro 00-08-9B-CF...
QMNAPMarke ... 10.8.12.40 4.0.0 (20... T5-469L 00-08-9B-D3...
HAL 10.8.13.240 4.0.0 (20... T5-659 P... 00-0B-9B-00...
NASD4C604  10.8.12.116 4.0.1 (20.. T5-670 Pro 00-0B-9B-D4...
jauss509 10.8.13.54 3.8.3 (2Q... T5-509 00-08-9B-B9...
AMNASC4EF38 10.8.13.56 3.8.3 (2Q... T5-259P... 00-08-9B-C4...
Ad 10.8.12.88 4.0.1 (20... T5-509 00-08-9B-BA...
jauss1079 10.8.13.46 3.8.3 (2Q.. T5-1079 .. 00-0B8-9B-CY...
FEM RS0 1N e 17 1272/ 2 e TN TE RE0O D MmN nNe oo —7
| Connect | | Configure | ( Details | | Refresh

Exit

22.Start the Web Installation step.
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@ mJIQNAPdoud TS-421 English ~

1 Sign in and register 2 Installing your NAS

Start Quick Setup

Congrat ions! You have completed the myQNAPcloud
Settings. Click "Start” to set up your QNAP NAS now.

Copyright @ QNAP Systems, Inc. All Rights Reserved.

23.Key in the user ID and password entered in the "Confirm the setup information" page.
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2.2.2 Cloud Installation

Follow the steps in this section to complete cloud installation for your NAS.

1. Connect your NAS to the Internet, and on your PC, go to “start.gnap.com” and click

“Cloud Installation”.

Hard Disk Compatible List User Manual English - Global

Set Up Your Turbo NAS

New to Turbo NAS ?
Follow the steps to get started:

1. Set up the hardware for your Turbo NAS
2. Install firmware and configure your Turbo NAS
3. Get useful tools to enjoy your Turbo NAS

Start Now Cloud Installation @

U Remote access on the go

g Handy utilities assist you anytime

Various handy tools are available to smooth your — Access and manage your Turbo NAS and enjoy
work with the Turbo NAS. You can enjoy convenient mulimedia files on mobile devices whenever, 3
data backup, smart download management, remate —@ wherever.

access to the Turbo NAS anytime and anywhere.

| Customer Service | Online Support Form | QNAP Forum | User Manual | Tutorials |

Asia - Taiwan QNAP Systems, Inc. TEL: +886-2-2641 2000 FAX: +886-2-2641 0655
Copyright ©2013; QNAP Systems, Inc. All Rights Reserved

Alternatively, you may scan the QR code using your mobile phone to start cloud

installation.
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wil. FEE(F 3G T45:47

& install.gnap.cc = @

@ myQNAPcloud @

QNAP Cloud Installation

Welcome to the QNAP Cloud Installation.
Please find your "Cloud Key" on the top
of your QNAP NAS and enter it to start
the installation.

Cloud Key:
o[ I

Cannot find the Cloud Key? Please click
here to set up your QNAP NAS.

2. Enter the cloud key (cloud key can be found from the sticker on top of your QNAP
NAS) and click “Enter”.
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@myQNAPcloud English ~

QNAP Cloud Installation
Welcome to the QNAP Cloud Installation. Please find your "Cloud Key" on the top of your QNAP NAS and enter it to start the installation.

Cloud Key: Q

Cannot find the Cloud Key? Please click here to set up your QNAP MNAS.

Cloud, Key

Y

Note: If you encounter the “Device not found” message on screen, please make sure 1)
your NAS has been powered on; 2) the network cable is connected to the NAS and the
orange and green indicator lights on its LAN port(s) are blinking; and 3) the cloud key is

correct.

3. Fill out all fields to register your myQNAPcloud account or sign in your myQNAPcloud
account. check "I agree to myQNAPcloud Terms of Use and QNAP Privacy Policy” and

click “Next Step”.
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@ myQNAPcloud TS-421 English =

1 Sign in and register 2 Installing your NAS

myQNAPcloud Account

Your QNAP NAS has been connected. Please create or sign in myQNAPcloud account to proceed.

With the myQNAPcloud account, the system will help you to easily complete the remote connection settings during the installation process. No
matter where you are, you can access and share all the data stored on your QNAP NAS anytime and anywhere without care just by the

internet.
I don't have myQNAPcdoud Create myQNAPdoud account
account and would like to
create one myQNAPcloud ID (QID):
If yvou don't have myQNAPcloud account,
please set yvour primary email address as Password :
myQNAPcloud ID (QID) first. You can also
choose Create laterf- Verify password
Sign in myQNAPdoud account First niatne s

If you already have myQNAPcloud account,

you can sign in right away. Last name :

Mobile number : | Bl - +886

[[] 1 agree to myQNAPdoud Terms of Use and QNAP Privacy
Policy

Next step

— ————

Copyright © QNAP Systems, Inc. All Rights Reserved

Note: Before proceeding to Step 4, please be sure to activate your myQNAPcloud
account after your account registration is confirmed (an e-mail will be sent to the e-
mail address provided to create your myQNAPcloud account, and the account
activation link will be included in that e-mail.) For details, please refer to the

myQNAPcloud Serviceb78 chapter in this manual.

4. If you already have a myQNAPcloud account, please select “Sign in myQNAPcloud

account” and login with your account credentials.

5.Type in the name of your Turbo NAS to register it and click “Register”.
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T5-421 English

@ myQNAPcloud

1 Sign in and register 2 Installing your NAS

Register myQNAPcloud device name

Please enter a name to register your QNAP NAS. This name will be used to access your NAS remotely.
This will allow remote access to your QNAP NAS and help you to connect to your NAS more easily after finishing the installation process.

myQNAPcloud Device Name:

After finishing the installation, you will be able to access your QNAP NAS
remotely using the following Internet address.

Q7 SR .y qnapcloud.com

Copyright ©@ QNAP Systems, Inc. All Rights Reserved.

6. Install a hard drive on your Turbo NAS if you have not already done so.

TS-421 English -

@ myQNAPcloud

1 Sign in and register 2 Installing your NAS

Hard Drive Missing

\

§ Install and format at least one hard drive before using the NAS. A hard drive can be
inserted to an empty disk bay without turning off the NAS. For the hard disk
compatibility list, please visit http://www.gnap.com/go/compatibility_hdd35.html

MNote: All the drive data will be cleared upon hard drive initialization.
Please make sure the hard drive(s) are installed correctly and the hard drive cable(s)
are securely connected.

Copyright @ QNAP Systems, Inc. All Rights Reserved.

7. Click “Begin” to install firmware on your Turbo NAS.
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@ myQNAPCIOUd TS5-421 English =

1 Sign in and register 2 Installing your NAS

Install Firmware

All the drive data will be cleared upon firmware installation.

(O

Copyright @ QNAP Systems, Inc. All Rights Reserved.

8. Click “Start” to start the quick setup.

@ myaNAPCIOUd 15-421 English +

1 Sign in and register 2 Installing your NAS

Start Quick Setup

Congratulations! You have completed the myQNAPcloud
Settings. Click "Start” to set up your QNAP NAS now.

Copyright @ QNAP Systems, Inc. All Rights Reserved.

9. Confirm all details and click “Proceed”.
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@ myQNAPcloud

1 Sign in and register

2 Installing your NAS

TS5-421 English =

.—.\|_v-.
oS L
LY pl

Quick Setup

Please review the following settings and click "Proceed” to continue. Don't worry! You can modify these settings later in the NAS

administration page.

NAS Name:

Username:

Password:

IP Address:

Time Zone:

Date / Time:

Disk Configuration:

Bad Block Scan:

Tip

NASCFO59E

admin

*¥xxkxkex ( Default password : admin)

(DHCP)

(GMT+08:00) Beijing, Chongqing, Hong Kong, Urumqi
2013/05/13 19:49:21

Single (Total Storage Capacity : 232.89 GB)

No

You may click on the above texts to change the settings.

10.Follow the onscreen instructions.
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@ myaNAPC’OUd TS-421 English ~

1 Sign in and register 2 Installing your NAS

Build Up a Fun Multimedia
Center

Collect videos, music, and photos, and enjoy them in
fun ways

It's never been easier to view photos, listen to music, and watch Full HD
1080p movies on your HDTV. The built-in media server streams content to
P53, Xbox 360, any DLNA-certified TV, or other network media players.
The Turbo NAS brings to life the ulimate in digital home theater
enjoyment.

e o

Applying the settings

This process may take a few minutes depending on the system hardware and hard drive capacity.

(_ Formatting the hard drives...

GEZTD

Copyright @ QNAP Systems, Inc. All Rights Reserved.

11.Click “Connect and Login QTS".

@ myaNAPCIOUd English =

Installation complete

Your QNAP NAS has been installed. Please click the following link to enter the administration page of the NAS.

Before accessing the administration page, you are recommended to check the verification email in the mailbox you used to register
myQNAPcloud account in order to enable the remote access services.

Connect and login QTS

You can also click the following links to get the QNAP utilities for easy
management of the QNAP NAS.

Get more utilities

< :
i N
S

Copyright @ QNAP Systems, Inc. All Rights Reserved.

12.Key in the user ID and password to login your Turbo NAS.
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2.2.3 CD Installation

Follow the steps in this section to complete CD installation for your NAS.

1. Install the QNAP Qfinder from the product CD-ROM.

& NAS

Quick Installation Guide
Install GNAP Finder
Install MyCloudNAS Connect

Install NetBak Replicator TS-269L

Install QGet Network Attached Storage

User Manual and Application Notes

Back Exit

2.Run the QNAP Qfinder. If the QNAP Qfinder is blocked by your firewall, unblock the
utility.

3. Follow the steps outlined in the Online Installation[231 section and finish the installation

process.

Note:
e Some new NAS models, such as TS-x12, TS-x20 and TS-x21, no longer have the
installation CD included.

e The default login ID and password of the NAS are both admin.
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2.3 Getting Utilities

QNAP has prepared a number of practical and useful utilities to enhance your NAS
experiences. After setting up your NAS, please choose from the following two methods to

install the utilities.

A.Download from the QNAP website

Type http://www.gnap.conv in your browser, go to Features > For Home ("For Business"
if you are business users). Scroll down to the bottom of the screen and click Utilities.

Choose to download and install utilities on your PC.

WHome * Features * For Business * Utility
QNAP utilities

+ Qfinder

« myQNAPcloud Connect

¢ Qsync

+ NetBak Replicator

¢ QGet

vSphere Clinet plug-in

Various handy utilities are available for you to work smartly with yvour Turbo NAS. These utilities help increase your
productivity and make it absolutely easy with connecting the Turbo NAS, setting up the system, data backup and
synchronization, downloading files, and so on. Visit the Download center, find your Turbo NAS model, and the list of
available utilities are ready for vou.

B.Install from the product CD-ROM

The product CD-ROM contains software utilities QNAP Qfinder, myQNAPcloud Connect,
NetBak Replicator, and QGet.
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http://www.qnap.com/

-} NAS -

Quick Installation Guide
Install GQNAP Finder

Install MyCloudNAS Connect

Install NetBak Replicator TS-269L

Install QGet Network Attached Storage

User Manual and Application Notes

Back Exit

Browse the CD-ROM and access the following contents:

Quick Installation Guide: View the hardware installation instructions of the NAS.
Install QNAP Qfinder: The setup program of the QNAP Qfinder (for Windows OS).
Install myQNAPcloud Connect: The setup program of the myQNAPcloud Connect (for
Windows OS).

Install NetBak Replicator: The setup program of NetBak Replicator (Windows utility for
data backup from Windows OS to the QNAP NAS.)

Install QGet: The setup program of the QGet download utility (for Windows 0OS).

User Manual and Application Notes: software user manuals, and hardware manual of
the Turbo NAS.
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2.4 Connecting to NAS Shared Folders

Connecting to NAS shared folders in Windows|[ 48
Connecting to NAS shared folders in Mac or Linux[53)
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2.4.1 Windows

For Windows operating systems, there are two methods to connect to shared folders of
the NAS:

A.QNAP Qfinder(48)

B. My Network Places or Run[5M

A.Connect to the shared folders of the NAS by using the QNAP
Qfinder:

1. Launch the QNAP Qfinder. Select the NAS detected and then click "Map Network

Drive".

(-

Servers Connect Settings | Tools | Help

QNAP Qfinder 4.0.0

Map Metwork Drive

Restart Server

Shut down Server

Remote Wake Up (Wake On LAN)
Search Metwork Camera

SMTP Settings
Update Firmware

Resource Monitor

9 ®

Bookmark
the NAS

NetBak Replicator TS-219P I + 3.8.2 (20130301) 00-08-9B-C3-0B-89

QBack TS-269 Pro ¥ 3.8.2(20130301) 00-08-9B-D1-EC-0A
TS-670Pro0 L 1000 TS-670 Pro © 4.0.0 (20130430) 00-08-9B-D4-C5-BC
NASSCCAEC t:z;:z ::J:; TS-409 @ 3.3.2 (0918T) 00-08-9B-8C-C4-EC
Keng79 TUSTZT2Z - TS-879 Pro v 3.8.3 (20130417) 00-00-08-79-00-27
Fan-219PII 10.8.12.130 . TS-219P I + 3.8.3 (20130423) 00-08-9B-C3-0B-01
Fan-509 10.8.12.132 = TS-509 « 3.8.3 (20130419) 00-08-9B-BD-DB-10
Kencheah 10.8.12.133 = TS-121 v 4.0.0 (20130412) 00-08-9B-C9-41-EB
NASD4C604 10.8.12.143 = T5-670 Pro © 4.0.0 (20130513) 00-08-9B-D4-C6-04
CSD-659 10.8.12.145 i TS-659 Pro 11 ¥ 3.8.2 (20130301) 00-08-9B-C7-77-BF
NASD20A10 10.8.12.147 = TS-269 Pro ¥ 4.0.0 (20130507) 00-08-9B-D2-0A-10
Ad 10.8.12.149 = TS-509 « 3.8.2(20130301) 00-08-9B-BA-84-A5

NASCFO59E

10.8.12.153

4.0.0 (20130411)

00-08-9B-CF-05-9E

NA512345 10.8.12.156 = T5-469 Pro @ 3.8.1 (20121205) 00-08-9B-CF-AE-BE
My-NASO3 10.8.12.157 = T5-469 Pro + 4.0.0 (20130429) 00-08-9B-CF-AC-4C
NASC2E7AD 10.8.12.160 = TS-410 ¥ 4.0.0 (20130408) 00-08-9B-C2-E7-AD

vmonias

On-line: 46.

. L )
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2.Select a shared folder on the NAS to be mapped as a network drive and click “*Map

Network Drive".
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Map Network Drive “

Select 3 network share to be mapped as a network drive :

Download
home
hormes
Multimedia
Qsync
Recordings
lUsh

Web

Map Metwork Drive Cancel

3. Enter the username and password to connect to the NAS and click "OK".
Connect

Please enter the user name and password to connect to the NAS

SEMVEr.

MAS Server: 10.8.12.153
Share Folder: Public

User Name: admin
Password: sssas
Motice

Please make sure that the same username has been created

on the NAS server with proper access rights and identical
password.

0K Cancel

4.Select a drive in the OS to map the folder chosen in Step 2 and click “Finish”.
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& Map Network Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive:

Folder:

i
Y 10.8.12.153Public

Example: V\iserver\share

Reconnect at sign-in

[ ] Connect using different credentials

Browse...

Connect to a Web site that you can use to store vour documents and pictures,

[ Cancel

5. The mapped folder will appear when opening the File Explorer.

- e ||
P
.é—) -

0 Favorites
B Desktop
& Downloads

£l Recent places
4 Libraries

3 Documents
J’- Music
[ Pictures

E Videos

18 Computer

‘rj Metwork

4 items

View

4+ % » Computer »

4 Hard Disk Drives (2)
= 05
S 160 b free of 126 GB

Computer

v O

Data (v)

S 250GB frec of 258 GB

4 Devices with Removable Storage (1)

& &
$ DVD RW Drive (E)
=

4 Network Location (1)

=
“es 454 GE free of 455 GB

Public (\\10.2.12.153) (Z;)

Search Computer

== =
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Note: Alternatively, you can use the Storage Plug & Connect Wizard to connect NAS
shared folders. The steps: 1) Launch the QNAP Qfinder; 2) Select Storage Plug &
Connect under Connect; 3) check "Login with username and password" and enter
username and password; 4) click a NAS shared folder; and 5) click "Map the Network

Drive" on top of the screen.

B.Connect to the shared folders of the NAS by using My Network
Places or Run

la. Open My Network Places and find the workgroup of the NAS. If the NAS cannot be
found, browse the whole network to search for the NAS. Double click the name of the
NAS for connection.

1b. Use the Run function in Windows. Enter \\IWAS_name or \\NAS_IP.

Run

g

=== Typethe name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

Open: \\NASBBSTET vl

QK Cancel Browse...

-
Run

g

=== Typethe name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

Open: | \\169.254.100.100 vl

Cancel Browse..,

2. Enter the default administrator name and password.

Default username: admin
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Default password: admin

3.You can upload files to the shared folders.
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2.4.2 Mac and Linux

Mac Users

There are two methods to connect shared folders on a NAS:

A. Using QNAP Qfinderls3)
B. Connect to Serverls3)

A.Using QNAP Qfinder

1. Launch the QNAP Qfinder, select the NAS you would like to connect to, and go to

"Connect" > "Open in File Explorer".

Connect BRI Tools Help Wi

Open in Web Browser

Open in File Explorer

QNAP Finder

g

Pr—

Server Type
TS-559 P...
TS-119P 11
T5-639
TS-509
TS-670
T5-559
T5-559 P...
T5-259 P...
T5-269L
T5-469 Pro
T5-670 Pro
T5-670 Pro
T5-469 Pro
T5-879 Pro
T5-659 P...
T5-509
T5-470 Pro
T5-469 Pro
T5-569 Pro

TC ATA Den

MAC Address
00-08-9B-C7...
00-08-9B-C3...
00-08-9B-BA...
00-08-9B-BA...
00-08-9B-D4...
00-08-9B-C3...
00-08-9B-BD...
00-08-9B-C4...
00-08-9B-D2...
00-08-9B-CC...
00-08-9B-D4...
00-08-9B-D4...
00-08-9B-CF...
00-00-08-79...
00-08-9B-C7...
00-08-9B-BD...
00-08-9B-D4...
00-08-9B-CF...

An ne oo no

Firmware Status

%" (Up-to-date)

i (Update available)
;’f’ (Up-to-date)

" (Up-to-date)

& (Not supported)
W (Update available)
%" (Up-to-date)

%" (Up-to-date)

%" (Up-to-date)

" (Up-to-date)

i@ (Not supported)
i@ (Not supported)
%" (Up-to-date)

+’ (Up-to-date)

+’ (Up-to-date)

?.}j (Up-to-date)

i@ (Not supported)
?.}j (Up-to-date)

' (Up-to-date)

Weh Ry

|
1
E i
¥ ]
3 :
L] 14
l \ 1 i MName [Eﬂrg{s Version
H 11 Art-C5D559  10.8.12.80 4.0.1 (20..
H I ; l! PMalex01 10.8.12.82 3.8.1(20..
1 2 CSD-639 10.8.12.84 4.0.1 (20..
‘5 } A4 10.8.12.87 4.0.1 (20..
1\ 5 Jason&70 10.8.12.90 4.0.2 (20...
i NASC3C806  10.8.12.93 3.8.2 (20...
.‘-a PMKen55%a  10.8.12.95 4.0.2 (20...
ANASC4EF38 10.8.12.108 3.8.3 (20...
NASD22C85 10.8.12.112 3.8.3 (20..
demol 10.8.12.115 4.0.1 (20..
NASD4CE04  10.8.12.116 4.0.2 (20..
670Pro 10.8.12.118 4.0.1 (20..
demo2 10.8.12.119 4.0.1 (20..
Kend79 10.8.12.122 4.0.0 (20...
C5D-659 10.8.12.126 3.8.3 (20..
Fan-509 10.8.12.132 4.0.1 (20...
F470 10.8.12.145 4.0.1 (20...
CherrySMB 10.8.12.146 4.0.0 (20...
10.8.12.151 4.0.1 (20..
Alfinmae 1N e 17 187 AN N
| Connect || Configure ||

Details

I Refresh

| [ Exit

2. Enter your login ID and password.
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Enter your name and password for the server
“10.8.12.151".

Connect as: () Guest
(») Registered User

Name: admin

Password: |"-n| |

[ | Remember this password in my keychain

| Cancel | [ Connect ]

3. Select the folder you want to mount and click OK.

MWL

Select the volumes you want to mount on
*10.8.12.151"™

Multimedia
Public
Qsync
Recordings
Ush

Web

| Cancel |[ OK ]

4. The folder is mounted.

54




8e0e ) Download
| m ) (%) (=] (2] Q

g
8
< |1

ew Action Arrange Share Search

FAVORITES
EL All My Files
@ AirDrop
Y Applications
[=] Desktop
@ Documents
O Downloads 130418-QNAP_Turbo_MAS Hardware_Manual.zip

Movies sar
H . 4| Date Modified Size Kind
43 Music Bl 130418-QNAP_Tur...rdware_Manual.zip Jun 18, 2013 7:29 PM 292.8MB  ZIP arct

Pictures

SHARED
& 10.8.1... ~
] A4(AFP)
] A4(sMB)
[_] Alfienas(s...
] ANASBDS...

B.Connect to Server

1. Choose “"Go” > “Connect to Server”.

® Finder File Edit View L. Window Help

Back 28]

Forward 28]

Select Startup Disk on Desktop {381
El All My Files {+3F
7 Documents {+380
B4 Desktop 3D
5 Downloads L
™ Home {+3H
B Computer {38 C
@ AirDrop 3R
™ Network {r 3K
% Applications O 3A
S Utilities {r3U
Recent Folders »
Co to Folder... 3G
Connect to Server... 8K

2.Type in the NAS IP address.
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800 Connect to Server

Server Address:

'smb://10.8.12.151 I(+] (O]

Favorite Servers:

IZ"":-_"_;II Remove | Browse | [ Connect ]

3. Enter your login ID and password.

Enter your name and password for the server
*10.8.12.151".

Connect as: () Guest
(») Registered User

Name: admin

Password: I-----| i

|| Remember this password in my keychain

| Cancel | [ Connect ]

4. Select the folder you want to mount and click OK.

0,006

Select the volumes you want to mount on
“10.8.12.151"™:

Download

Multimedia

Public
|Q51.-'nc
' Recordings

Ush
Web

!

| Cancel |[ oK ]
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5.The folder is mounted.

Fe 0e ) Download
[ei») (52 = w]C (-] (m-] (2] Q

Back View Action Arrange Share Search

FAVORITES
E All My Files
@ AirDrop
g/i\; Applications
[ Desktop
ﬁj Documents
) Downloads 130418-QNAP_Turbo_NAS_Hardware_Manual.zip

H Movies i .
] 4| Date Modified
J7 Music Ei 130418-QNAP Tur..rdware Manual.zip Jun 18, 2013 7:29 PM 292.8 MB

Pictures

SHARED
& 10.8.1... ~
] A4(AFP)
[ A4(sMB)
[ Alfienas(s...
] ANASBDS...

Linux Users

On Linux, run the following command:

mount -t nfs <NAS IP>:/<Shared Folder Name> <Directory to Mount>

For example, if the IP address of the NAS is 192.168.0.1, to connect to the shared folder
“public” under the /mnt/pub directory, use the following command:
mount -t nfs 192.168.0.1:/public /mnt/pub

Note: You must login as the “root” user to initiate the above command.

Login the NAS with the specified user ID, use the mounted directory to connect to the
shared folders.
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2.5 Connecting to NAS by Web Browser

To connect to the NAS by a web browser, follow the steps below:

1. Enter http://NAS IP:8080 or use the QNAP Qfinder to find the NAS. Double click the
NAS name, and the NAS login page will open.

Note: The default NAS IP is 169.254.100.100:8080. If the NAS has been configured to
use DHCP, you can use the QNAP Qfinder to check the IP address of the NAS. Make
sure the NAS and the computer that runs the QNAP Qfinder are connected to the same
subnet. If the NAS cannot be found, connect the NAS to the computer directly and run
the QNAP Qfinder again.

2. Enter the administrator name and password. Turn on the option “Secure login” (Secure
Sockets Layer login) to allow secure connection to the NAS. If a user without

administration right login the NAS, the user can only change the login password.

Default username: admin

Default password: admin

Note: If the NAS is behind an NAT gateway, to connect to the NAS by secure login on
the Internet, the port 443 must be opened on the NAT router and forwarded to the LAN
IP of the NAS.
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3.The NAS Desktop will show up.

& 6 B

control Panel Photo Station Music Station Video Station Download Station File Station

Backup Station myQNAPdoud Qsync (Beta) Surveillance Station Antivirus: App Center
Pro

y 1 f Feedback
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2.6 Migrating from Old NAS

Users can migrate their QNAP NAS to another Turbo NAS model with all the data and
configuration retained by simply installing the hard drives of the original (source) NAS on

the new (destination) NAS according to its original hard drive order and restart the NAS.

Due to different hardware design, the NAS will automatically check if a firmware update
is required before system migration. After the migration has finished, all the settings and
data will be kept and applied to the new NAS. However, the system settings of the
source NAS cannot be imported to the destination NAS via “System Administration” >

“Backup/Restore Settings”. Configure the NAS again if the settings were lost.

The NAS models which support system migration are listed below.

Source NAS

Destination NAS

Remark

TS-x10, TS-x12, TS-x19,
TS-x20, TS-x21, TS-x39,
TS-509, TS-809, SS-x39,
55-469, TS-x59, TS-x69,
TS-x70, TS-x79

TS-x10, TS-x12, TS-x19,
TS-x20, TS-x21, TS-x39,
TS-509, TS-809, SS-x39

Firmware update required.

TS-x10, TS-x12, TS-x19,
TS-x20, TS-x21, TS-x39,

TS-x59, TS-x69, TS-x70,
TS-x79, SS-469 Pro

Firmware update not

required.

TS-509, TS-809, SS-x39,
TS-x59, TS-x69, TS-x70,
TS-x79

Note:

e The destination NAS should contain enough drive bays to house the hard drives of
the source NAS.

e SS-x39 and SS-469 Pro series support only 2.5-inch hard disk drives.

e A NAS with ed disk volume cannot be migrated to a NAS which does not support file
system encryption. File system encryption is not supported by TS-110, TS-119, TS-
210, TS-219, TS-219P, TS-x20, TS-x21, TS-410, TS-419P, TS-410U, TS-419U, TS-
119P+, TS-219P+, TS-419P+, TS-112, TS-212, TS-412, TS-419U+, TS-412U, TS-
420U and TS-421U.
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e The Multimedia Station, Download Station, iTunes Server, and DLNA Media Server

features will be removed after migrating the non-TS-x79 models to the TS-x70U/TS-

X79 models. The shared folders Multimedia/Qmultimedia, Download/Qdownload and all

the downloaded files will be kept.

e The registered myQNAPcloud name on the source NAS will not be moved to the

destination NAS after system migration. To use the same myQNAPcloud name on the

destination NAS, change the myQNAPcloud name on the source NAS before system

migration and register the same name on the destination NAS after the process.

Please contact the QNAP technical support department if you need to keep

myQNAPcloud name after system migration.

Destination NAS

Disk volume supported for system migration

1-bay NAS

1-drive single disk volume

2-bay NAS

1 to 2-drive single disk volume, JBOD,

2-drive RAID 1.

RAID O,

4-bay NAS

1 to 4-drive single disk volume, JBOD,

2-drive RAID 1,

3 to 4-drive RAID 5,
4-drive RAID 6,
4-drive RAID 10.

RAID O,

5-bay NAS

1 to 5-drive single disk volume, JBOD,

2-drive RAID 1,

3 to 5-drive RAID 5,
4 to 5-drive RAID 6,
4-drive RAID 10.

RAID O,

6-bay NAS

1 to 6-drive single disk volume, JBOD,

2-drive RAID 1,

3 to 6-drive RAID 5,

4 to 6-drive RAID 6,
4-drive or 6-drive RAID 10.

RAID O,

8-bay NAS

1 to 8-drive single disk volume, JBOD,

2-drive RAID 1,
3 to 8-drive RAID 5,
4 to 8-drive RAID 6,

4-drive, 6-drive, or 8-drive RAID 10.

RAID O,
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Follow the steps below to perform system migration.

1.
2.

Turn off the source NAS and unplug the hard drives.
Remove the hard drives from the old trays and install them to the hard drive trays of
the new NAS.

. Plug the hard drives to the destination NAS (new model). Make sure the hard drives

are installed in the original order.

. Follow the instructions of the Quick Installation Guide (QIG) to connect the power

supply and network cable(s) of the new NAS.

.Turn on the new NAS. Login the web administration interface as an administrator

(default login: admin; password: admin).

.If you are informed to update the firmware of the new NAS, follow the instructions to

download and install the firmware.

.Click “Start Migrating”. The NAS will restart after system migration. All the data and

settings will be retained.

1) Caution: To avoid system damage or serious injuries, the system migration
procedure should be performed by an authorized server manager or IT

administrator.

Some system settings will be removed after system migration due to different system

design. Configure the following settings again on the new NAS.
e Windows AD

e Some apps need to be resintalled.
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3. QTS Basics and Desktop

Introducing QTS[ed
Using QTS Desktopl67)
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3.1 Introducing QTS

Built on a Linux foundation, QTS 4.0 Turbo NAS operating system is shaped from the
optimized kernel to deliver high-performance services satisfying your needs in file

storage, management, backup, multimedia applications, and surveillance, and more.

The intuitive, multi-window and multi-tasking QTS 4.0 GUI make it incredibly easy to
manage your Turbo NAS, utilize its rich home applications, enjoy multimedia collections
with more fun, and install a rich set of applications in the App Center on demand to
expand your Turbo NAS experience.

Moreover, the QTS 4.0 adds value to business applications with its abundant features,
including file sharing, iSCSI and virtualization, backup, privilege settings, and so on,

effectively increasing business efficiency.

Coupled with various utilities and smart mobile apps, QTS 4.0 is the ultimate platform for

building a personal or private cloud, synchronizing data and sharing files.

File Station

3
%‘i Y
»
L y |

Y
Backup Station |/
Y b

QT54.0

Cloud Service
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http://docs.qnap.com/nas/4.0/QTS-world_1980X1485.jpg

Turbo NAS for Home - Easily enrich home entertainment and

content sharing

Tons of photos, music, videos and documents are often scattered across multiple

computers in modern homes. QNAP Turbo NAS lineup of home network storage servers

feature plenty of handy applications to let you smartly connect and manage these

assets and enjoy a truly digital life in a well-secured home network. No boundaries for

multimedia sharing at home, and no boundaries for sharing content with family, and

friends. Learn more about the exciting features that QNAP Turbo NAS offers to you:

Intuitive GUI with Multi-Windows, Multi-Tasking , Multi-Application, Multi-Device
access support

Cross platform data storage, backup and sharing center

Revolutionary music, photo and home video center

Personal cloud storage

Free and large capacity for Dropbox-style data sync

Over 90 Install-on-demand applications via App center

Energy-efficient & eco-friendly
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Turbo NAS for Business - Optimize business IT infrastructure with
ease and efficiency

IT efficiency, coupled with low total cost of ownership (TCO) is an essential factor for

business competitiveness. QNAP Turbo NAS features high performance, business critical

applications, and affordability; helping businesses achieve seamless file sharing, easy

integration into existing networks, flexible virtualized IT environments, and many other

advanced capabilities for keeping businesses running at maximum efficiency. Learn more

about the compelling features that QNAP Turbo NAS offers to businesses:

e Large data storage, backup and file sharing center

e Supports both scale-up and scale-out solution for large storage capacity demand

¢ Advanced storage management with dynamic thin-provisioning, SSD caching and JBOD
expansion functions

e Trustworthy data security and data encryption

e The reliable IP SAN storage (iSCSI) as primary and secondary storage for virtualization
environment

e Private cloud storage

e Free and large capacity for Dropbox-style Data Sync

e Over 90 Install-on-demand applications via App Center

e Development Center for 3rd party partners to build apps on the Turbo NAS
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3.2 Using QTS Desktop

After you finish the basic NAS setup and login to the NAS, the following desktop will

appear. Each main desktop feature is introduced in the following sections.

Main Menu Show Toolbar Notification
u { Desktop # @

= ASCoARE @ @il ®f| ‘ m clelinilnl M L0 i =]

Toolbar

Main Menu

Click E to show the Main Menu. It includes three parts: 1) QNAP applications; 2)
system features and settings; and 3) third party applications. Items under Applications
are developed by QNAP to enhance your NAS experience. Items under Systems are key
system features designed to manage or optimize your NAS. Items at the bottom of the
menu are applications designed and submitted by independent developers and approved
by QNAP. Those applications can add functionalities to the NAS (for their introduction,
please refer to their description at the App Center.) Please note your default Internet

browser will be launched once you click a third party application, instead of a window
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inside the NAS Desktop. Click the icon from the menu to launch the selected application.
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APPLICATIONS

Photo Station

Music Station

Video Station

Download Station

File Station

Surveillance Station Pro

D1 Station

oogoee

Digital TV Station

SYSTEMS

1
=
3
!
=
=
o
w
3
o

Storage Manager

Isers

Backup Station

myQMNAPcloud

Qsync (Beta)

BEOBR-E

App Center

Quick Start
&ﬁ‘ Tappln
@ QAirplay
u HappyiGet 2
"
|%.4 Fengoffice
5o Claroline
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Show Desktop

[, GJMNAPMarkenmg

Click . to minimize or restore all open windows and show the

desktop.

Background Task

Click ——

to review and control all tasks running in the background (such as HDD

SMART scanning, antivirus scanning, file backup or multimedia conversion.)

Background Tasks

Testing HOD SMART
m . &
[ —— Bl

Scanning virus
VirusScanDisk1 ':

External Device

Click =11 to list all external devices connected to the USB or SATA ports of the NAS.
Click the device listed to open the File Station for that device, “External Device” header

to open the External Device page for relevant settings and operations (for details on File

k.
Station, please refer to the File Stationl92 chapter) and ~ to eject the external

device.
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External Device

USBE 2.0 Device

lP Storelet Transcend &
USBDiskl : 698.62 GB
USB 2.0 Device

1{7 PI-288 USB 2.0 Drive =

USBDisk2 : 455.76 GB

Notification and Alert

el
Click — to check for recent system error and warning notifications. Click “Clear All”

to clear all entries from the list. To review all historical event notifications, click the
“Event Notifications” header to open the System Logs. For details on System Logs,

please refer to the System Logsbked chapter.
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———————————————————
Event Notifications

Show all | Error Warning

Warning : Download Station Sy
A stem Login Fail (HTTP)
2013-05-14 18:51.56

Warning : Download Station Sy
A stem Login Fail (HTTP)
2013-05-14 18:51:56

Warning : admin Login Fail (S5
A H)
2013-05-13 14:21:11

Personal Settings

&k
-

Admin Control: Click

password, restart/shut down the NAS or log out your user account.
T

to customize your user specific settings, change your user

Last login time:
2013/05/13 20:21

& oOptions

Change Password

Restart

Logout

About

@
(C]
@ shutdown
o
(7]

Opti
1)Options (| O options ):

i. Profile: Specify your user e-mail address and change your profile picture.
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Options e e
EWE Il Wallpaper Change Password || Miscellaneous |
Username: admin
E-mail: E-mail
Apply
L |

ii. Wallpaper: Change the default wallpaper or upload your own wallpaper.

F =
Options = 8

Profile |m Change Password || Miscellaneous |

Select the default wallpaper.

Or upload my own photo

Stretch v

Apply
L o]

iii. Change Password: change your login password.
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Options =

Profile Wallpaper Ehaﬁ Password Miscellaneous

To change your password, please fill out the form below:

Old password:

Mew password:

Verify new password:

Apply
L 5
iv.Miscellaneous:
Options = 8
Profile Wallpaper Change Password Miscellaneous I
Warn me when leaving QTS
| Reopen windows when logging back into QTS
Show the desktop switching button
Show the "QNAP Utility" tab
Show the Dashboard button
Show the NAS time on the desktop
Apply

e Warn me when leaving QTS: Check this option, and users will be prompted for

confirmation each time they leave the QTS Desktop (such as clicking the back icon (
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r@ QMAPMarketing » (r.
<« C' [ gnapmarketir

) in the browser or close the browser (gl). It is

advised to check this option.

e Reopen windows when logging back into QTS: Check this option, and all the current
desktop settings (such as the "windows opened before your logout") will be kept after
you login the NAS the next time.

e Show the desktop switching button: Check this option to hide the next desktop button

A &

y |I' \,
( ) and last desktop button ( ) and only display them when you
move your mouse cursor close to the buttons.
e Show the “"QNAP Utility” tab: Check this option to show the QNAP Mobile App, QNAP
Utility and Feedback tabs

E QMNAP Mobile App E QNAP Utility E Feedback

at the bottom of the Desktop.
e Show the Dashboard button: If you would like to hide the Dashboard button (

) at the bottom right side of the NAS Desktop, uncheck this option.
e Show the NAS time on the desktop: If you prefer not to show the NAS time (

) at bottom left side of the desktop, uncheck this

option.

e Change Password: CIickI @ cChange Password Ito change your login password.

| @ Restart

2)Restart: Click |to restart your NAS.

Shutdown

3)Shutdown: CIickI © Ito shut down your NAS.

0 Logout

4)Logout: Click | | to log yourself out.
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5)About: CIickI ﬂ il Ito check for the NAS model, firmware version,
HDDs already installed and available (empty) bays.

About

TS-670 Pro nan“

Wersion 4.0.0 (2013/05/13) WWW.0nap.com

Hard disks installed:1
Empty bays:5

22013 QNAF Systems, Inc. All Rights Reserved.

OK

Search

Click

desired function and its corresponding online help. Click the result in the search box to

and type a feature specific keyword in the search box to search for the

launch the function or open its online QTS help.

F .
,- )

"
Search | Power % |

Settings % Power
= UPS Settings

= External Device

QTS Help B rower
B uUPs Settings

Online Resource

| 7]
Click

Help, Tutorials, QNAP Wiki and QNAP Forum, and customer supports such as Customer

to display a list of online references, including the Quick Start Guide, QTS

Service (live support) and Feedback (feature request / bug report) are available here.
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Quick: Start

QTS Help
Tutorials

QMNAP Wik

QMNAP Forum
Customer Service

Feedback

Language

Click to choose your preferred language for the UL
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;
Auto Detect

%" | English
=]y
L - -
Czech

Dansk
Deutsch
Espanol
Frangais
Italiano
HEE
7=
Morsk
Folsk
Pyt
Suomi
Svenska
MNederlands
Turk: dili
T
Portuguss
Magyar
EXAmpvud

Foméan

Desktop preference

Ll
Click to choose the application icon displaying style and select your preferred

application opening mode on the desktop. Application icons can be switched between

Appeenter
small thumbnails ( - ) and detailed thumbnails (
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—

- "TApp Center

Provide a vanety of applications to
enrich your NAS functionahty.

) and applications can be opened in the tab mode or

the window mode.

For the tab mode, the window will be opened to fit the entire NAS Desktop and only one
application window can be displayed at once, while in the window mode, the application
window can be resized and reshaped to a desirable style. Please note that if you login
the NAS using a mobile device, only the tab mode is available.

e e
o (=) @
BT — s
£+ System Settings .
p
A privilege Settings E = A, G i @ - » 2 k1 B
@ Network Services. General Storage Network Security Hardware Power Notification Firmware Backup / External System System Logs
Settings Manager Update Restore Device Status.
& Applications

Privilege Settings.

4 & ® O

User Groups Shared Quota Domain
Folders Security

Network Services
| ~
= ~
Win/Mac/NFS FP Telnet / SSH SNMP. Service Network  Qsync (Beta)
Discovery Recycle Bin
Applications.
Lo =
2 B & =m ¥ 8 06 & 3 ® B & * W
Station HD Station Backu nes Server  DLNAMedia  Medialibrary ~ Web Server  LDAP Server  VPNService  MySQL Server Syslog Server  Antivirus RADIUS TFTP Server
Manager Station Server Server

Tab Mode

—

ControlPanel E File Station: o myQNAPcioud ~ JQsync|(Beta)
J

A Privilege Settings
@ Network Services. Network Security. Hardware Power Notification
2 oo in Manager

Applications

aaaaa

Win/Mac/NFS. TP Telnet / SSH

| anapmarketing:8080/cgi-bin/main html220130510% o N P “L




Window mode
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Desktop area

Remove or arrange all applications on the desktop, or drag one application icon over the

top of another to put them in the same folder ( w ).

Next desktop and last desktop

<

Click the next desktop button (

>

) (right side of the current desktop) or the last

desktop button (
desktops. The position of the desktop is indicated by the three dots at bottom of the

) (left side of the current desktop) to switch between

. @
desktop ( ).
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Dashboard

All important system and HDD statistics can be reviewed in the QTS Dashboard.

-
System Health Resource Monitor

[lan1 v ! 10KB/s T 9KB/s
1.9
Good 1

Uptime 2 day(s) 10:16:04 I (1 X2]
0.4

CPU

HDD Health = Storage

iSinglE Disk: Drive 1 Yi

O Good Ready

Xl

B Used:11.03 G
No errors were detected B Available: 28:

Hardware Scheduled Tasks News
System 34°C/93°F @ AII Jobs |Last 24 hours ™ | B [utility] MyCloudNAS Connect (Windows) v1.0.0
: » Build0213
CPU 45°C/113°F @ Summary: 0 succeeded, 1 fail...
Task: 1 Utility] QNAP QGet (Windows) v3.1.0 Build1311
Fan 1107 RPM (@) T B [utility] Q QGet (Windows) v ui

s Eailad ,Support Windows 8 Now

B [utility] QNAP Finder (Windows) v3.6.5

Online Users (3) Build1031,Support Windows 8 now.

L. admin 28801.];3? B [utility] NetBak Replicator (Windows) v4.2.2

Build1031,5upport Windows & now.
A admin 00:01:13
g 10.8.12.65
: . utility] QNAP QFinder (Mac 0S) v1.0.17
R ki 00 : 00 : 24 B [utlity]l QNAP Q ( )
. 10.8.12.6 Build1101

B [Utility] QNAP QFinder (Linux) v1.0.6 Build1101

e System Health: the status of the NAS system is indicated in this section. Click the
header to open the System Status page.

¢ HDD Health: the status of the HDDs currently installed in the NAS will be shown in
here. X1 means that only one HDD is currently installed in the NAS. For multiple HDDs
installed in the NAS, the status indicated is only for the HDD with the worst condition.
Click the “HDD Health” header to open the HDD SMART page in Storage Manager and
review the status of each HDD. For details on the Storage Manager, please refer to
the Storage Managerf9s) chapter. Click the icon to switch between the HDD summary
page and the HDD status indicator. Please note that the color of the HDD symbol will
change based on HDD health.
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Resource Monitor: The CPU, RAM and bandwidth usages are displayed here. Click the
“Resource Monitor” header to open the corresponding page in System Status for
details. Please note that if the port trunking feature is activated, the bandwidth
statistic is the combined usage of all NICs.

e Storage: The shared folder (top five largest folders), volume and storage statistics are
summarized here. Click the “Storage” header to open the corresponding page in System
Status for details.

e Hardware: System and HDD temperatures, fan speeds and hardware usages are
summarized here. Please note that the statistics listed here vary based on the NAS
model purchased. Click the “Hardware” header to open the corresponding page in
“System Status” for details.

e Online Users: all users currently connected to the NAS are listed here. To disconnect
or block a user or IP, right click the user and choose the desired actions. Click the
“Online Users” header to open the corresponding page in "System Logs” for details.

e Scheduled Tasks: Tasks scheduled are listed here. Click the task dropdown list to list
only the chosen category and the time drop down list to specify the time range for
tasks to be listed.

e News: all NAS related news from the QNAP will be listed here. Click the news link to

visit the corresponding webpage on the QNAP website.

Tip:

¢ All widgets within the Dashboard can be dragged onto the desktop for monitoring

specific details.

Uptime 2 day(s) 10:18:37

e The Dashboard will be presented differently on different screen resolutions.

e The color of the Dashboard button will change based on the status of system health

for quick recognition. (
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QOMAP Mobile App

e QNAP Mobile App: Click am— to check and download the

latest and available QNAP mobile applications.

=

QNAP Utility: Click % ol a to check and download the latest

and available NAS utilities.

,—";
Feedback: Click rr Feedback

report.

to file a feature request and bug

Slide-in window: system related news will be displayed on the window at bottom right

side of the desktop. Click the update to check for relevant details.

HDD SMART x |

Diskl has started

Note: If you would like to use your home NAS model as a business NAS model, please
first install business applications from the App Centerf28 and drag the corresponding

item from the Main Menu and drop it to the QTS Desktop.
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4. System Settings

General Settings[se)

Storage_Manager|9d)
Networkpod!

Security 223
Hardwareb2h
Powerf233
Notificationfs?
Firmware Update[240)
Backup/Restore 243
External_Devicep46l
System Statusbsdl
System Logsl298
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4.1 General Settings

System Administration

Enter the name of the NAS. The NAS name supports maximum 14 characters and can be
a combination of the alphabets (a-z, A-Z), numbers (0-9), and dash (-). Space ( ),

period (.), or pure number are not allowed.

2 % < 46 M ¢ « 8

General Storage Network Security Hardware Power Motification Firmware
Settings Manager Update bt
System Administration Time Daylight Saving Time Codepage Passwaord Strength Login Screen

Server name: NASCO41FF (IP Address:123.193.203.234)

You can change the default port number (HTTP) for Web Administration.

System port: 8080

[¥] Enable secure connection (S5L)
Port number: 443
| Force secure connection (SSL) only
Mote: After enabling the "Force secure connection (S5L) only” option, the Web Administration can only be connected via https.

Apply

wfpplyto Al J

Enter a port number for the system management. The default port is 8080. The services
which use this port include: System Management, File Station, Multimedia Station, and

Download Station. If you are not sure about this setting, use the default port humber.

Enable Secure Connection (SSL)
To allow the users to connect the NAS by HTTPS, turn on secure connection (SSL) and
enter the port number. If the option “Force secure connection (SSL) only” is turned on,

the users can only connect to the web administration page by HTTPS connection.

Disable and hide the home/multimedia features such as Multimedia Station,
Photo Station, Music Station, Surveillance Station, Download Station, iTunes
server, and DLNA media server

The multimedia features, including the Multimedia Station, Photo Station, Music Station,
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Surveillance Station, Download Station, iTunes server, Media Library and DLNA media
server, may be hidden or disabled by default on the following SMB models: x70U, x79 Pro,

x79U. To enable the multimedia features for those models, please uncheck this option.

EF 8 %« S @R ¢ =« 8

General Storage Network Security Hardware Power Motification Firmware
Settings Manager Update <
System Administration Time Daylight Saving Time Codepage Password Strength Login Screen

Server name: TS-1079-5MB (IP Address:172.17.24.181)

You can change the default port number (HTTP) for Web Administration.

System port: 8080

Disable and hide the home/multimedia features such as Multimedia Station, Photo Station, Music Station, Surveillance Station,
Download Station, iTunes server, and DLNA media server

[¥] Enable secure connection (SSL)
Port number: 443

[C] Force secure connection (SSL) only

Note: After enabling the "Force secure connection (SSL) only™ option, the Web Administration can only be connected via https.

Apply
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Time

Adjust the date, time, and time zone according to the location of the NAS. If the

settings are incorrect, the following problems may occur:

¢ When using a web browser to connect to the NAS or save a file, the display time of
the action will be incorrect.

e The time of the event log displayed will be inconsistent with the actual time when an

action occurs.

Set the server time the same as your computer time
To synchronize the time of the NAS with the computer time, click “"Update now” next to

this option.

Synchronize with an Internet time server automatically

Turn on this option to synchronize the date and time of the NAS automatically with an
NTP (Network Time Protocol) server. Enter the IP address or domain name of the NTP
server, for example, time.nist.gov, time.windows.com. Then enter the time interval for

synchronization. This option can be used only when the NAS is connected to the

Internet.
"_‘| == = 3\._ — Y ok 1
I_‘:f‘ m /&u" Lo h \w’ '-Qj @\
General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update b
System Administration || Time Daylight Saving Time Codepage Password Strength Login Screen

Current date and time: 2013/05/09 10:14:34 Thursday
Time zone: (GMT+08:00) Beijing, Chongging, Hong Kong, Urumai i
Date and time format: yyyy/MM/DD ¥ | |24HR | ¥
Time setting:
@ Manual setting
Date/Time: 2013/05/09 [ /|10 |v|:/13 |v|: 44 ¥

Synchronize with an Internet time server automatically

Set the server time the same as your computer time Update
Apply

. Apply to All

m

Note: The first time synchronization may take several minutes to complete.
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Daylight Saving Time

If your region adopts daylight saving time (DST), turn on the option “Adjust system clock
automatically for daylight saving time”. Click "Apply”. The latest DST schedule of the
time zone specified in the “Time” section will be shown. The system time will be adjusted

automatically according to the DST.

F ® < 4 M ¢ @« 8

General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update b
System Administration Time Daylight Saving Time Codepage Password Strength Login Screen

Time zone: (GMT+08:00) Beijing, Chongqing, Hong Kong, Urumaqgi

Recent daylight saving time: e

Offset: -- minutes

[¥] Adjust system clock automatically for daylight saving time.

m

[[] Enable customized daylight saving time table.
Add Daylight Saving Time Data

Start Time End Time Offset Action

| wutpply to Al J

Note that if your region does not adopt DST, the options on this page will not be

available.

To enter the daylight saving time table manually, select the option “"Enable customized
daylight saving time table™. Click “Add Daylight Saving Time Data" and enter the daylight

saving time schedule. Then click "Apply" to save the settings.
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General Storage MNetwaork Security Hardware Power MNotification Firmware
Settings Manager Update &
System Administration Time || Da\rl'ﬂt Sav‘ﬁ Time | Codepage Password Strength Login Screen

Recent daylight saving time: S

Offset: -- minutes

Adjust system clock automatically for daylight saving time.

| Enable customized daylight saving time table.

o 0 . (@
|[ Add Davylight Saving Time Data ]l_

[ start Time End Time Offset Action

90
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Codepage

Select the language the NAS uses to display the files and directories.

E 8 %

L
General Storage MNetwork
Settings Manager

Filename encoding: |English

MAS properly.

Apply

System Administration Time Daylight Saving Time

Hardware
Codepage

Select the filemame encoding for non-Unicode filename conversion.

v =« @

Power Notification Firmware
Update
Password Strength Login Screen

Note: All the files and directories on the NAS will be created using Unicode encoding. If the FTP clients or the PC OS does not
support Unicode, select the language which is the same as the OS language in order to view the files and directories on the

properly.

Note: All the files and directories on the NAS will be created using Unicode encoding. If
the FTP clients or the PC OS does not support Unicode, select the language which is
the same as the OS language in order to view the files and directories on the NAS
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Password Strength

Specify the password rules. After applying the setting, the NAS will automatically check
the validity of the password.

E 8 < G M ¢ e« 8

General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update &
System Administration Time Daylight Saving Time Codepage Password Strength Login Screen

The following criteria could be applied to strengthen password security.

[ A new password has to contain characters from at least three of the following classes: lowercase letters, uppercase letters,
digits, and special characters.

[ No character in the new password may be repeated more than three times consecutively.

[[] The new password must not be the same as the associated username, or the username reversed.

Apply
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Login Screen

Set the login screen style. First click the desired template and then click “Preview” to

preview the chosen template or “"Apply” to apply the chosen login screen.

= ;‘(a 9 - v ‘é g-

General Storage Network Security Hardware Power MNotification Firmware
Settings Manager Update
System Administration | Time i Daylight Saving Time i Codepage | Passwaord Strength |

Select one of the templates below for the login screen.

Apply Preview |
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4.2 Storage Manager

Volume Management

This page shows the model, size, and current status of the hard drives on the NAS. You
can format and check the hard drives, and scan the bad blocks on the hard drives. When
the hard drives have been formatted, the NAS will create the following default share
folders:

e Public: The default shared folder for file sharing by everyone.

¢ Qdownload/Download*: The shared folder for Download Station.

¢ Qmultimedia/Multimedia*: The shared folder for Multimedia Station.

e Qusb/Usb*: The shared folder for data copy function using the USB ports.

e Qweb/Web*: The shared folder for Web Server.

e Qrecordings/Recordings*: The shared folder for Surveillance Station.

*The default shared folders of the TS-x59 and TS-x69 Turbo NAS series are Public,

Download, Multimedia, Usb, Web, and Recordings.

Note: The default shared folders of the NAS are created on the first disk volume and

the directory cannot be changed.
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] e
General Storage
Settings Manager

Volume Management

Create

o o i
3 LB
Netwaork Security Hardware
RAID Management HDD SMART iSCSI

Current Configuration: Physical Disks

Scan now
Disk
Drive 1
Drive 2
Drive 3

Drive 4

Model
WDC WD2500AAKX-22ERM17.0
WDC WD2500AAKX-22ERM17.0
WDC WD2500AAKX-22ERM17.0

WDC WD2500AAKX-22ERM17.0

Capacity

232.89 GB
232.89 GB
232.89 GB

232.89 GB

A 17 4
o

Power

Virtual Disk

Status
Ready
Ready
Ready

Ready

« 8

Notification Firmware
Update

SMART Information
Good
Good
Good

Good

MNote that if you are going to install 3 hard drive (new or used) which has never been installed on the NAS before, the hard
drive will be formatted and partitioned automatically and all the disk data will be cleared.

Current Configuration: Logical Volumes

Disk / Volume

Single Disk: Drive 1

Single Disk: Drive 2

Single Disk: Drive 3

Single Disk: Drive 4

File

System Total Size

EXT4 227.76 GB

Free Size

226.93 GB

Status

Unmounted

Ready

Unmeunted

Unmounted

m

Disk Configuration

Applied NAS Models

Single disk volume

All models

RAID 1, JBOD (just a bunch of disks)

2-drive models or above

RAID 5, RAID 6, RAID 5+hot spare

4-drive models or above

RAID 6+hot spare

5-drive models or above

RAID 10

4-drive models or above

RAID 10+hot spare

5-drive models or above

Single Disk Volume

Each hard drive is used as a standalone

disk. If a hard drive is damaged, all the

data will be lost.
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JBOD (Just a bunch of disks)

JBOD is a collection of hard drives that
does not offer any RAID protection.
The data are written to the physical
disks sequentially. The total storage
capacity is equal to the sum of the

capacity of all member hard drives.

JBOD

Disk 1 Disk 2
RAID 0 Striping Disk Volume RAID 0
RAID 0 (striping disk) combines 2 or striping

more hard drives into one larger
volume. The data is written to the hard
drive without any parity information and
no redundancy is offered.

The total storage capacity of a RAID 0

disk volume is equal to the sum of the

Disk 1 Disk 2
capacity of all member hard drives.
RAID 1 Mirroring Disk Volume RAID 1
RAID 1 duplicates the data between mirroring

two hard drives to provide disk

mirroring. To create a RAID 1 array, a

minimum of 2 hard drives are required.
The storage capacity of a RAID 1 disk
volume is equal to the size of the

|
smallest hard drive.

Disk 1 Disk 2

RAID 5 Disk Volume RAID 5
The data are striped across all the hard parity across disks

drives in a RAID 5 array. The parity
information is distributed and stored

across each hard drive. If a member

iU

st

Block Al Black A3

d4aa-

=

Block B1
hard drive fails, the array enters W w
degraded mode. After installing a new Block D2
hard drive to replace the failed one, the 2Lt L sk Eics
data can be rebuilt from other member
drives that contain the parity
information.
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To create a RAID 5 disk volume, a
minimum of 3 hard drives are required.
The storage capacity of a RAID 5 array
is equal to (N-1) * (size of smallest
hard drive). N is the number of hard

drives in the array.

RAID 6 Disk Volume

The data are striped across all the hard
drives in a RAID 6 array. RAID 6 differs
from RAID 5 that a second set of parity
information is stored across the member
drives in the array. It tolerates failure

of two hard drives.

To create a RAID 6 disk volume, a
minimum of 4 hard drives are required.
The storage capacity of a RAID 6 array
is equal to (N-2) * (size of smallest
hard drive). N is the number of hard

drives in the array.

RAID 6

parity across disks

s

Black Al
Block Bl

Disk 1

Block A2
Parity Bg

Block D1

LUt E

Block D2
Disk 3

=

Block B2

RAID 10 Disk Volume

RAID 10 combines four or more disks in
a way that protects data against loss
of non-adjacent disks. It provides
security by mirroring all data on a
secondary set of disks while using
striping across each set of disks to

speed up data transfers.

RAID 10 requires an even number of
hard drives (minimum 4 hard drives).
The storage capacity of RAID 10 disk
volume is equal to (size of the smallest
capacity disk in the array) * N/2. N is
the number of hard drives in the

volume.
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RAID Management

*0Online RAID capacity expansion, online RAID level migration, and RAID recovery are not
supported by one-bay NAS models, TS-210, and TS-212.

You can perform online RAID capacity expansion (RAID 1, 5, 6, 10) and online RAID level
migration (single disk, RAID 1, 5, 10), add a hard drive member to a RAID 5, 6, or 10
configuration, configure a spare hard drive (RAID 5, 6, 10) with the data retained, enable

Bitmap, recover a RAID configuration, and set a global spare on this page.

Volume Management RAID Management HDD SMART ISCSI Virtual Disk
Action -
e B
Expand Capacity Total Size Bitmap Status
Add Hard Drive
) 227.76 GB i Ready
Migrate
Configure Spare Drive
455.52 GB no Ready

Enable Bitmap

To expand the storage capacity of a RAID 10 volume, you can perform online RAID

capacity expansion or add an even number of hard disk drives to the volume.

Expand Capacity (Online RAID Capacity Expansion)

Scenario

You bought three 250GB hard drives for initial setup of a TS-509 Pro NAS and configured
RAID 5 disk configuration with the three hard drives.

A half year later, the data size of the department has largely increased to 1.5TB. In
other words, the storage capacity of the NAS is running out of use. At the same time,

the price of 1TB hard drives has dropped to a large extent.
Operation procedure

In “Storage Manager” > “RAID Management”, select the disk volume for expansion and

click "Expand Capacity”.
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[& P 4
Tei] ﬁ 2
General Storage Network
Settings Manager

Volume Management RAID Management

Action -

Expand Capacity

Enable Bitmap

[al
LA

Security

HDD SMART

Total Size

459.13 GB

_.- v =

a

Notification

Hardware Power Firmware
Update A
Encrypted File System iISCSI Virtual Disk
Bitmap Status
no Ready

Click “"Change” for the first hard drive to be replaced. Follow the instructions to proceed.

| 4
& &8 @ A
General Storage Network

Settings Manager

Volume Management RAID Management

Expand Capacity

Source Disk Volume:

Disk Model
Drive 1 WDC WD2500AAKX-22ER...
Drive 2 WDC WD2500AAKX-22ER...
Drive 3 WDC WD2500AAKK-22ER...

[al
Lo

Security

HDD SMART

Capacity
232.89 GB
232.89 GB

232.85 GB

RAID 5 Disk Volume: Drive 1 2 3

.= Vv =

Hardware

@

Power MNotification Firmware

Update A
Encrypted File System iISCSI Virtual Disk
Status Description
Ready You can replace this drive.
Ready You can replace this drive. e
Ready You can replace this drive.

The system can only support expanding the volume size up to 16TE (and under).

Back

Tip: After replacing the hard drive, the description field shows “You can replace this

drive”. This means you can replace the hard drive to a larger one or skip this step if the

hard drives have been replaced already.

t-

Caution: When the hard drive synchronization is in process, do NOT turn off the

NAS or plug in or unplug the hard disk drives.
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When the description displays “Please remove this drive”, remove the hard drive from the

NAS. Wait for the NAS to beep twice after removing the hard drive.

Source Disk Volume:

RAID 5 Disk Volume: Drive 1 2 3

The system can only support expanding the volume size up to 16TE (and under).

E & £ G @& ¢ e 8
General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update -
Volume Management RAID Management HDD SMART Encrypted File System iSCSI Virtual Disk
Expand Capacity
Cancel .
Disk Model Capacity Status Description
Drive 1 WDC WD2500AAKX-22ER.. 232.89 GB Ready Please remove this drive.
Drive 2 WDC WD2500AAKX-22ER.. 232.89 GB Ready No operation can be executed on this d.. E
Drive 3 WDC WD2500AAKX-22ER. . 232.89 GB Ready No operation can be executed on this d..

[ Back .

When the description displays “Please insert the new drive”, plug in the new hard drive

to the drive slot.

g £ G

a

-

Source Disk Volume:

RAID 5 Disk Volume: Drive 1 2 3

The system can only support expanding the volume size up to 16TE (and under).

= \U/ 4
General Storage Network Security Hardware Power Motification Firmware
Settings Manager Update &
Volume Management RAID Management HDD SMART Encrypted File System iISCSI Virtual Disk
Expand Capacity
Disk Maodel Capacity Status Description

Drive 1 - - Mo Disk Please insert the new drive.

Drive 2 WDC WD2500AAKK-22ER. . 232.89GB Ready No operation can be executed on this d.. L

Drive 3 WDC WD2500AAKK-22ER. . 232.89GB Ready No operation can be executed on this d..

After plugging in the hard drive, wait for the NAS to beep. The system will start

rebuilding.
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v

Source Disk Volume:

RAID 5 Disk Volume: Drive 1 2 3

The system can only support expanding the volume size up to 16TB (and under).

L ¥
General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update b
Volume Management RAID Hanagement HDD SMART Encrypted File System iSCSI Virtual Disk
Expand Capacity
Disk Maodel Capacity Status Description

Drive 1 Seagate ST31000528A5 . 931.51 GB Rebuilding (0%) No operation can be executed on this d..

Drive 2 WDC WD2500AAKK-22ER. . 232.89GB Rebuilding (0%) No operation can be executed on this d.. 3

Drive 3 WDC WD2500AAKK-22ER. . 232.89GB Rebuilding (0%) No operation can be executed on this d..

[ Back i

After rebuilding has completed, repeat the steps above to replace other hard drives.

After changing the hard drives and disk rebuilding has completed, click "Expand Capacity”

to execute RAID capacity expansion.

Source Disk Volume:

RAID 5 Disk Volume: Drive 12 3

You can expand the disk volume capacity to approximately 1862 GB

The system can only support expanding the volume size up to 16T8 (and under).

= : (al} @
E &8 <« G &R ¢y = @
General Storage MNetwork Security Hardware Power Motification Firmware
Settings Manager Update 5
Volume Management RAID Management HDD SMART Encrypted File System iISCSI Virtual Disk
Expand Capacity
-
Disk Model Capacity Status Description
Drive 1 Seagate ST31000528AS CC... 931.51 GB Ready You can replace this drive.
Drive 2 Seagate ST31000528A5 CC 931.51 GB Ready You can replace this drive.
Drive 3 Seagate ST31000528A5 CC... 031.51 GB Ready You can replace this drive.

m

Expand Capacity [ Back

Click “"OK” to proceed.

The NAS beeps and starts to expand the capacity.
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Storage Network

Manager

General
Setbtings

Volume Management

Disk / Volume

RAID 5 Disk Volume: Drive 1 2 3

RAID Management
———

a

Firmware

& ] 7 -

Notification

Security Hardware Power
Update &
HDD SMART Encrypted File System I5CSI Virtual Disk
Total Size Bitmap Status
459.13 GB no e Expanding...
(129%) - 00:00:20

The process may take from hours to tens of hours to finish depending on the drive size.
Please wait patiently for the process to finish. Do NOT turn off the power of the NAS.

After RAID capacity expansion has finished, the new capacity is shown and the status is
“Ready”. You can start to use the NAS. (In the example you have 1.8TB logical volume.)

=] P al jai &
e | = > LB v -
General Storage MNetwork Security Hardware Power Motification
Settings Manager o
Volume Management RAID Management HDD SMART Encrypted File System ISCSI Virtual Disk
Action -~
Disk / Volume Total Size Bitmap Status
RAID 5 Disk Volume: Drive 1 2 3 1845.38 GB no Ready

Tip: If the description still shows “You can replace this hard drive” and the status of the

drive volume says “Ready”, it means the RAID volume is still expandable.
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Migrate (Online RAID Level Migration)

During the initial setup of the TS-509 Pro, you bought a 250GB hard drive and configured
it as single disk. The TS-509 Pro is used as a file server for data sharing among the

departments.

After a half year, more and more important data are saved on the TS-509 Pro. There is a
rising concern for hard drive damage and data loss. Therefore, you planned to upgrade
the disk configuration to RAID 5.

You can install one hard drive for setting up the TS-509 Pro and upgrade the RAID level
of the NAS with online RAID level migration in the future. The migration process can be
done without turning off the NAS. All the data will be retained.

You can do the following with online RAID level migration:

e Migrate the system from single disk to RAID 1, RAID 5, RAID 6 or RAID 10
e Migrate the system from RAID 1 to RAID 5, RAID 6 or RAID 10

e Migrate the system from RAID 5 with 3 hard drives to RAID 6

You need to:

e Prepare a hard drive of the same or larger capacity as an existing drive in the RAID
configuration.

e Execute RAID level migration (migrate the system from single disk mode to RAID 5 with
4 hard drives).

Go to “Storage Manager” > “Volume Management”. The current disk volume configuration

displayed on the page is single disk (the capacity is 250GB).
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Current Configuration: Logical Volumes

Disk / Volume File System Taotal Size

Single Disk: Drive 1 EXT3 227.76 GB

Free Size

226.98 GB

General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update -
Volume Mana&ement RAID Management HDD SMART Encrypted File System iSCSI Virtual Disk
|  create
Current Configuration: Physical Disks
Disk Model Capacity Status SMART Information
Drive 1 WDC WD25008AKX-22ERM17.0 232.89 GB Ready Good
Drive 2 - - No Disk -
Drive 3 - Mo Disk -
Drive 4 - - Mo Disk -
Drive 5 - No Disk -

Note that if you are going to install a hard drive (new or used) which has never been installed on the NAS before, the hard
drive will be formatted and partitioned automatically and all the disk data will be cleared.

Status

Ready

Plug in the new 250GB hard drives to drive slots 2 and 3 of NAS. The NAS will detect the

new hard drives. The status of the new hard drives is "Unmounted”.

Current Configuration: Physical Disks

| Scan now

Disk Model Capacity
Drive 1 WDC WD2500AAKX-22ERM17.0 232.89 GB
Drive 2 WDC WD2500AAKX-22ERM17.0 232.89 GB
Drive 3 WDC WD2500AAKK-22ERM17.0 232.89 GB
Drive 4 - -
Drive 5 --

Current Configuration: Logical Volumes

Disk / Volume File System Total Size
Single Disk: Drive 1 EXT4 229.57 GB
Single Disk: Drive 2 EXT4 229.57 GB

Single Disk: Drive 3 -

Status
Ready
Ready
Ready
No Disk
Mo Disk

Mote that if you are going to install a hard drive (new or used) which has never been installed on the NAS before, the hard
drive will be formatted and partitioned automatically and all the disk data will be cdeared.

Free Size

22B.52 GB

22B.88 GB

SMART Information
Good
Good
Good

Status

Ready

Ready

Unmounted
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Go to “Storage Manager” > “"RAID Management”, click “Migrate” from the “Action.”

E & « G @& ¢ e« 8

General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update A
Volume Management RAID Management = HDD SMART Encrypted File System ISCSI Virtual Disk
Action -
Total Size Bitmap Status
1 227.76 GB - Ready
[ Migrate
227.76 GB - Ready
Set Global Spare - - Unmounied

Select one or more available drives and the migration method. The drive capacity after
migration is shown. Click “Migrate”.

EFE &8 %« & m ¢ @« @8

General Storage Network Security Hardware Power MNotification Firmware
Settings Manager Update N
Volume Management RAID Hanaaement HDD SMART Encrypted File System ISCSI Virtual Disk
Migrate
Disk Model Capacity Status
. Drive 2 WDC WD25008AKX-22ERM17.0 232.80 GB Ready
Drive 3 WDC WD2500AAKX-22ERM17.0 232.80 GB Ready

Select the migration method:
7 Single Disk Volume »RAID 1 Mirroring Disk Volume

Single Disk Volume »RAID 5 Disk Volume

Single Disk Volume »RAID 6 Disk Volume
Single Disk Volume »RAID 10 Disk Volume
Source Disk Volume: Single Disk: Drive 1

The drive configuration is about to be configured as RAID 5 Disk Volume, The capacity is approximately 461.12GB.

Back ]
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Note that all the data on the selected hard drive will be cleared. Click "OK” to confirm.

When migration is in process, the required time and total drive capacity after migration

are shown in the description field.

_E sl i\'. E LT 4 o

3] g 1 ]

% = o LB V. -
General Storage Netwaork Security Hardware Power Motification
Settings Manager b4
Volume Management RAID Management HDD SMART Encrypted File System iSCSI Virtual Disk

I

Action ~
; Disk / Volume Total Size Bitmap Status
Single Disk: Drive 1 227.76 GB = Migrating
ingle Disk: Drive : - (9%) - 00:01.30

The NAS will enter "Read only” mode when migration is in process during 11%-49% to
assure the data of the RAID configuration will be consistent after RAID migration

completes.

After migration completes, the new drive configuration (RAID 5) is shown and the status

is Ready. You can start to use the new drive configuration.

The process may take from hours to tens of hours to finish depending on the hard drive

size. You can connect to the web page of the NAS to check the status later.
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Use Online RAID Capacity Expansion and Online RAID Level Migration

Scenario
You had a tight schedule to set up a file server and an FTP server. However, you had
only one 250GB hard drive. Therefore, you set up the TS-509 Pro with the single disk

configuration.

The original plan was to set up a 3TB RAID 5 network data center with the TS-509 Pro.
You now plan to upgrade the disk configuration of the TS-509 Pro to RAID 5 and expand
the total storage capacity to 3TB with all the original data retained after the hard drives

are purchased.

Execute online RAID level migration to migrate the system from single disk to RAID 5. The
total storage capacity will be 750GB, RAID 5 (with one 250GB hard drive and three 1TB
hard drives, the disk usage will be 250GB*4 for RAID 5). You can refer to the previous
step for the operation procedure.

Execute online RAID capacity expansion to replace the 250GB hard drive with a new 1TB

hard drive, and then expand the logical volume from 750GB to 3TB of RAID 5. You can
refer to the previous step for the operation procedure.
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Add a hard drive

Follow the steps below to add a hard drive member to a RAID 5 or RAID 6 disk

configuration.

1. Make sure the status of the RAID 5 or RAID 6 configuration is “Ready”.

2.Install a hard drive on the NAS. If you have a hard drive which has already been
formatted as single disk volume on the NAS, you can add this hard drive to the RAID 5
or RAID 6 configuration. You are recommended to use hard disk drives of the same
storage capacity for the RAID configuration.

3. Select the RAID 5 or RAID 6 configuration on the "RAID Management” page and click
“Add Hard Drive”.

4. Select the new hard drive member. The total drive capacity after adding the drive will
be shown. Click “*Add Hard Drive.”

5. All the data on the new hard drive member will be deleted during this process. The
data on the original RAID 5 or RAID 6 configuration will be retained. Click "OK”. The
NAS will beep twice.

To add hard drives member to a RAID 10 disk volume, repeat the above steps. Note that
you need to add an even number of hard disk drives to a RAID 10 volume. The

storage capacity of the RAID 10 volume will increase upon successful configuration.

This process may take a few hours to tens of hours to complete depending on the
number and the size of the hard drive. Please wait patiently for the process to finish. Do
NOT turn off the NAS during this process. You can use a RAID configuration of larger

capacity after the process.
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Configure Spare Drive

You can add a spare drive to or remove a spare drive froma RAID 5, 6, or 10

configuration.

Follow the steps below to use this feature.

1. Make sure the status of the RAID 5, 6, 10 configuration is “Ready”.

2.Install a hard drive on the NAS. If you have a hard drive which has already been
formatted as single disk volume on the NAS, you can configure this hard drive as the
spare drive. You are recommended to use hard disk drives of the same storage
capacity for the RAID configuration.

3. Select the RAID volume and click “Configure Spare Drive.”

4.To add a spare drive to the selected configuration, select the hard drive and click
“Configure Spare Drive.” To remove a spare drive, unselect the spare drive and click
“Configure Spare Drive.”

5. All the data on the selected hard drive will be deleted. Click "OK” to proceed.

The original data on the RAID 5, 6, or 10 disk volume will be retained. After the

configuration completes, the status of the disk volume will become “Ready”.

Note: A hot spare drive must be removed from the disk volume before executing the
following action:

e Online RAID capacity expansion

e Online RAID level migration

e Adding a hard drive member to a RAID 5, RAID 6 or RAID 10 volume
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Bitmap

Bitmap improves the time for RAID rebuilding after an unexpected error, or removing or
re-adding a member hard drive of the RAID configuration. If an array has a bitmap, the
member hard drive can be removed and re-added and only blocks changes since the
removal (as recorded in the bitmap) will be re-synchronized. To use this feature, select a

RAID volume and click “Enable Bitmap”.

2w 4« & M ¢ « 8

General Storage Network Security Hardware Power Notification Firmware

Settings Manager Update A
Volume Management RAID Management HDD SMART Encrypted File System iISCSI Virtual Disk
Action -
Expand Capacity Total Size Bitmap Status
B 459.13 GB no Ready

Enable Bitmap

Note: Bitmap support is only available for RAID 1, 5, 6, and 10.
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Recover (RAID Recovery)

RAID Recovery: When the NAS is configured as RAID 1, RAID 5, or RAID 6 and any
number of hard drives is unplugged from the NAS accidentally, you can plug in the same
hard drives into the same drive slots and click “Recover” to recover the volume status

from “"Not active” to “"Degraded mode”.

If the disk volume is configured as RAID 0 or JBOD and one or more of the hard drive
members are disconnected or unplugged, you can plug in the same hard drives into the
same drive slots and use this function to recover the volume status from “Not active” to

“Normal”. The disk volume can be used normally after successful recovery.

Disk volume |Supports RAID Maximum number of disk removal
recovery allowed

Single No -

JBOD Yes 1 or more

RAID 0 Yes 1 or more

RAID 1 Yes lor2

RAID 5 Yes 2 or more

RAID 6 Yes 3 or more

RAID 10 No -

Note:

e After recovering a RAID 1, RAID 5 or RAID 6 disk volume from not active to degraded
mode by the RAID recovery, you can read or write the volume normally. The volume
status will be recovered to normal after synchronization.

o If the disconnected drive member is damaged, the RAID recovery function will not

work.
Standard QNAP RAID 5 Standard QNAP RAID 6
RAID 5 RAID 6
Degraded mode | N-1 N-1 N-1 & N-2 N-1 & N-2
Read Only N/A N-1, bad blocks N/A N-2, bad blocks
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Protection (for
immediate data
backup & hard
drive

replacement)

found in the
surviving hard

drives of the array.

found in the
surviving hard

drives of the array.

RAID Recovery [N/A If re-plugging in all | N/A If re- plugging in all

(RAID Status: original hard drive original hard drives

Not Active) to the NAS and to the NAS and
they can be spun they can be spun
up, identified, up, identified,
accessed, and the accessed, and the
hard drive hard drive
superblock is not superblock is not
damaged. damaged).

RAID Crash N-2 N-2 failed hard N-3 N-3 and any of the

drives and any of
the remaining hard
drives cannot be
spun up/identified/

accessed.

remaining hard
drives cannot be
spun up/identified/

accessed.

N = Number of hard disk drives in the array
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Set/Cancel Global Spare

A global spare drive replaces a failed hard drive in any RAID 1, 5, 6, 10 disk volumes on

the NAS automatically. When the same global spare drive is shared by multiple RAID

volumes on the NAS, the spare drive will replace the first failed drive in a RAID volume.

To set a disk drive as a global spare drive, select the single disk volume and click “Set

Global Spare”. All the disk data will be cleared on the hard drive.

_'l sl ‘e =y
st g - L T 4
|_\_‘“;* == ) Lo = W
General Storage Netwaork Security Hardware Power
Settings Manager
Volume Management RAID Management HDD SMART Encrypted File System
Action ~
Total Size Bitmap
€] 455.52 GB no
Set Global Spare

-
Notification

ISCSI Virtual Disk

Status

Unmounted

Ready

member drive of a RAID disk volume.

Note: The capacity of the global spare drive must be equal to or larger than that of a

To cancel a global spare drive, select the drive and click "Cancel Spare Drive”.
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= < o5 @& (0 *®
; = b 4 -
General Storage Network Security Hardware Power Notification oy
Settings Manager ‘-&

Expand Capacity

Add Hard Drive

Migrate

Configure Spare Drive

2 455.52 GB no Ready
Bitmap

Recover
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Further information about RAID management of the NAS:

The NAS supports the following actions according to the number of hard disk drives and

disk configurations supported. Please refer to the following table for the details.

member

Original Disk New Disk
No. of New Hard .
Configuration * No. . . Action Configuration * No.
Disk Drives

of Hard Disk Drives of Hard Disk Drives
Add hard drive

RAID 5 * 3 1 RAID 5 * 4
member
Add hard drive

RAID 5 * 3 2 RAID 5 * 5
member
Add hard drive

RAID 5 * 3 3 RAID 5 * 6
member
Add hard drive

RAID 5 * 3 4 RAID 5 * 7
member
Add hard drive

RAID 5 * 3 5 RAID 5 * 8
member
Add hard drive

RAID 5 * 4 1 RAID 5 * 5
member
Add hard drive

RAID 5 * 4 2 RAID 5 * 6
member
Add hard drive

RAID 5 * 4 3 RAID 5 * 7
member
Add hard drive

RAID 5 * 4 4 RAID 5 * 8
member
Add hard drive

RAID 5 * 5 1 RAID 5 * 6
member
Add hard drive

RAID 5 * 5 2 RAID 5 * 7
member
Add hard drive

RAID 5 * 5 3 RAID 5 * 8
member
Add hard drive

RAID 5 * 6 1 RAID 5 * 7
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Add hard drive

RAID 5 * 6 RAID 5 * 8
member
Add hard drive

RAID 5 * 7 RAID 5 * 8
member
Add hard drive

RAID 6 * 4 RAID 6 * 5
member
Add hard drive

RAID 6 * 4 RAID 6 * 6
member
Add hard drive

RAID 6 * 4 RAID 6 * 7
member
Add hard drive

RAID 6 * 4 RAID 6 * 8
member
Add hard drive

RAID 6 * 5 RAID 6 * 6
member
Add hard drive

RAID 6 * 5 RAID 6 * 7
member
Add hard drive

RAID 6 * 5 RAID 6 * 8
member
Add hard drive

RAID 6 * 6 RAID 6 * 7
member
Add hard drive

RAID 6 * 6 RAID 6 * 8
member
Add hard drive

RAID 6 * 7 RAID 6 * 8
member
Add hard drive

RAID 10 * 4 RAID 10 * 6
member
Add hard drive

RAID 10 * 4 RAID 10 * 8
member
Add hard drive

RAID 10 * 6 RAID 10 * 8
member
Online RAID capacity

RAID 1 * 2 RAID 1 * 2

expansion
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Online RAID capacity

RAID 5 * 3 RAID 5 * 3
expansion
Online RAID capacity

RAID 5 * 4 RAID 5 * 4
expansion
Online RAID capacity

RAID 5 * 5 RAID 5 * 5
expansion
Online RAID capacity

RAID 5 * 6 RAID 5 * 6
expansion
Online RAID capacity

RAID 5 * 7 RAID 5 * 7
expansion
Online RAID capacity

RAID 5 * 8 RAID 5 * 8
expansion
Online RAID capacity

RAID 6 * 4 RAID 6 * 4
expansion
Online RAID capacity

RAID 6 * 5 RAID 6 * 5
expansion
Online RAID capacity

RAID 6 * 6 RAID 6 * 6
expansion
Online RAID capacity

RAID 6 * 7 RAID 6 * 7
expansion
Online RAID capacity

RAID 6 * 8 RAID 6 * 8
expansion
Online RAID capacity

RAID 10 * 4 RAID 10 * 4
expansion
Online RAID capacity

RAID 10 * 6 RAID 10 * 6
expansion
Online RAID capacity

RAID 10 * 8 RAID 10 * 8
expansion

) Online RAID level

Single * 1 RAID 1 * 2

migration
) Online RAID level
Single * 1 RAID 5 * 3

migration
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Online RAID level

Single * 1 RAID 5 * 4
migration
Online RAID level
Single * 1 RAID 5 * 5
migration
. Online RAID level
Single * 1 RAID 5 * 6
migration
. Online RAID level
Single * 1 RAID 5 * 7
migration
. Online RAID level
Single * 1 RAID 5 * 8
migration
. Online RAID level
Single * 1 RAID 6 * 4
migration
. Online RAID level
Single * 1 RAID 6 * 5
migration
. Online RAID level
Single * 1 RAID 6 * 6
migration
. Online RAID level
Single * 1 RAID 6 * 7
migration
. Online RAID level
Single * 1 RAID 6 * 8
migration
. Online RAID level
Single * 1 RAID 10 * 4
migration
. Online RAID level
Single * 1 RAID 10 * 6
migration
. Online RAID level
Single * 1 RAID 10 * 8
migration
Online RAID level
RAID 1 * 2 RAID 5 * 3
migration
Online RAID level
RAID 1 * 2 RAID 5 * 4
migration
Online RAID level
RAID 1 * 2 RAID 5 * 5

migration
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Online RAID level

RAID 1 * RAID 5 * 6
migration
Online RAID level

RAID 1 * RAID 5 * 7
migration
Online RAID level

RAID 1 * RAID 5 * 8
migration
Online RAID level

RAID 1 * RAID 6 * 4
migration
Online RAID level

RAID 1 * RAID 6 * 5
migration
Online RAID level

RAID 1 * RAID 6 * 6
migration
Online RAID level

RAID 1 * RAID 6 * 7
migration
Online RAID level

RAID 1 * RAID 6 * 8
migration
Online RAID level

RAID 1 * RAID 10 * 4
migration
Online RAID level

RAID 1 * RAID 10 * 6
migration
Online RAID level

RAID 1 * RAID 10 * 8
migration
Online RAID level

RAID 5 * RAID 6 * 4
migration
Online RAID level

RAID 5 * RAID 6 * 5
migration
Online RAID level

RAID 5 * RAID 6 * 6
migration
Online RAID level

RAID 5 * RAID 6 * 7
migration
Online RAID level

RAID 5 * RAID 6 * 8

migration
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Hard Disk S.M.A.R.T

Monitor the hard disk drives (HDD) health, temperature, and the usage status by HDD S.
M.A.R.T. (Self-Monitoring Analysis and Reporting Technology).

The following information of each hard drive on the NAS is available.

Field Description
Summary Display the hard drive S.M.A.R.T. summary and the latest test result.
Hard disk Display the hard drive details, for example, model, serial number, HDD

information capacity.

SMART Display the hard drive S.M.A.R.T. information. Any items that the values

information are lower than the threshold are regarded as abnormal.

Test Perform quick or complete hard drive S.M.A.R.T. test.

Settings Configure temperature alarm. When the hard drive temperature is over
the preset values, the NAS records the error logs.
You can also set the quick and complete test schedule. The latest test

result is shown on the Summary page.

4 B A G ia v « @

General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update

Volume Management RAID Management HDD SMART iISCSI Virtual Disk

Manitor hard disk health, temperature, and usage status by the hard disk 5.M.A.R.T. mechanism.

Disk 1 hd

Hard Disk Information G o o d

SMART Informaticn Mo errors were detected on the hard disk. Your hard disk should be operating properly.
Test
Hard disk model: WDC WD2500AAKX-22ERM17.0
Esttinay Drive capacity: 232.89 GB
Hard drive health: Good
Temperature: 40°C/104°F
HDD I/0 Status: Good
Test time:
Test result: Mot tested
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Encrypted File System

This feature is not supported by TS-110, TS-119, TS-210, TS-219, TS-219P, TS-410,
TS-419P, TS-410U, TS-419U, TS-119P+, TS-219P+, TS-419P+, TS-112, TS-212, TS-
412, TS-419U+, TS-412U and ARM-Based models.

You can manage the encrypted disk volumes on the NAS on this page. Each encrypted
disk volume is locked by a particular key. The encrypted volume can be unlocked by the
following methods:

e Encryption Password: Enter the encryption password to unlock the disk volume. The
default password is “admin”. The password must be 8-16 characters long. Symbols (!
@ #9$% "N &* ()_+ ="7) are supported.

e Encryption Key File: Upload the encryption file to the NAS to unlock the disk volume.
The key can be downloaded from “Encryption Key Management” page after the disk

volume has been unlocked successfully.

The data encryption functions may not be available in accordance to the legislative

restrictions of some countries.

General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update A
Volume Management RAID Management HDD SMART Encrypted File System ISCSI Virtual Disk
Change | | Download | | Remove Saved Key |
Disk / Volume Total Size Status
Single Disk: Drive 1 229.57 GB Unlocked
Single Disk: Drive 4 - Locked
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How to use the data encryption feature on QNAP Turbo NAS

The disk volumes on the NAS can be encrypted with 256-bit AES encryption for data
breach protection. The encrypted disk volumes can only be mounted for normal read/
write access with the authorized password. The encryption feature protects the
confidential data from unauthorized access even if the hard drives or the entire NAS

were stolen.

About AES encryption:

In cryptography, the Advanced Encryption Standard (AES) is an encryption standard
adopted by the U.S. government. The standard comprises three block ciphers, AES-128,
AES-192 and AES-256 [...]. Each AES cipher has a 128-bit block size, with key sizes of
128, 192 and 256 bits, respectively. The AES ciphers have been analyzed extensively
and are now used worldwide. (Source: http://en.wikipedia.org/wiki/

Advanced_Encryption_Standard)

The AES volume-based encryption is applicable only to specific QNAP NAS models.
Please refer to the comparison table at: http://www.gnap.com/images/products/
comparison/Comparison_NAS.html

Before you start

Please beware of the following before using the data encryption feature of the NAS.

e The encryption feature of the NAS is volume-based. A volume can be a single disk, a
JBOD configuration, or a RAID array.

e Select whether or not to encrypt a disk volume before it is created on the NAS. In
other words, you will not be able to encrypt a volume after it has been created unless
the disk volume is initialized. Note that initializing a disk volume will clear all the disk
data.

e The encryption on the disk volume cannot be removed without initialization. To remove
the encryption on the disk volume, you have to initialize the disk volume and all the
data will be cleared.

e Keep the encryption password or key safe. If you forgot the password or lost the
encryption key, the data cannot be accessed anymore.

e Before you start, read the instructions carefully and strictly adhere to the

instructions.

Create a new encrypted disk volume with new hard drives
If the NAS has been installed, to create a new encrypted disk volume by installing new

hard drives on the NAS, follow the steps below:
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1. Install the new hard drive(s) on the

2. Login the NAS as an administrator. Go to Storage Manager” > “Volume Management”.

3. Click “Create.”

NAS.

—c—I " v ™
E &8 « G @R ¢ @@
General Storage Metwaork Security Hardware Power Motification

Settings Manager

Volume Management | RAID Management HDD SMART Encrypted File System ISCSI Virtual Disk
Current Configuration: Physical Disks =
Disk Model Capacity Status SMART Information
Drive 1 WDC WD2500AAKX-22ERM17.0 232.89GB Ready Good 3
Drive 2 -- - Mo Disk --
Drive 3 -- -- Mo Disk -
Drive 4 WDC WD2500AAKX-22ERM17.0 232.89 GB Ready Good
Drive 5 -- - Mo Disk

1. Select the disk volume you want to
drives installed.

configure according to the number of new hard
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Volume Creation Wizard

T

Volumes without data protection:

Single Disk Volume

Create single disk

volume(s).

(2 2

Step 1/2

RAID D Striping Disk

Volume

Create one striping disk

volume.

with data protection.

JBOD Linear Disk
Volume

Create one linear disk
volume.

Mext Cancel

m

1

2. Check the drive for the intended volume.
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F =
Volume Creation Wizard
Single Disk vVolume
Add Hard Drive
] Disk Model Capacity Status
] Drive 1 WDC WD2500AAKX-22E... 232.89 GB Ready
Drive 4 WDC WD2500AAKX-22E... 232.89 GB Ready
File System: ExT4 B
Encryption: Mo b
Step 2/2 Cancel Create
E =

3. Select “Yes” for the “Encryption” option and enter the encryption settings. Then click

“Create” to create the new encrypted volume.
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F
Volume Creation Wizard ]

Single Disk Volume =
Add Hard Drive b
] Disk Model Capacity Status
[ Drive 1 WDC WD2500AAKXK-22 .. 232.89 GB Ready
Drive 4 WDC WD2500AAKX-22 . 232.89 GB Ready
File System: ExXT4 w
Encryption: Yes o
Password: ssssssns
Re-enter Password: Iy

[l Use Default Value

7] save encryption key =

Step 2/2 Cancel Create

Note that all the data on the selected drives will be DELETED! Please back up the data

before creating the encrypted volume.

All the data and network shares on the
disk(s) you selected will be cleared.
The connections to the disk(s) will be
disconnected. Are you sure you want
to continue?

Ok Cancel

You have created an encrypted disk volume on the NAS.

Verify that disk volume is encrypted
To verify the disk volume is encrypted, login the NAS as an administrator. Go to “Storage

Manager” > “Volume Management”..

You will be able to see the encrypted disk volume, with a lock icon in the Status column.

The lock will be open if the encrypted volume has been unlocked. A disk volume without

126



the lock icon in the Status column is not encrypted.

Current Configuration: Logical Volumes

Format | | Check File System |
Disk / Volume File Sys...| Total Si... Free Size Status
Single Disk: Drive 1 EXT4 229,57 228.78.. Ready
Single Disk: Drive 4 ExT4 229.57... 228.88.. _f“l‘l Ready

Behavior of an encrypted volume upon system reboot

In this example, we have two encrypted disk volumes on the NAS.

The first volume (Single Disk Drive 1) has been created with the option “"Save Encryption
Key” enabled.
The second volume (Single Disk Drive 4) has been created with the option “Save

Encryption Key” disabled.

After restarting the NAS, check the volume status. The first drive has been unlocked and
mounted but the second drive is locked. Since the encryption key is not saved on the

second disk volume, you have to manually enter the encryption password to unlock it.

Current Configuration: Logical Volumes

Format | | CheckFile System |
Disk / volume File System Total Size Free Size Status
Single Disk: Drive 1 EXT4 229.57 GB 228.79 GB j‘l Ready
Single Disk: Drive 4 - - - -"‘1 Unmounted

e Saving the key on the NAS will protect you only if your hard drives are stolen.
However, there is a risk of data breach if the entire NAS is stolen as the data is
accessible after restarting the NAS.

e If you select not to save the encryption key on the NAS, your NAS will be protected
against data breach even if the entire NAS were stolen. The disadvantage is that you

have to unlock the disk volume manually on each system restart.

Encryption key management:
To manage the encryption key settings, login the NAS as an administrator and go to

Storage Manager” > “Encrypted File System”.
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There are four options to manage the encryption key:
e Change the encryption key

¢ Download the encryption key file

¢ Remove the saved key

e Save the encryption key on the NAS

General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update A
Volume Management RAID Management HDD SMART Encrypted File System iISCSI Virtual Disk
|[ Change Download Remove Saved Key ]l
Disk / Volume Total Size Status
Single Disk: Drive 1 229.57 GB Unlocked
Single Disk: Drive 4 - Locked

e Change the encryption key: Input your old encryption password and input the new
password. (Note that after the password is changed, any previously exported keys will
not be working anymore. You have to download the new encryption key if necessary,
see below).

e Download Encryption Key File: Input the encryption password to download the
encryption key file. Downloading the encryption key file will allow you to save the
encryption key in a file. The file is also encrypted and can be used to unlock a volume,
without knowing the real password (see “unlock a disk volume manually” below). Please
save the encryption key file in a secure place!

¢ Remove Saved Key: Remove saved keys with this option.

e Save Encryption Key: Save the encryption key on the NAS for automatic unlocking and
mounting the encrypted disk volume when the NAS restarts.

Unlock a disk volume manually
To unlock a volume, login the NAS as an administrator. Go to "Storage Manager" >

“Encrypted File System”.

You will be able to see your encrypted volumes and their status: locked or unlocked.
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8

-

LB v
General Storage Network Security Hardware Fower Notification Firmware
Settings Manager Update
Volume Management RAID Management HDD SMART Encru)ted File System | iSCSI Virtual Disk
| Unlock this device 1
Disk / Volume Total Size Status
Single Disk: Drive 1 229.57 GB Unlocked
Single Disk: Drive 4 - Locked

To unlock your volume, first click “Unlock this device”.

= &« al i @ @
= = L @ v ®
General Storage Network Security Hardware Fower Notification Firmware
Settings Manager Update
Volume Management RAID Management HDD SMART Encrwted File System ISCSI Virtual Disk
| Unlock this device |
Disk / Volume Total Size Status
Single Disk: Drive 1 229.57 GB Unlocked
Single Disk: Drive 4 - Locked

Choose to either input the encryption password, or use the encryption key file that has

been exported previously.

129




Encryption Key Management 8
@ Input Encryption Password @) Upload Encryption Key File
Fassword:
Apply Cancel
L K|
F g
Encryption Key Management B
Input Encryption Password @ Upload Encryption Key File
key file: Browse... Browse...
Apply Cancel
L B

If the encryption password or the key file is correct, the volume will be unlocked and

become available.
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Storage
Manager

General
Settings

Volume Management | RAID Management |

"

Netwark

n
La

Security

HDD SMART

Hardware

Change ][ Download ][ Save

]

ock this device

Disk / Volume

Single Disk: Drive 1

Single Disk: Drive 4

i (T
I -
Notification Firmware

Update

iscs1 I Virtual Disk ]

Total Size Status
229.57 GB

229.57 GB Unlocked
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ISCSI

Portal Management

The NAS supports built-in iSCSI (Internet Small Computer System Interface) service for

server clustering and virtualized environments.

iSCSI Configuration

The NAS supports built-in iISCSI service. To use this function, follow the steps below:

1. Install an iSCSI initiator on the computer (Windows PC, Mac, or Linux).

2. Enable iSCSI Target Service on the NAS and create an iSCSI target.

3. Run the iSCSI initiator and connect to the iSCSI target (NAS).

4. After successful logon, format the iSCSI target (disk volume). You can start to use the

disk volume on the NAS as a virtual drive on the computer.

In between the relationship of your computer and the storage device, the computer is
called an initiator because it initiates the connection to the device, which is called a

target.

Note: It is suggested NOT to connect to the same iSCSI target with two different
clients (iSCSI initiators) at the same time, because this may lead to data damage or

disk damage.
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iSCSI Quick Configuration Wizard

A maximum of 256 iSCSI targets and LUNs can be created. For example, if you create
100 targets on the NAS, the maximum number of LUNs you can create is 156. Multiple
LUNs can be created for each target. However, the maximum number of concurrent
connections to the iSCSI targets supported by the NAS varies depending on the network
infrastructure and the application performance. Too many concurrent connections may

slow down the performance of the NAS.

Follow the steps below to configure the iSCSI target service on the NAS.

1.Under the “Portal Management” tab enable iSCSI target service. Apply the settings.

& = & 5 ] W
] - > .8 W - '
General Storage Network Security Hardware Fower Notification Firmware
Settings Manager Update A
Volume Management RAID Management HDD SMART iSCSI Virtual Disk
| [¥] Enable iSCSI target service
Target Management X X
ISCSI service port: 3260
iliaRaadiac [l Enable isnNs
LUN Backup
| Apply

2.Go to the "Target Management” tab and create iSCSI targets on the NAS. If you have
not created any iSCSI targets, the Quick Installation Wizard and create iSCSI targets
and LUN (Logical unit number). Click “"OK".
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-
® > LB v -
General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update o
olume Management RAID Management HDD SMART iSCSI Virtual Disk
Portal Management [ Quick Configuration Wizard ]l
" " iSCSI Target List « | Status
Advanced ACL
LUN Backup
|[ Un-Mapped iSCSI LUN List (0) | z

3.Select to create an iSCSI target with a mapped LUN, an iSCSI target only, or an iSCSI

LUN only. Click “"Next.”

B 7
Quick Configuration Wizard

Create a Job

I want to create

@ i5CSI Target with a mapped LUN
70 iSCSI Target only

@ i5CSI LUN only

Step 1/10 Mext Cancel

4. Create iSCSI target with a mapped LUN:
5. Click “"Next.”
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Quick Configuration Wizard

iSCSI Quick Configuration Wizard

This wizard will guide you through the following settings -
* Create an iSCSI target.
* Create an iSCSI LUN and map it to the target.

Step 2/10 Back MNext Cancel

6. Enter the target name and target alias. You may check the options “Data Digest” and/

or “Header Digest” (optional). These are the parameters that the iSCSI initiator will be

verified when it attempts to connect to the iSCSI target.

g =]
Quick Configuration Wizard
Create New iSCSI Target
ISCSI Target Profile
Target Name: target0l
iSCSI Target IQN: ign.2004-04.com.gnap:ts-421:iscsi.target01.cf059e
Target Alias: |target
CRC/Checksum (optional)
[C] Data Digest
[C] Header Digest
Step 3/10 Back Mext Cancel
L |
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7.Enter the CHAP authentication settings. If you enter the username and password

settings under “Use CHAP authentication” only, only the iSCSI target authenticates

the initiator, i.e. the initiators have to enter the username and password settings here

to access the target.

Mutual CHAP: Enable this option for two-way authentication between the iSCSI target

and the initiator. The target authenticates the initiator using the first set of username

and password. The initiator authenticates the target using the “"Mutual CHAP” settings.

0-9, a-z, A-Z, : (colon), .
(dot), and - (dash)
e Maximum length: 12-16

Field Username limitation Password limitation
Use CHAP e The only valid characters are [e The only valid characters are
authentication 0-9, a-z, A-Z 0-9, a-z, A-Z
¢ Maximum length: 256 e Maximum length: 12-16
characters characters
Mutual CHAP e The only valid characters are [e The only valid characters are

0-9, a-z, A-Z, : (colon), .
(dot), and - (dash)
e Maximum length: 12-16

characters characters
r .
Quick Configuration Wizard
CHAP Authentication Settings
V] Use CHAP authentication
sername; one234s
Password:
Re-enter Password:
W Mutual CHAP
Username: ddriiiii
Password:
Re-enter Password:
Step 4/10 Back Mext Cancel
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Create an iSCSI LUN.

An iSCSI LUN is a logical volume mapped to the iSCSI target. Select one of the following

modes to allocate the disk space to the LUN:

e Thin Provisioning: Allocate the disk space in a flexible manner. You can allocate the
disk space to the target anytime regardless of the current storage capacity available
on the NAS. Over-allocation is allowed as the storage capacity of the NAS can be
expanded by online RAID capacity expansion.

o Instant Allocation: Allocate the disk space to the LUN instantly. This option guarantees

the disk space assigned to the LUN but may take more time to create the LUN.

1. Enter the name of the LUN and specify the LUN location (disk volume on the NAS).
Enter the capacity for the LUN. Click “"Next".

[ Quick Configuration Wizard )
Create an iSCSI LUN
LUN Allocation: @ Thin Provisioning § ) Instant Allocation
LUMN MName: ool
LUMN Location: Single Disk: Drive 4 [226.62 GB] v
Capacity: 1 GB
Step 5/10 Back Mext Cancel

2. Confirm the settings and click “"Next”.
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Quick Configuration Wizard

Confirm the Settings

Target Mame; targetll

Target IQN: ign.2004-04.com.gnap:ts-421:iscsi.target01.cf059e
Target Alias: target

Data Digest: Mo

Header Digest: Mo

CHAP authentication:  Yes

CHAFP Username; oneZ2345
Mutual CHAP Yes
authentication:
Mutual CHAP ddri1111
Llsername;
Step 9/10 Back Mext Cancel

»

m

3. When the target and the LUN have been created, click “Finish”.

g
Quick Configuration Wizard

iSCSI Quick Configuration Wizard

Created successfully!
You can perform advanced settings at the "TARGET MANAGEMENT® and

CTADNVANCED ACL® page.

Step 10/10 Finish

4.The target and LUN are shown on the list under the “Target Management” tab.
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General Storage MNetwork Security Hardware Power MNotification Firmware
Settings Manager Update
Volume Management RAID Management ' HDD SMART | iscsl || virtual Disk

Portal Management [ Quick Configuration Wizard ]

ISCSI Target List « | Status

| 4 7 target [targetD1] Ready

Advanced ACL

Elid:0 - 001 ( 1.00 GB) Enabled
LUN Backup

|[ Un-Mapped iSCSI LUN List (0) |
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Target Management

Create iSCSI targets
The description below applies to non Intel-based NAS models running firmware version

3.3.0 or later and Intel-based NAS models running firmware version 3.2.0 or later only.

You can create multiple LUNs for an iSCSI target. Follow the steps below to create more
LUNs for an iSCSI target.

1. Click “Quick Configuration Wizard” under “Target Management”.

& = A, & jusd v -

General Storage Network Security Hardware Power Notification
Settings Manager &
Volume Management RAID Management HDD SMART Encrypted File System iSCSI Virtual Disk
Portal Management |l Quick Configuration Wizard ]l
iSCSI Target List « Status
m 49 target [target01] Ready

Adwvanced ACL
=]id:0 - 001 ( 1.00 GB) Enabled
LUN Backup

~ Un-Mapped iSCSI LUN List (0) | -

2.Select “iSCSI LUN only” and click “"Next”.
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Quick Configuration Wizard

Create a Job

I want to create
ISCSI Target with a mapped LUN
ISCSI Target only

@ iSCSILUN only

Step 1/10 MNext Cancel

3. Select the allocation method. Enter the name of the LUN, select the LUN directory,
and specify the capacity for the LUN. Click “Next.”

F
Quick Configuration Wizard

Create an iISCSI LUN

LUN Allocation: @ Thin Provisioning ) Instant Allocation

LUMN Name: ooz

LUMN Location: RAID 5 Disk Volume: Drive 1 2 3 [453.82 GB] et

Capacity: 1 GB

Step 5/10 Back MNext Cancel

L

4. Select the target to map the LUN to (optional step).
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Quick Configuration Wizard
Map to Target (Optional)
[l Do not map it to a target for now.
Target Alias Target IQN
target iqn.2004-04.com.gnap:ts-369pro:iscsi.target01.cfdbeol
a ign.2004-04.com.gnap:ts-569pro:iscsi.afl.cf4bcl
allenol ign.2004-04.com.gnap:ts-569proiscsi.allen.cfdbecl
davidol ign.2004-04.com.qnap:ts-569pro:iscsi.david.cf4bcl
Step 6/10 Back MNext Cancel

5. Confirm the settings and click “Next.”

6. When the LUN has been created, click “Finish” to exit the wizard.

[
Quick Configuration Wizard

iSCSI Quick Configuration Wizard

Created successfully!
You can perform advanced settings at the "TARGET MANAGEMENT™ and
"ADVAMNCED ACL" page.

Step 10/10 Finish
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7.The LUNs created can be mapped to and unmapped from the iSCSI target anytime.

You can also unmap the LUN from a target and map it to another target.

= P ) j o
WL @ 2 ] v -
General Storage Network Security Hardware Power MNotification
Settings Manager &
Volume Management RAID Management HDD SMART Encrypted File System iSCSI Virtual Disk
Portal Management [ Quick Configuration Wizard ]
) ISCSI Target List « Status
m > [0 a [a01] Ready
Advanced ACL
> (] allen01 [allen] Ready
LUN Backup ] . .
> [ davido1l [david] Ready
- (] target [target01] Ready
[ Un-Mapped isCSI LUN List (2) | [ Action -]
= & all i o
s | = b vV @
General Storage Netwaork Security Hardware Power Motification
Settings Manager i
Volume Management RAID Management HDD SMART Encrypted File System iISCSI | Virtual Disk

Portal Management || Quick Configuration Wizard ]

| Un-Mapped iSCSI LUN List
m MName « Capacity

Advanced ACL 002 168

LUMN Backup oo4 1GB

[ iscst Target List 3

Item Status Description

iSCSI target Ready The iSCSI target is ready but no
initiator has connected to it yet.

Connected The iSCSI target has been connected

by an initiator.
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Disconnected The iSCSI target has been

disconnected.

Offline The iSCSI target has been deactivated
and cannot be connected by the
initiator.

LUN Enabled The LUN is active for connection and is
visible to authenticated initiators.

Disabled The LUN is inactive and is invisible to
the initiators.

Button |Description

Deactivate a ready or connected target. Note that the connection from the
initiators will be removed.

Activate an offline target.

Modify the target settings: target alias, CHAP information, and checksum
settings.

Modify the LUN settings: LUN allocation, name, disk volume directory, etc.

Delete an iSCSI target. All the connections will be removed.

Disable an LUN. All the connections will be removed.

Enable an LUN.

« 0 @ X

Unmap the LUN from the target. Note that you must disable the LUN first
before unmapping the LUN. When you click this button, the LUN will be
moved to “Un-Mapped iSCSI LUN List”.

=)

Map the LUN to an iSCSI target. This option is only available on the “Un-
Mapped iSCSI LUN List”.

)

View the connection status of an iSCSI target.
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Switch LUN mapping

The description below applies to non Intel-based NAS models running firmware version

3.3.0 or later and Intel-based NAS models running firmware version 3.2.0 or later only.

Follow the steps below to switch the mapping of an iSCSI LUN.
1. Select an iSCSI LUN to unmap from an iSCSI target and click (Disable).

2 = A & jub v -

General Storage Network Security Hardware Power Motification
Settings Manager &
Volume Management RAID Management HDD SMART Encrypted File System iSCSI Virtual Disk

Portal Management [ Quick Configuration Wizard

| iSCSI Target List « Status
m 43 a[a01] Ready
Advanced ACL
=]id:0 - 003 ( 1.00 GB) Enabled
LUN Backu
g > ] allen01 [allen] Ready
> (21 david01 [david] Ready
> ] target [target01] Ready
‘i Un-Mapped iSCSI LUN List (2) | ~ Action -
Disable
Modify

2. Next, click "Unmap” to unmap the LUN. The LUN will appear on the Un-Mapped iSCSI
LUN List. Click *"Map” to map the LUN to another target.

E 8 A G @M ¢ @ "

General Storage Network Security Hardware Power Notification
Settings Manager o
Volume Management RAID Management HDD SMART Encrypted File System iSCSI | Virtual Disk
Portal Management [ Quick Configuration Wizard
iSCSI Target List « Status
| 43 a[a01] Ready
Advanced ACL
=]id:0 - 003 ( 1.00 GB) Disabled
LUN Backup
> 27 allen01 [allen] Ready
> 21 davido1 [david] Ready
» O target [target01] Ready
[ Un-Mapped iSCSI LUN List (2) | ~ Action -
Enabled
Madify
—— ——— Un-map
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= : " [al - L
& = A, | [ \4 -
General Storage Network Security Hardware Power Motification
Settings Manager 5
Volume Management RAID Management HDD SMART Encrypted File System | ISCSI Virtual Disk
Portal Management [ Quick Configuration Wizard
Un-Mapped iSCSI LUN List
Name Capacity
Advanced ACL 002 1GB
LUN Backup 003 1GB
004 1GB
Action -
Map
Modify
S — Delete
3. Select the target to map the LUN to and click “Apply”
[
Map LUN to Target B
Target Alias Target IQN
target ign.2004-04.com.gnap:ts-5369pro:iscsi.target0l.cfdbel
a ign.2004-04.com.gnap:ts-369pro:iscsi.adl.cf4bcl
allen01 iqn.2004-04.com.gqnap:ts-569proiscsi.allen.cf4bel
dawvido1 ign.2004-04.com.gnap:ts-569pro:iscsi.david.cfd4becl
Apply Cancel

L

4.The LUN is mapped to the target.
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General Storage Network Security Hardware Power MNotification

Settings Manager %
Volume Management RAID Management HDD SMART Encrypted File System iSCSI Virtual Disk
Portal Management [ Quick Configuration Wizard
ISCSI Target List « Status
453 afani] Ready
Advanced ACL
(21 allen01 [allen] Ready
LUN Backu
¢ 47 davido1l [david] Ready
=lid:0 - 005 ( 1.00 GB) Enabled
=lid:1 - 003 ( 1.00 GB) Enabled
I O] target [target01] Ready

| Un-Mapped iscst LUN List (2) | Action -

After creating the iSCSI targets and LUN on the NAS, you can use the iSCSI initiator
installed on your computer (Windows PC, Mac, or Linux) to connect to the iSCSI targets

and LUN and use the disk volumes as the virtual drives on your computer.
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iSCSI LUN capacity expansion

The NAS supports expanding the capacity of an iSCSI LUN. To do so, follow the steps

below.

1.Locate an iSCSI LUN on the iSCSI target list in “iSCSI"” > “"Target Management”. Click

“Modify”.
.__E g o .':i\l E ¢ o e
& - ~5 .8 /4 -
General Storage Network Security Hardware Power Notification
Settings Manager A
Volume Management RAID Management HDD SMART Encrypted File System iSCSI Virtual Disk
RS- Ao v
Portal Management Quick Configuration Wizard ]
|iscsI Target List « Status
4{3 a[a01] Ready
Advanced ACL
-7 allen01 [allen] Ready
LUN Backup ) I .
47 davido1 [david] Ready
=]id:0 - 005 { 1.00 GB) Enabled
=lid:1 - 003 ( 1.00 GE) Enabled
- (1] target [target0D1] Ready
Un-Mapped iSCSI LUN List (2) Action - ||
Disable
Madify

2. Specify the capacity of the LUN. Note that the LUN capacity can be increased many

times up to the maximum limit but cannot be decreased.

Type of LUN allocation

Maximum LUN capacity

Thin Provisioning

32TB

Instant Allocation

Free size available on the disk volume
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Modify an iSCSI LUN ®

LUN allocation: Thin Provisioning
LUN MName: 005
LUN Location: RAID 5 Disk Volume: Drive 1 2 3
[453.82 GB]
LUN serial number: 75f9d07b-boc2-4850-84el-celnl9fdleae
Capacity: 100 GB

Apply Cancel

3. Click “Apply” to save the settings.

Note: An iSCSI LUN must be mapped to an iSCSI target before increasing the capacity.
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Optimize iSCSI performance

In the environments that require high performance storage, such as virtualization, users
are recommended to do the following to optimize the iSCSI and NAS hard disks

performance:

e Use instant allocation: When creating an iSCSI LUN, select “Instant Allocation” to
achieve slightly higher iISCSI performance. However, the benefits of thin provisioning

will be lost.

Quick Configuration Wizard

Create an iSCSI LUN

LUN Allocation: @ Thin Provisioning € @ Instant Allocation

LUN Name: myLUMN

LUN Location: FAID 5 Disk Volume: Drive 1 2 3 [453.82 GB] e

Capacity: 200 GEB

Step 5/10 Back Mext Cancel

e Create multiple LUNs: Create multiple LUNs according to the processor number of the
NAS. The information can be checked in “"System Status” > “Resource Monitor.” If the
NAS has four processors, it is advised to create four or more LUNs to optimize the
iSCSI performance.

o Use different LUNs for heavy load applications: Spread the applications such as
database and virtual machines that need high Read/Write performance on different
LUNs. For example, if there are two virtual machines which read and write data
intensively on the LUNSs, it is recommended to create two LUNs on the NAS so that the

VM workloads can be efficiently distributed.
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System Status [SHCN ]

2

System Information Network Status | System Service | Hardware Information ‘m

CPU (Hyper-Threading)
Memory Usage 100% 100%|

Disk Usage

Bandwidth Usage

50% 50%
Process

100% - 100%

50% 50%
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Advanced ACL

The description below applies to non Intel-based NAS models running firmware version

3.3.0 or later and Intel-based NAS models running firmware version 3.2.0 or later only.

You can create LUN masking policy to configure the permission of the iSCSI initiators
which attempt to access the LUN mapped to the iSCSI targets on the NAS. To use this
feature, click "Add a Policy” under “Advanced ACL".

E ® 4 6 @M ¢ ® 8

General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update

Volume Management RAID Management HDD SMART iSCSI Virtual Disk
Fortal Management ‘

A connected iSCSI initiator is authenticated by Target ACL and LUN Masking in order to access the iSCSI
Target Management LUNs mapped to the iSCSI targets on the NAS.

LUN Backup

LUN Masking Policy List

Policy Name QN

Default Policy ign.2004-04.com.qgnap:all:iscsi.default.ffff

Enter the policy name, the initiator IQN, and assign the access right for each LUN
created on the NAS.

e Read-only: The connected initiator can only read the data from the LUN.

e Read/Write: The connected initiator has read and write access right to the LUN.

e Deny Access: The LUN is invisible to the connected initiator.
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Add a Policy O

Define the LUN Masking policy for the initiator vou input below.

Policy Name: reinb

Initiator IQN: iqn.1991-05.com.micre

Mame « Read Only Read/Write Dieny Access
ool Mo Mo Yes
Apply Cancel
L |

If no LUN masking policy is specified for a connected iSCSI initiator, the default policy will
be applied. The system default policy allows read and write access from all the
connected iSCSI initiators. You can click “Edit” to edit the default policy.

E &8 <« G @R ¢ e @

General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update &

Volume Management RAID Management HDD SMART iSCSI Virtual Disk

Portal Management

A connected iISCSI initiator is authenticated by Target ACL and LUN Masking in order to access the iSCSI
LUNs mapped to the iSCSI targets on the NAS.

Target Management

LUN Masking Policy List

[ Add a Policy ]\

LUN Backup

Policy Name
Default Policy

reinb

IQN

ign.2004-04.com.qgnap:all:iscsi.default.ffff

ign.1991-05.com.microsoft:reinb
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Note: Make sure you have created at least one LUN on the NAS before editing the

default LUN policy.

Hint: How do I find the initiator IQN?
Start Microsoft iSCSI initiator and click “"General”. You can find the IQN of the initiator as

shown below.

r

i5C51 Initiator, Properties

General i_Disu:u:wer_l,l Targets | Perzistent Targets __Bu:uunu:l Wolumes/Devices

To configure IPSec Tunnel Mode addreszes, click
Tunnel.

The i5C5| protocaol uzes the following information to uniquely
- identify this initiator and authenticate targets.
Initiator Hode Mame: ign. 1391 -05. com. microzoft: mercury-po
To rename the intiator node, click Change.
To authenticate targets using CHAP, click Secret to
zpecify a CHAP zecret.

Tunnel

ok, ]| Cancel |
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LUN backup

The NAS supports backing up iSCSI LUNs to different storage locations (Windows, Linux,

or local shared folders), restoring the LUNs to the NAS, or creating a LUN snapshot and

mapping it to an iSCSI target.

Back up an iSCSILUN

Before backing up an iSCSI LUN, make sure at least one iSCSI LUN has been created on

the NAS. To create iSCSI targets and LUN, go to “Storage Manager” > “iSCSI” > “Target

Management”.

1.Go to “Storage Manager” > “iSCSI” > “"LUN Backup”. Click “"Create a new job”.

& = * & 8 sk v - =)

General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update
Volume Management RAID Management HDD SMART Encrypted File System iSCSI Virtual Disk

Portal Management Current Jobs

Create 3 Job | -
Target Management | E

Job Name Type Status

Advanced ACL

2.Select “Back up an iSCSI LUN” and click “Next".
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Create a Job

LUN Backup/Restore/Snapshot

This wizard helps you back up or restore an iSCSI LUN, or create a LUN
snapshot. Please select the action:

@ Back up an iSCSI LUN
@ Restore an iSCSI LUN
Create a LUN Snapshot

Step 1/15 MNext Cancel

3. Select the source LUN for backup. If an online LUN is selected, the NAS will create a

point-in-time snapshot for the LUN automatically.
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Back up an iSCSI LUN

Select Source LUN

LUM Status Capacity ISCSI Target
myLUND1 Enabled 1.00 GB target
myLUNDZ Enabled 1.00 GB a
myLUND3 Enabled 1.00 GB allen0i
myLUNO4 Enabled 1.00 GB davido1

Step 2/15 Back Next Cancel

4. Specify the destination where the LUN will be backed up to. The NAS supports LUN
backup to a Linux share (NFS), a Windows share (CIFS/SMB), and a local folder on the
NAS. Click "Test” to test the connection to the specified path. Then click "Next”.
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Back up an iSCSI LUN

Select Destination

Linux Share (NFS) Windows Share (CIFS/SMB Local| +

IP Address/Host Name: R

Examples: 192.168.0.100, nas.com, Nas,...

Username: admin
Password: snnuw
Folder or Path: /Download

Remote Host Testing: f Test

Step 3/15 Back Next Cancel

5. Enter a name of the backup LUN image or use the one generated by the NAS. Select
the subfolder where the image file will be stored. Select to use compression* or not.

Click “Next".
*Use Compression: When this option is enabled, more CPU resources of the NAS will be

consumed but the size of the backup LUN can be reduced. The backup time may vary

depending on the size of the iSCSI LUN.
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Back up an iSCSI LUN

Select Location

LUM Image Mame: backup-myLUMND1
LUN Image Path: /Download
Select Location

1 /Download

Use Compression

Step 4/15 Back Next Cancel

6. Specify the backup schedule. The options available are:
e Now

Hourly

o Daily

o Weekly

e Monthly
Click “Next".
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Back up an iSCSI LUN

Backup Schedule

Select schedule:

Time:

Step 5/15

Caily B4

00 g |00 |2

Back

MNext

Cancel

7.The settings will be shown. Enter a name for the job or use the one generated by the

NAS. Click “Next.”
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Back up an iSCSI LUN
Confirm Settings
Job Name: Backup_myLUNO1->backup-myLUNO1
Source LUN: myLUNO1 (1.00 GB)
Protocol: Windows Share (CIFS/SMB)
Select Destination: A o nload)
LUN Image Name: backup-myLUND1
Schedule: Daily [00:00]
Step 6/15 Back Next Cancel

8. Click “Finish” to exit.
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Back up an iSCSI LUN

Setup complete

Congratulations! The settings have been completed. Click " Finish ” to exit

the wizard.

Step 15/15

Finish

9.The b

ackup job is shown on the list.

Button

Description

Start the job immediately.

Stop the running job.

Edit the job settings.

BHONONG

View the job status and logs.
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General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update
Volume Management | RAID Management ] HDD SMART | Encrypted File System M Virtual Disk |
Portal Management Current Jobs
Create a Job Action -
Target Management
Job Name Type Status

Advanced ACL
| Backup_myLUNO1->backup-myL._.

Backup
(Schedule: Daily 00:00)

163



Restore an iSCSI LUN
1.To restore an iSCSI LUN to the NAS, go to “Storage Manager” > “iSCSI” > “LUN
Backup”. Click “Create a job”.

E 8 £ & m ¢ ® 8

General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update
Volume Management RAID Management HDD SMART Encrypted File System iSCSI Virtual Disk
Portal Management Current Jobs
Create a Job | |  Action -
Target Management = E
Job Name Type Status

Advanced ACL

2. Select “Restore an iSCSI LUN” and click “Next.”
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Create a Job

LUN Backup/Restore/Snapshot

This wizard helps you back up or restore an iSCSI LUN, or create a LUN
snapshot. Please select the action:

Back up an iSCSI LUN
@ Restore aniSCSI LUM

Create a LUN Snapshot

Step 1/15 Next Cancel

3. Specify the protocol, IP address/host name, and folder/path of the restore source.

Click "Test” to test the connection. Then click “Next”.
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Restore an iSCSI LUN

Select Restore Source

Linux Share (NFS) | Windows Share (CIFS/SMB) Local +

IP Address/Host Name: <

Examples: 192.168.0.100, nas.com, nNas,...

Username: admin
Password: ey
Folder or Path: /Download

Remote Host Testing:

Step 7/15 Back MNext Cancel

L

4.Browse and select the LUN image file. Click “Next.”
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Restore an iSCSI LUN

Select Source Location

LUN Image Path: JDownload/backup-myLUMND1

Select Source Location

=243 /Download
=] backup-myLUNO1

Step 8/15 Back Mext Cancel

5. Select the destination.
e Overwrite existing LUN: Restore the iSCSI LUN and overwrite the existing LUN on the

NAS. All the data on the original LUN will be overwritten.
e Create a new LUN: Restore the iSCSI LUN to the NAS as a new LUN. Enter the name

and select the location of the new LUN.

Click “Next”.

167



Restore an iSCSI LUN

Select Destination

) Overwrite existing LUN

MNote: The original data on the LUN will be overwritten.

@ Create a new LUN

LUMN Mame: test-2
LUM Location: RAID 5 Disk Volume: Drive 1 2 3 [393.62|>
Step 9/15 Back MNext Cancel

6. The settings will be shown. Enter a name for the job or use the one generated by the
NAS. Click “Next".
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Restore an iSCSI LUN
Confirm Settings
Job Name: Restore_backup-myLUND1-=test-2
Protocol: Windows Share (CIFS/SMB)
Remote Host: A v nload,
LUMN Image Name: backup-myLUNOL (myLUMNO1, 1 GB)
LUN Name: test-2 (Create a new LUN, 1 GB)
Step 10/15 Back Mext Cancel

7. Click “Finish” to exit.
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Restore an iSCSI LUN

Setup complete

Congratulations! The settings have been completed. Click " Finish " to exit

the wizard.

Step 15/15

Finish

The restore job will be executed immediately.

Button Description
@ Stop the running job.
Edit the job settings.

View the job status and logs.
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General Storage Network Security Hardware FPower Notification Firmware
Settings Manager Update
Volume Management | RAID Management i HDD SMART | Encrypted File System W Virtual Disk |
Portal Management Current Jobs
[ Create a Job ][ Action -
Target Management

Job Name Type Status
Advanced ACL |

_ ~ Backup Finished
_ 8 Backup myLUNOL >backup:myl. . (Schedule: Now) (2013/05/28 16:48:58)
_| Restore_backup-myLUNO1->tes . Recovery (2013 m?;;g‘?g_ss_zn
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Create an iSCSILUN Snapshot

Before creating an iSCSI LUN snapshot, make sure at least one iSCSI LUN and one iSCSI
target has been created on the NAS. To create iSCSI targets and LUN, go to “Storage
Manager” > “iSCSI"” > “Target Management”.

1.To create an iSCSI LUN snapshot, go to “Storage Manager” > “iSCSI” > “"LUN Backup”.
Click “Create a job”.

E 8 £ G @& ¢ =« @

General Storage Network Security Hardware

Power Motification Firmware
Settings Manager Update <%
Volume Management RAID Management HDD SMART Encrypted File System iSCSI Virtual Disk

Portal Management Current Jobs

Create a Job | -
Target Management | i

Job Name

Type Status
Advanced ACL

2.Select “Create a LUN Snapshot” and click “Next”.
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Create a Job

LUN Backup/Restore/Snapshot

This wizard helps you back up or restore an iSCSI LUN, or create a LUN
snapshot. Please select the action:

Back up an iSCSI LUN
Restore an iSCSI LUN
@ Create a LUN Snapshot

Step 1/15 Next Cancel

3.Select an iSCSI LUN on the NAS. Only one snapshot can be created for each iSCSI
LUN. Click “Next”.
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Create a LUN Snapshot

Select Source LUN

LUN
myLLUNO1
myLLUMND2
myLLUNO3
myLLUMNO4
test-2

Step 11/15

Status
Enabled

Enabled
Enabled
Enabled

Lnmapp...

Back

Capacity
1.00 GB
1.00 GB
1.00 GB
1.00 GB
1.00 GB

ISCSI Target
target
a
allen01

davido1

Mote: Only one snapshot can be created for each iISCSI LUN.

Cance

4. Enter a name for the LUN snapshot or use the one generated by the NAS. Select an

iSCSI target where the LUN snapshot is mapped to. Click “"Next”. The LUN snapshot
must be mapped to another iSCSI target different from the original one.
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Create a LUN Snapshot

Configure LUN Settings

LUM Snapshot Name: snap-myLUND3

Target alias Target IQN
target ign.2004-04.com.gnap:ts-569pro:iscsi.target0l.cfdbcl
a ign.2004-04.com.gnap:ts-569pro:iscsi.all.cf4bcl
allen01 iqn.2004-04.com.gnap:ts-569praotiscsi.allen.cfdbel
davido1 ign.2004-04.com.gnap:ts-569pro:iscsi.david.cf4bcl
Step 12/15 Back Mext Cancel

5. Specify the snapshot schedule and the snapshot duration. The snapshot will be

removed automatically when the snapshot duration is reached.
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Create a LUN Snapshot

Snapshot Schedule

Select schedule:

Snapshot duration:

Step 13/15

Mow B4

s » | day(s) | --

Back

| hour(s)

Mext

Cancel

6. The settings will be shown. Enter a name for the job or use the one generated by the

NAS. Click “Next”.
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Create a LUN Snapshot

Confirm Settings

Job Name:

Source LUM:
Map LUN to Target:

Schedule:

Step 14/15

LUN Snapshot Mame:

Snapshot_myLUNO3-=snap-myLUMNO3

myLLINO3
snap-myLUNO3

=]

ign.2004-04.com.gnap:ts-

569pro:iscsi.all.cfdbcl

Mow

Back

Mext

Cancel

7. Click “Finish” to exit.
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Create a LUN Snapshot
Setup complete
Congratulations! The settings have been completed. Click " Finish " to exit
the wizard.
Step 15/15 Finish

8. The snapshot will be created immediately. The status and duration will be shown on
the list.

: 8 A G A - =« 8
= > LB A4 -
General Storage Network Security Hardware FPower Notification Firmware
Settings Manager Update o
Volume Management RAID Management HDD SMART Encrypted File System | iSCSI Virtual Disk
Portal Management Current Jobs
[ Create a Job ] [ Action -
Target Management |
| Job Name Type Status
Advanced ACL e
~ . Backup Finished
Backup_myLUNO1->backup-myL... (Schedule: Now) (2013/05/28 16:48:58)
* Restore_backup-myLUNO1->tes . Recaovery Finished

(2013/05/28 16:56:27)

LUN Snapshot

Snapshot_myLUNO3-=snap-my... (Schedule: Now)

Snapshot is enabled

9. Go to “iSCSI” > “Target Management”, the snapshot LUN will be shown in the iSCSI
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Target List. Use iSCSI initiator software to connect to the iSCSI target and access the

point-in-time data on the snapshot LUN. For the information of connecting to the

iISCSI targets on QNAP NAS, please refer to http://www.gnap.c r lication.
sp? id=1
=) » /al : 8
= &8 A G R v @
General Storage Network Security Hardware Power MNotification Firmware
Settings Manager Update &
Volume Management RAID Management HDD SMART Encrypted File System iSCSI Virtual Disk

Portal Management Quick Configuration Wizard |

| iscs1 Target List « Status
m 43 a[a01] Ready
Advanced ACL
=id:0 - myLUNO2 [ 1.00 GB) Enabled
LUN Backup 3
=lid:1 - snap-myLUNO3 ( 1.00 GB) Enabled
- ] allen01 [allen] Ready
» (] davido1 [david] Ready |
- [ target [target01] Ready |
| Un-Mapped iSCSI LUN List (1) Action -

Note: The source LUN and snapshot LUN cannot be mounted on the same NAS on
certain operating systems such as Windows 7 and Windows 2008 R2. Please mount the

LUN to different NAS servers in such case.
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Manage LUN Backup/Restore/Snapshot by Command Line
QNAP NAS users can execute or stop the iSCSI LUN backup, restore, or snapshot jobs on

the NAS by command line. Follow the instructions below to use this feature.

Note: The following instructions should only be operated by IT administrators who are
familiar with command line.

1. First make sure the iSCSI LUN backup, restore, or snapshot jobs have been created on
the NAS in “Storage Manager” > “iSCSI” > “LUN Backup”.

2.Connect to the NAS by an SSH utility such as Putty.

=) Session Basic options for your PuTTY session
g T. L_ngging Specify the destination you want to connect to
o |.< ¥ i Host Name {or IP address) Port
. Features Connection type:
=1 Window ) Raw Telnet ) Rlogin @ SSH () Serdal
Beh a. Load. save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
+« Colours Default Settings

3. Login the NAS as an administrator.
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4. Input the command “lunbackup”. The command usage description will be shown.

[ £ G - P TTY

P e oSN

5. Use the lunbackup command to start or stop an iSCSI LUN backup, restore, or

snapshot job on the NAS.
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Virtual Disk

You can use this function to add the iSCSI targets of other QNAP NAS or storage servers
to the NAS as the virtual disks for storage capacity expansion. The NAS supports

maximum 8 virtual disks.

E & «£ &G & v « g

General Storage MNetwork Security Hardware Power Motification Firmware
Settings Manager Update <
Volume Management RAID Management HDD SMART Encrypted File System ISCSI Virtual Disk

|| Add virtual Disk -

| Target Name/virtual Disk Name File System Total Size Free Size Status

| Note: Create a shared folder for the virtual disks.

Note:

e The maximum size of a virtual disk the NAS supports is 16TB.

e When the virtual disk (iSCSI target) was disconnected, the virtual disk will disappear
on the NAS interface and the NAS will try to connect to the target in two minutes. If
the target cannot be connected after two minutes, the status of the virtual disk will
become “Disconnected”.

To add a virtual disk to the NAS, make sure an iSCSI target has been created. Click “Add
Virtual Disk”.
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E &8 <%

a B ¢y = @

Note: Create a shared folder for the virtual disks.

General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update
Volume Management RAID Management HDD SMART Encrypted File System iSCSI Virtual Disk

| Add Virtual Disk | | -

Target Name/Virtual Disk Name « File System = Total Size Free Size Status

Enter the target server IP and port number (default: 3260). Click "Get Remote Disk”.

Select a target from the target list. If authentication is required, enter the username and

the password. You may select the options “Data Digest” and/or “Header

Digest” (optional). These are the parameters that the iSCSI initiator will be verified when

it attempts to connect to the iSCSI target. Then, click “Next”.

F

Add Virtual Disk

Target Server IP/Name:

Port: (3260

10.8.12.86

Get Remote Disk |

Target Name:
Initiator IQN:

[l authentication

Step 1/3

ign.2004-04.com.gnap:ts-569pro:iscsi.target0l. ¥
ign.2004-04.com.gnap:TS-670.NASD4CE04

CRC/Checksum (optional)
[l Data Digest
[ Header Digest

MNext Cancel
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Enter a name for the virtual disk. If the target is mapped with multiple LUNs, select a LUN
from the list. Make sure only this NAS can connect to the LUN. The NAS supports
mounting EXT3, EXT4, FAT32, NTFS, HFS+ file systems. If the file system of the LUN is
“Unknown”, select “Format virtual disk now” and the file system. You can format the
virtual disk as EXT3, EXT4, FAT 32, NTFS, or HFS+. By selecting “"Format virtual disk

now”, the data on the LUN will be removed.

P =]
Add Virtual Disk

Virtual Disk Name: VirtualDisk1

LUM List: LUM:O v | File System: Unknown
Mote: Make sure only this NAS can connect to the selected LUN.

Format virtual disk now
File System: EXT3 b

Warning: all the disk data will be removed!

Step 2/3 Back MNext Cancel

Click “Finish” to exit the wizard.
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Add Virtual Disk

A virtual disk has been created successfully.

Virtual Disk Name: VirtualDisk1

File System: ExT4

Total Size: 1023 MB

Free Size: 985 MB

Status: Ready

LUM serial number: b463b429-5a08-4491-b183-45413d7735f1
Step 3/3 Finish

The storage capacity of your NAS has been expanded by the virtual disk. You can go to

“Privilege Settings” > “Share Folders” to create new shared folders on the virtual disk.

R & % G ia v ® @8

General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update S
Volume Management RAID Management HDD SMART Encrypted File System ISCSI Virtual Disk
_ Add virtual Disk | [ Action -
Target Name/Virtual Disk Name - File System Total Size Free Size Status
4{910.8.12.86 (ign.2004-04.com.gnap:ts-569pro:iscsi.t... Connected
=] virtualDisk1 EXT4 1023 MB 986 MB Ready
MNote: Create a3 shared folder for the virtual disks.
Icon Description
(Edit) To edit a virtual disk name or the authentication information of an
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iSCSI target.

(Connect) To connect to an iSCSI target.

To disconnect an iSCSI target.

@ (Disconnect)

To format a virtual disk as EXT3, EXT 4, FAT 32, NTFS, or HFS+ file
(Format)

system.

@ (Delete) To delete a virtual disk or an iSCSI target.
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4.2.1 Connecting to the iSCSI targets by Microsoft iSCSI Initiator on Windows

Before you start to use the iSCSI target service, make sure you have created an iSCSI

target with a LUN on the NAS and installed the correct iSCSI initiator for your OS.

ISCSI initiator on Windows:
Microsoft iSCSI Software Initiator v2.07 is an official application for Windows OS 2003,
XP, and 2000 to allow users to implement an external iISCSI storage array over the

network. If you are using Windows Vista or Windows Server 2008, Microsoft iSCSI

Software Initiator is included. For more information and the download location, visit:

http://www.microsoft.com/downloads/details.aspx?familyid=12cb3c1a-15d6-4585-b385-

befd1319f825&displaylang=en

"

Start iSCSI initiator from “Control Panel” > “Administrative Tools”. Under the “Discovery

tab click “"Add Portal”. Enter the NAS IP and the port number for the iSCSI service.

F

_ ———————,

e

Discover Target Portal

Enter the IP address or DNS name and port number of the portal you
want to add,

To change the default settings of the discovery of the target portal, dick
the Advanced button,

I address or DNS name: Port: (Default is 3260.)

Advanced. .. OK Cancel
| Advanced... l

The available iSCSI targets and their status will then be shown under the “Targets” tab.

Select the target you wish to connect then click "Connect”.
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Targets | Discovery | Favorite Targets | Volumes and Devices | RADILS | Canfiguration
Quick Cornect

To discover and log on to a target using a basic cornection, type the IP address or
DMS name of the target and then dick Quick Conmect.

Target: Queck Connect.,

Discovered targets
Name Status
igr. 2004-04. com:NAS:SCSL lun 1.B927AD Connected

igr. 2004-04. com:NAS:iSCSL.mytarget. B927AD

To connect using advanced options, select a target and then [ P ——

To completely disconnect a target, select the target and Fr—
then dids Disconnect.

For target properties, induding configuration of sessions,
select the target and dick Properties. Eoperies...

For configuration of devices assodated with a target, select - linicas:
the target and then dick Devices. _

[l iC i n n; r

You may click "Advanced” to specify the logon information if you have configured the

authentication otherwise simply click "OK” to continue.

Target name ’

Add this connection to the list of Favorite Targets.
This will make the system automatically attempt to restore the
connection every time this computer restarts,

[] Enable multi-path

Advanced... QK - Cancel
| Advanced... | :
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Upon successful logon, the status of the target now shows “Connected”.

"
'#F\lame Status
iqr. 2004-04, com:MAS:HSCSL lun 1.B927AD Connected
ign. 2004-04. com:MAS:SCSL. mytarget.B927AD w

After the target has been connected Windows will detect its presence and treat it as if a
new hard disk drive has been added which needs to be initialized and formatted before
we can use it. Right click "My Computer” > “"Manage” to open the “Computer
Management” window then go to “Disk Management” and a window should pop up
automatically asking whether you want to initialize the newly found hard drive. Click *OK"

then format this drive as normally you would when adding a new disk.

4

Lize the following partition styie forthe selected disks:

@ MBR (Master Boot Record)
“ GPT [GUID Pariition Tabis)

MNote: The GPT pariition style is not recognized by al previous vensions of
Windows . It is recommended for disks largerthan 2TE, or dishs used on I
tanium-based computers. d

ok ||| Ccance

After disk initialization and formatting, the new drive is attached to your PC. You can

now use this iSCSI target as a regular disk partition.
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.-Cmputer

File Action View Help

&= EHERQX & & a B

& Computer Managerment (Local| | Volume i Layout | Type | File System i Status
a [f} System Tools s (C) Simple Basic NTFS Healthy (System, Boot. Page File, Activ
G-:I Task Scheduler @ 25060 (D:) Simple Basic NTFS Heazlthy (Primary Partition)
m Event Viewer = 250G-1 (E:) Simple Basic NTFS Healthy (Logical Drve)
- @ Shared Folders 1SCS] LUML (G:) ] i i iti

& Local Users and Groups =& My I5C5] Target (F:) Simple Basic NTFS Healthy (Primary Partition

(%3 Perfformance

gy Device Manager
4 U8 Storage

=1 Disk Management

4| 1] b

5 . s =Disk 0
» Oy dervices and Applications Rasic 2506-0 (D2) 250G-1 (E)
23159 GB 30.00 GE NTF3 1182.88 GB NTFS
Online Healthy (Prirnary Partition, J| | Healthy (Logical Drive)

Disk 1 ]

Basic )
465._'.-‘6 GE 465,76 GB NTFS
Cnline Healthy (System, Boot, Page File, Active, Crash Dump, Primary

CIDisk 2 T —— |

Basic iISCSI_LUNL (G2
2043.00 GB 2048.00 GB NTFS
Online Healthy (Prirary Partition)
Basic My iSCSI Target (F:) 7
10.00 GB 10.00 G& NTFS 7
Online Healthy (Primary Partition) |
.| T + || Il Unallocated [ll Primary partition [l] Edended partition [l Free space [} Logical drive
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4.2.2 Connecting to the iSCSI targets by Xtend SAN iSCSI Initiator on Mac OS

This section shows you how to use Xtend SAN iSCSI Initiator on Mac OS to add the
iISCSI target (QNAP NAS) as an extra partition. Before you start to use the iSCSI target
service, make sure you have created an iSCSI target with a LUN on the NAS and

installed the correct iSCSI initiator for your OS.

About Xtend SAN iSCSI initiator:

ATTO's Xtend SAN iSCSI Initiator for Mac OS X allows Mac users to utilize and benefit
from iSCSI. It is compatible with Mac OS X 10.4.x to 10.6.x. For more information, please
visit:
http: roduct.php?sku=INIT-MAC0-001

www.attotech.co roducts

After installing Xtend SAN iSCSI initiator, you can find it in “Applications”.

‘ann

(] Xtend SAN =
[«]>] HE oD Q
DEVICES T -i_ iWeb . 2 Uninstaller
2 wadintosh HD Jf &8 twos vs B xeenasan
£ iDisk [ @ jDownloader Xtend_SAN...tallLog.log
s + |I| = Komodo Edit
s Viware Fusion - | B Mail
SHARED || ‘& Microsoft Messenger
.E. 172.17.21.5 & 11 B3 Movist
S 172.17.22.93 A B & Nally
B (AFP)L I| 5@ Notes
é (SAMEA) : L Paragon NTFS for Mac 05 X Name Xtend SAN
é (SAMBAYIL | ‘!,- Photo Booth Kind Application
- [ A% Preview Size 1.9 MEB on disk
B 00D0{SAMBA) (2) || @ quickTime Player Created 5/31/10 12:24 PM
E 25932 TOK(AFF) || €@ safari Modified 5/31/10 12:24 PM
Al Last opened Today 3:10 PM
= I .! i ke Version 3.25
PLACES || &) Skype
E Desktop ! . Stickies More info...
£ : Wl Stuffic
e | B2 Systemn Preferences
ication
B e
Docurnents 7 TextEdit
L Bropbox @& Time Machine
' SEARCH FOR & uUtilicies <
T) Today + &Y vMware Fusion .
o v [ Xtend SAN 0 | |
1 of 3 selected, 362.88 GB available i

Click the “Discover Targets” tab, you can either choose “Discover by DNS/IP” or

“Discover by iSNS” according to the network topology. In this example, we will use the IP

address to discover the iSCSI targets.
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GYale ATTO iSCSI Mac Initiator--Xtend SAN

" Initiator - Discover Targets ]

( Discover by DNS/IP ) [ Discover by iSN5 )

Discovered Targets

ATTO

Follow the screen instructions and enter the server address, iSCSI target port number
(default: 3260), and CHAP information (if applicable). Click “Finish” to retrieve the target

list after all the data have been entered correctly.
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JW=-MacBook-Fro.local

[ Initiator -~ Discover Targets- |

Discover Targets

Configure the static discovery.

Address: | 10.8.12.111

Port: 3260
CHAP
Target User Name: james
Target Secret: Iunttnnu--tu-
Mutual Authentication: O
Initiator User Mame
Initiator Secret
C-Finish-) ( cancel )

All the available iSCSI targets on the NAS will be shown. Select the target you would like

to connect and click “Add”.
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[ Initiater -~ DiscoverT
k-Pro.local

(" Discover by DNS/IF )

( Discover by iSNS )
Discoverad Targets

ign.2004-04 .com.qnap:ts-4 3 9proii:iscsi.forvista.be 2 312
ign.2004-04 .com.qnap:ts-439proiiiscsi.vdd.be2 312
ign.2004-04.com.qnap:ts-4 3 9proiiiscsi.formac.be2 3f2

Add | Clear )

You can configure the connection properties of the selected iSCSI target in the “Setup”

tab.
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SO0 ATTO iSCSI Mac Initiator--Xtend SAN

Hosts Setup Status  LUNs |
v [ JW-MacBook-Pro.local
iqn. 2004 -04. com.gnap:ts- Name: iqn.2004-04.com.gnap:ts-439proiiciscsi.formac.be23f2
Alias:
Ports

Network Node Visible Auto Login

10.8.12.111:3260

{ Parameters _} f_ Security } | Save

Click the “Status” tab, select the target to connect. Then click “Login” to proceed.
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ANO

HosE
v B jW-MacBook - Pro.kocal

™ m Mame:  ign.2004-04.com.qnap:1s-439proli-iscsi.formac be23f2

Alias

Ports
hietwnrh Mode Statens Aulo Logm

Login | Logout Paramet

The first time you logon to the iSCSI target, a popup message will be shown to remind
you the disk is not initialized. Click “Initialize...” to format the disk. You can also open the

“Disk Utilities” application to do the initialization.

Disk Insertion

{ Initialize... ) { ignore ) [ Bject—)

You can now use the iSCSI target as an external drive on your Mac.
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4.2.3 Connecting to the iSCSI targets by Open-iSCSI Initiator on Ubuntu Linux

This section shows you how to use Linux Open-iSCSI Initiator on Ubuntu to add the
iISCSI target (QNAP NAS) as an extra partition. Before you start to use the iSCSI target
service, make sure you have created an iSCSI target with a LUN on the NAS and

installed the correct iSCSI initiator for your OS.

About Linux Open-iSCSI Initiator

The Linux Open-iSCSI Initiator is a built-in package in Ubuntu 8.04 LTS (or later). You
can connect to an iSCSI volume at a shell prompt with just a few commands. More
information about Ubuntu is available at http://www.ubuntu.com and for information and

download location of Open-iSCSI, please visit: http://www.open-iscsi.org

Before you start
Install the open-iscsi package. The package is also known as the Linux Open-iSCSI

Initiator.

# sudo apt-get install open-iscsi

Now follow the steps below to connect to an iSCSI target (QNAP NAS) with Linux Open-
iSCSI Initiator.

You may need to modify the iscsid.conf for CHAP logon information, such as node.
session.auth.username & node.session.auth.password.

# vi /etc/iscsi/iscsid.conf

Save and close the file, then restart the open-iscsi service.

# /etc/init.d/open-iscsi restart

Discover the iSCSI targets on a specific host (the QNAP NAS in this example), for
example, 10.8.12.31 with default port 3260.
# iscsiadm -m discovery -t sendtargets -p 10.8.12.31:3260

Check the available iSCSI node(s) to connect.

# iscsiadm -m node

** You can delete the node(s) you do not want to connect to when the service is on
with the following command:
# iscsiadm -m node --op delete --targetname THE_TARGET_IQN
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Restart open-iscsi to login all the available nodes.

# /etc/init.d/open-iscsi restart

You should be able to see the login message as below:
Login session [iface: default, target: ign.2004-04.com:NAS:iSCSI.ForUbuntu.B9281B,
portal: 10.8.12.31,3260] [ OK ]

Check the device status with dmesg.

# dmesg | talil

Enter the following command to create a partition, /dev/sdb is the device name.
# fdisk /dev/sdb

Format the partition.
# mkfs.ext3 /dev/sdbl

Mount the file system.

# mkdir /mnt/iscsi

# mount /dev/sdbl /mnt/iscsi/

You can test the I/O speed using the following command.
# hdparm -tT /dev/sdb1l

Below are some “iscsiadm” related commands.
Discover the targets on the host:

# iscsiadm -m discovery --type sendtargets --portal HOST_IP

Login a target:
# iscsiadm —m node --targetname THE_TARGET_IQN --login

Logout a target:
# iscsiadm —m node --targetname THE_TARGET_IQN --logout

Delete a Target:
# iscsiadm —-m node --op delete --targetname THE_TARGET_IQN
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4.3 Network

TCP/IP

(i) IP Address

Configure the TCP/IP settings, DNS Server and default Gateway of the NAS on this
page.

= s m E P : X
) = — T 4 o
|_~3.~ = - L= v - ' o
General Storage Netwaork Security Hardware Power Motification Firmware Backup / External
Settings Manager Update Restore Device ~A
TCP/IP Wi-Fi IPvE Service Binding Proxy DDNS Service
IP Address
Edit Link Interface DHCP 1P Address Subnet Mask Gateway MAC address Speed MTU
=] Ethernetl Yes 192.168.0.17 255.255.255.0 192.168.0.1 00:08:9B:C2:41:FF 100Mbps 1500
] 1 3
DNS Server Default Gateway
@ Obtain DNS server address automatically: @ Use the settings from:  Ethernet 1 "
Use the following DNS server address:
Primary DNS server:
Secondary DNS server:
. Apply to All

Click to edit the network settings. For the NAS with two LAN ports, users can
connect both network interfaces to two different switches and configure the TCP/IP
settings. The NAS will acquire two IP addresses which allow access from two different
subnets. This is known as multi-IP settings*. When using the Finder to detect the NAS
IP, the IP of the Ethernet 1 will be shown in LAN 1 only and the IP of the Ethernet 2 will
be shown in LAN 2 only. To use the port trunking mode for dual LAN connection, see
section (iii).

* TS-110, TS-119, TS-210, TS-219, TS-219P, TS-119P+, TS-219P+, TS-112, and TS-
212 provide one Giga LAN port only therefore do not support dual LAN configuration or
port trunking.

IP Address
Edit  Link Interface DHCP 1P Address Subnet Mask Gateway MAC address Speed MTU
@ Ethernetl Yes 192.168.0.17 255.255.255.0 192.1568.0.1 00:08:9B:C9:41:FF 100Mbps 1500
« m v

Network Parameters

200



Under the Network Parameters tab on the TCP/IP Property page, configure the following

settings:
TCP/IP - Property R
Metwork Parameters Advanced Options DHCP server
Metwork Speed: Auto-negotiation v

@ Obtain IP address settings automatically via DHCP

Use static IP address

Select Jumbo Frame setting: 1500 ot

Apply Cancel

Network Speed
Select the network transfer rate according to the network environment to which the NAS
is connected. Select auto negotiation and the NAS will adjust the transfer rate

automatically.

Obtain the IP address settings automatically via DHCP

If the network supports DHCP, select this option and the NAS will obtain the IP address
and network settings automatically.

Use static IP address

To use a static IP address for network connection, enter the IP address, subnet mask,

and default gateway.

Jumbo Frame Settings (MTU)
This feature is not supported by TS-509 Pro, TS-809 Pro, and TS-809U-RP.

“Jumbo Frames” refer to the Ethernet frames that are larger than 1500 bytes. It is
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designed to enhance Ethernet networking throughput and reduce the CPU utilization of
large file transfers by enabling more efficient larger payloads per packet.
Maximum Transmission Unit (MTU) refers to the size (in bytes) of the largest packet that

a given layer of a communications protocol can transmit.

The NAS uses standard Ethernet frames: 1500 bytes by default. If the network
appliances support Jumbo Frame setting, select the appropriate MTU value for the
network environment. The NAS supports 4074, 7418, and 9000 bytes for MTU.

Note: The Jumbo Frame setting is valid in Gigabit network environment only. All the

network appliances connected must enable Jumbo Frame and use the same MTU value.

Advanced Options

A Virtual LAN (VLAN) is a group of hosts which communicate as if they were attached to
the same broadcast domain even if they were located in different physical locations. The
NAS can be joined to a VLAN and configured as a backup storage of other devices on the
same VLAN.

To join the NAS to a VLAN, select “Enable VLAN” and enter the VLAN ID (a value
between 0 and 4094). Please keep the VLAN ID safe and make sure the client devices
are able to join the VLAN. If you forgot the VLAN ID and were not able to connect to the
NAS, you would need to press the reset button of the NAS to reset the network
settings. Once the NAS is reset, the VLAN feature will be disabled. If the NAS supports
two Gigabit LAN ports and only one network interface is configured to enable VLAN, you

may also connect to the NAS via the other network interface.
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TCP/IP - Property %)

Metwork Parameters Advanced Options DHCP server

7] Enable VLAN (802.1Q)

Mote: Please make sure yvour client devices are able to join the VLAN in order to
connect to the NAS; or vou will not be able to connect to the MAS and may need to
reset the network settings of the NAS to disable VLAN.

Apply Cancel

Note: The VLAN feature is supported by Intel-based NAS models only. Please visit
http://www.gnap.com for details.

DHCP Server

A DHCP (Dynamic Host Configuration Protocol) server assigns IP addresses to the clients
on a network. Select “Enable DHCP Server” to set the NAS a DHCP server if there is none

on the local network where the NAS locates.

Note:

e Do not enable DHCP server if there is one the local network to avoid IP address
conflicts or network access errors.

e The DHCP server option is available to Ethernet 1 only when both LAN ports of a dual

LAN NAS are connected to the network and configured as standalone IP settings.

Start IP, End IP, Lease Time: Set the range of IP addresses allocated by the NAS to
the DHCP clients and the lease time. The lease time refers to the time that an IP address
is leased to the clients. During that time, the IP will be reserved to the assigned client.

When the lease time expires, the IP can be assigned to another client.
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WINS Server (optional): WINS (Windows Internet Naming Service) resolves Windows
network computer names (NetBIOS names) to IP addresses, allowing Windows computers
on a network to easily find and communicate with each other. Enter the IP address of

the WINS server on the network if available.

DNS Suffix (optional): The DNS suffix is used for resolution of unqualified or incomplete

host names.

TFTP Server & Boot File (optional): The NAS supports PXE booting of network devices.
Enter the IP address of the TFTP server and the boot file (including directory on the
TFTP server and file name). For remote booting of the devices, enter the public IP

address of the TFTP server.

TCP/IP - Property ®

Metwork Parameters Advanced Options DHCP server

m

Apply Cancel

(ii) DNS Server
A DNS (Domain Name Service) server translates between a domain name (such as

google.com) and an IP address (74.125.31.105). Configure the NAS to obtain a DNS

server address automatically or specify the IP address of a DNS server.
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L)

E ® 4 & @ 0 ® 8 % o

e >

General Storage Network Security Hardware Power Motification Firmware Backup / External
Settings Manager Update Restore Device &
TCP/IP Wi-Fi IPVE Service Binding Praxy DDNS Service
-
IP Address
Edit Link Interface DHCP 1P Address Subnet Mask Gateway MAC address Speed MTU
@ Ethernetl Yes 192.168.0.17 255.255.255.0 192.168.0.1 00:08:9B:C9:41:FF 100Mbps 1500
« I 3
DNS Server Default Gateway
@ (Obtain DNS server address automatically: @ Use the settings from:  Ethernet 1 »
Use the following DNS server addrass:
Primary DNS server:
Secondary DNS server: ] | A

. Apply to All

Primary DNS Server: Enter the IP address of the primary DNS server.
Secondary DNS Server: Enter the IP address of the secondary DNS server.

Note:
e Please contact the ISP or network administrator for the IP address of the primary and

the secondary DNS servers. When the NAS plays the role as a terminal and needs to

perform independent connection, for example, BT download, enter at least one DNS

server IP for proper URL connection. Otherwise, the function may not work properly.
e If you select to obtain the IP address by DHCP, there is no need to configure the

primary and the secondary DNS servers. In this case, enter *0.0.0.0".

(iii) Default Gateway

Select the gateway settings to use if both LAN ports have been connected to the

network (dual LAN NAS models only).
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E =

General Storage

Settings Manager

TCP/IP Wi-Fi IPvE
IP Address

Edit Link Interface

@ Ethernetl

DNS Server

Primary DNS server:

Secondary DNS server:

. Apply to All_

v fa)

(]

2 LB
Network Security Hardware
Service Binding Praxy DDNS Service
DHCP IP Address
Yes 192.168.0.17

@ ©Obtain DNS server address automatically: @

Use the following DNS server addrass:

¢ ® B =
Power Motification Firmware Backup /
Update Restore
Subnet Mask Gateway MAC address Speed
255.255.255.0 192.168.0.1 00:08:9B:C9:41:FF 100Mbps

Default Gateway
Use the settings from:  Ethernet 1 e

External
Device

MTU
1500

m

(iv) Port Trunking

Applicable to NAS models with two or more LAN ports only.

The NAS supports port trunking which combines two Ethernet interfaces into one to
increase the bandwidth and offers load balancing and fault tolerance (also known as
failover). Load balancing is a feature which distributes the workload evenly across two

Ethernet interfaces for higher redundancy. Failover is the capability to switch overto a

standby network interface (also known as the slave interface) when the primary network

interface (also known as the master interface) does not correspond correctly to maintain

high availability.

To use port trunking on the NAS, make sure at least two LAN ports of the NAS have

been connected to the same switch and the settings described in sections (i) and (ii)

have been configured.

Follow the steps below to configure port trunking on the NAS:
1. Click “Port Trunking”.
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A - [l o)
L = A, LB ] \4 - |
General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update O
TCPAIP. || Wi-Fi IPvE Service Binding Proxy DDNS Service
A
IP Address
Port Trunking
Edit Link Interface DHCP IP Address Subnet Mask Gateway MAC add
Q Ethernetl Yes 10.8.12.153 255.255.254.0 10.8.12.1 00:08:9E
[~] Ethernet2 Yes 10.8.12.53 255.255.254.0 0.0.0.0 00:08:9E
| m 3

2. Select the network interfaces for a trunking group (Ethernet 142, Ethernet 344,
Ethernet 546, or Ethernet 748). Choose a port trunking mode from the drop-down menu.

The default option is Active Backup (Failover).

FF
TCP/IP - Port Trunking 5
Select the port trunking membership and mode. Please note that
incompatible mode settings might cause the network interface to hang or
affect the overall performance. For more information, please click here.
it ik Trunking Group 1
nterface andalone e B |V
Balance-rr
Ethernet 1 ) Active Backup
Balance XOR
Ethernet 2 @ Broadcast
IEEE 802.3ad
Use the settings from: | Ethernet 1 e Balance-tlb
Balance-alb
Apphy Cancel
L

”

3. Select a port trunking group to use. Click “Apply”.
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TCP/IP - Port Trunking

Select the port trunking membership and mode. Flease note that
incompatible mode settings might cause the network interface to hang or

affect the overall performance. For more information, please click here.

Trunking Group 1

Interface Standalone Active Backup | ¥
Ethernet 1 @
Ethernet 2 @

b

Use the settings from:  Trunking Group 1 (Ethernet 1+2)

Apply Cancel
L =
4. Click “here” to connect to the login page.
=] j..( [al E 0
|_."‘; S > W | v - '
General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update &
TCP/IP Settings
The TCP/IP settings are being configured. Please wait and use the following link to connect to the server. If you cannot connect
to the server, please use the Finder to find the new IP of the server.
Configuration completed. Click o connect to the login page.
5. Click the Edit button under “IP Address” to edit the network settings.
TCP/IP Wi-Fi IPv6E Service Binding Proxy DDNS Service
IP Address
I Port Trunking
Edit | Link Interface DHCP IF Address Subnet Mask Gateway MAC address Speed MTU
@ Ethernet 1+2 Yes 10.8.12.153 255.255.254.0 10.8.12.1 00:08:9B:CF:05:9E 100Mbps 1500

Note: Make sure the Ethernet interfaces are connected to the correct switch and the
switch has been configured to support the port trunking mode selected on the NAS.

The port trunking options available on the NAS:
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Field

Description

Switch Required

Balance-rr
(Round-Robin)

Round-Robin mode is good for general purpose
load balancing between two Ethernet interfaces.
This mode transmits packets in sequential order
from the first available slave through the last.
Balance-rr provides load balancing and fault

tolerance.

Supports static
trunking. Make sure
static trunking is
enabled on the

switch.

Active Backup

Active Backup uses only one Ethernet interface.
It switches to the second Ethernet interface if
the first Ethernet interface does not work
properly. Only one interface in the bond is
active. The bond's MAC address is only visible
externally on one port (network adapter) to
avoid confusing the switch. Active Backup mode

provides fault tolerance.

General switches

Balance XOR Balance XOR balances traffic by splitting up Supports static
outgoing packets between the Ethernet trunking. Make sure
interfaces, using the same one for each specific |static trunking is
destination when possible. It transmits based on |enabled on the
the selected transmit hash policy. The default switch.
policy is a simple slave count operating on Layer
2 where the source MAC address is coupled with
destination MAC address. Alternate transmit
policies may be selected via the
xmit_hash_policy option. Balance XOR mode
provides load balancing and fault tolerance.

Broadcast Broadcast sends traffic on both network Supports static

interfaces. This mode provides fault tolerance.

trunking. Make sure
static trunking is
enabled on the

switch.

IEEE 802.3ad
(Dynamic Link
Aggregation)

Dynamic Link Aggregation uses a complex
algorithm to aggregate adapters by speed and
duplex settings. It utilizes all slaves in the active
aggregator according to the 802.3ad

specification. Dynamic Link Aggregation mode

Supports 802.3ad
LACP
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provides load balancing and fault tolerance but
requires a switch that supports IEEE 802.3ad
with LACP mode properly configured.

Balance-tlb
(Adaptive
Transmit Load

Balancing)

Balance-tlb uses channel bonding that does not
require any special switch. The outgoing traffic
is distributed according to the current load on
each Ethernet interface (computed relative to
the speed). Incoming traffic is received by the
current Ethernet interface. If the receiving
Ethernet interface fails, the other slave takes
over the MAC address of the failed receiving
slave. Balance-tlb mode provides load balancing

and fault tolerance.

General switches

Balance-alb
(Adaptive Load

Balancing)

Balance-alb is similar to balance-tlb but also
attempts to redistribute incoming (receive load
balancing) for IPV4 traffic. This setup does not
require any special switch support or
configuration. The receive load balancing is
achieved by ARP negotiation sent by the local
system on their way out and overwrites the
source hardware address with the unique
hardware address of one of the Ethernet
interfaces in the bond such that different peers
use different hardware address for the server.
This mode provides load balancing and fault

tolerance.

General switches

210




Wi-Fi

To connect the NAS to a Wi-Fi network, plug in a wireless dongle into a USB port of the
NAS. The NAS will detect a list of wireless access points. You can connect the NAS to
the Wi-Fi network in two ways.

Note:

e The wireless connection performance depends on many factors such as the adapter
model, the USB adapter's performance, and the network environment. For higher
connection performance, you are recommended to use wired connection.

e The system supports only one USB Wi-Fi dongle at a time.

A.Connect to an existing Wi-Fi network:

A list of Wi-Fi access points with signal strength are displayed on the “Wi-Fi Network

Connection” panel.

Wi-Fi Network Connection

Connect to a Wi-Fi network

Rescan [¥] show all
Network name (SSID) Signal qua... | Protocol Status Actions
-~
'_ | QNAP2F_Room4 doff00g8888 soz.11bfg/n Connected @@
L1 QNAPZF_2.4G JA0R0GEAAA s02.11b/a/n @
ADSL001 JA0R0G0808 s02.11b/a/n %
AXIMCom2 J800008088 s02.11b/g/n =
£y rees NERNNAREMA 02.11b/g/n 2
. SR erate—Tre i

Icons and Options Description
Rescan To search for the Wi-Fi networks in range.
1 (secured This icon shows that the Wi-Fi network requires a network key;
network) enter the key to connect to the network.
To connect to Wi-Fi network. If a security key is required, you
(Connect) .
will be prompted to enter the key.
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= To edit the connection information. You may also select to
(Edit)

connect to the Wi-Fi network automatically when it is in range.

@ (Disconnect) To disconnect from the Wi-Fi network.

@ (Remove) To delete the Wi-Fi network profile from the panel.

Select this option to display all the available Wi-Fi networks.
Show all Unselect this option to show only the configured network

profiles.

Click “"Rescan” to search for available Wi-Fi networks in range. Select a Wi-Fi network to

connect to and cIick. Enter the security key if it is a security-key enabled network.

Click “"Next” and the NAS will attempt to connect to the wireless network.

r

Quick Configuration Wizard

Network Security Information

Type the network security key:

Security Key:

Step 1/2 Mext Cancel
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Wi-Fi Network Connection
Connect to a Wi-Fi network

Rescan

MNetwork name (SSID)

Y ADsLo0Z

L1 Q_DQV_linksys
Y APP-TEST

'_ | QNAP2F_2.4G

Y alan

Y| show all
Signal qua... | Protocol Status Actions
IOABA0AAAE s02.11bfg/n # |
JAEB888888 soz.11b/g/n =
1000000808 so2.11bfg/n = .
HEREAMAABN s02.11b/g/n | Connecting (m](&2)[%)
J000000a08 so2.11bfg/n Eal
" a— =

You can view the status of the configured network profiles.

Message Description
Connected The NAS is currently connected to the Wi-Fi network.
Connecting The NAS is trying to connect to the Wi-Fi network.

SSID

Out of range or hidden | The wireless signal is not available or the SSID is not

broadcast.

Failed to get IP

The NAS is connected to the Wi-Fi network but could not get
an IP address from the DHCP server. Please check the router

settings.

Association failed

The NAS cannot connect to the Wi-Fi network. Please check

the router settings.

Incorrect key

The security key entered is incorrect.

Auto connect

Automatically connect to the Wi-Fi network if it is in range.
The auto connection function is not supported if the SSID of

the Wi-Fi network is not broadcast.

B.Manually connect to a Wi-Fi network:

To manually connect to a Wi-Fi network that does not broadcast its SSID (network

name), click “"Connect to a Wi-Fi network”.

Wi-Fi Network Connection

Connect to a Wi-Fi network
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You can choose to connect to an ad hoc network in which you can connect to any

wireless devices without the need for an access point.

Connect to a Wi-Fi network

Connect to a Wi-Fi network

@ I wantto connectto a Wi-Fi network

I want to connect to a Wi-Fi ad hoc network

Step 1/4 Mext Cancel

[

Enter the network name (SSID) of the wireless network and select the security type.

¢ No authentication (Open): No security key required.

e WEP: Enter up to 4 WEP keys and choose 1 key to be used for authentication.

e WPA-Personal: Choose either the AES or TKIP encryption type and enter the
encryption key.

e WPA2-Personal: Enter a security key.
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Connect to a Wi-Fi network

Wi-Fi Network Property

Metwork name: QNAPHQ

Security type: Mo authentication (Open) 4

hENG authentication (Open)
WEFP
WPA-Personal
WPAZ-Personal

[l Connect automatically w

Step 2/4 Back Mext Cancel

Note:

e The WEP key must be exactly 5 or 13 ASCII characters; or exactly 10 or 26
hexadecimal characters (0-9 and A-F).

e If you have trouble connecting to an encrypted wireless network, check the wireless
router/AP settings and change the transfer rate from “N-only” mode to “B/G/N mixed”
or similar settings.

e Users of Windows 7 with WPA2 encryption cannot establish ad-hoc connection with
the NAS. Please change to use WEP encryption on Windows 7.

¢ A fixed IP address is required for the wireless interface in order to establish an ad-hoc

connection.

Type in the security key.
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Connect to a Wi-Fi network

Wi-Fi Network Property

MNetwork name: QNAPHQ
Security type: WPAZ-Personal 20
Encryption type: AES

Security Key:

[C] Connect automatically when the Wi-Fi network is in range

Step 2/4 Back Mext Cancel

Click “Finish” after the NAS has added the Wi-Fi network.

r
Connect to a Wi-Fi network
Wi-Fi Network Property
The system is trying to connect to a Wi-Fi network.
Click FINISH to exit.
Step 4/4 Finish
L

To edit the IP address settings, cIick. You can select to obtain the IP address

automatically by DHCP or configure a fixed IP address.
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TCPLIP. Wi-Fi IPvE Service Binding Proxy DDONS Service
| 1 i

IP Address
Edit  Link Interface DHCP IF Address Subnet Mask Gateway MAC address
@ WLAN 1 Yes 10.8.14.6 255.255.254.0 0.0.0.0 00:14:D1:60:D

1"

If the Wi-Fi connection is the only connection between the NAS and the router/AP, you
must select "WLAN1"” as the default gateway in “Network” > “TCP/IP” page. Otherwise,

the NAS will not be able to connect to the Internet or communicate with another

network.
i A G m
% S > LB v -
General Storage Netwoaork Security Hardware Power Notification
Settings Manager o
TCP/IP Wi-Fi IPVE Service Binding Proxy DDNS Service
IP Address
Port Trunking
Edit  Link Interface DHCP IF Address Subnet Mask Gateway MAC addre
@ Ethernetl Yes 10.8.12.153 255.255.254.0 10.8.12.1 00:08:9B:
Q Ethernet2 Yes 0.0.0.0 0.0.0.0 0.0.0.0 00:08:98:
4 | (1] F
DNS Server Default Gateway
" Obtain DNS server address automatically Use the settings from: | WLAN 1 e
@ Use the following DNS server address:
Primary DNS server: 10 .8 |13 L230
Secondary DNS server: 0 Al .0 |0
Apply
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IPv6

The NAS supports IPv6 connectivity with “stateless” address configurations and RADVD
(Router Advertisement Daemon) for IPv6, RFC 2461 to allow the hosts on the same
subnet to acquire IPv6 addresses from the NAS automatically. The NAS services which
support IPv6 include:

e Remote replication

e Web Server

o FTP

e iSCSI (Virtual disk drives)

e SSH (putty)

=] g ‘A E 0 @
L - LT 1 E
2 8 A & v @
General Storage Netwark Security Hardware Power MNotification Firmware
Settings Manager Update o
TCP/IP Wi-Fi IPvE Service Binding Proxy DDNS Service
IP Address

[¥] Enable 1Pve

Edit  Link Interface Auto Configu... IPv6 Address Prefix .. Gateway
[~ Ethernet1  Yes fe80::208:0bff:feco:4.. 64
DNS Server
(L Apply Al

m

To use this function, select the option “Enable IPv6” and click “"Apply”. The NAS will
restart. After the system restarts, login the IPv6 page again. The settings of the IPv6

interface will be shown. Click to edit the settings.
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IPv6 - Property (o>

@ IPva Auto-Configuration

Use static IP address

Apply Cancel

m

IPv6 Auto Configuration

If an IPv6 enabled router is available on the network, select this option to allow the NAS

to acquire the IPv6 address and the configurations automatically.

Use static IP address

To use a static IP address, enter the IP address (e.g. 2001:bc95:1234:5678), prefix

length (e.g. 64), and the gateway address for the NAS. You may contact your ISP for

the information of the prefix and the prefix length.

e Enable Router Advertisement Daemon (radvd): To configure the NAS as an IPv6 host
and distribute IPv6 addresses to the local clients which support IPv6, enable this

option and enter the prefix and prefix length.

IPv6 DNS server
Enter the preferred DNS server in the upper field and the alternate DNS server in the
lower field. Contact the ISP or network administrator for the information. If IPv6 auto

configuration is selected, leave the fields as “::".
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Service Binding

The NAS services run on all available network interfaces by default. To bind the services

to one or more specific network interfaces (wired or wireless), enable service binding.

E 8 £ &G @& ¢ =« @8

e =
Motification Firmware

General Storage Network Security Hardware Power
Settings Manager Update At
TCR/IP Wi-Fi IPvE Service Binding Proxy DDNS Service

The NAS services run on all available network interfaces by default. To bind the services to one or more specific network
interfaces (wired or wireless), enable service binding and configure the settings. The users will only be able to connect to the

services via the specified network interface(s).

[[] Enable Service Binding

Apply

lApply Al )

Note: The service binding feature is only available for the NAS with more than one

network interfaces (wired and wireless).

The available network interfaces on the NAS will be shown. All the NAS services run on
all network interfaces by default. Select at least one network interface that each service

should be bound to. Then click "Apply”. The users will only be able to connect to the

services via the specified network interface(s).

If the settings cannot be applied, click “"Refresh” to list the current network interfaces on

the NAS and configure service binding again.
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r e T .
E 8 £ G @R ¢ = @8
General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update hA
TCP/IP Wi-Fi IPvG Service Binding Proxy DDNS Service
| Enable Service Binding . “
Refresh || Use Default value |
Ethernetl Ethernet2
Network Services ¥
Microsoft Networking &
Apple Netwarking & il |
NFS Service e )
FTP Service e |
iSCSI Service | El|
TFTP Service E| |
Management Services ¥
NAS Web Management Interface '@ )
SSH Service | ] :
Telnet Service |
SNMP )
Applications & ¥
Web Server '@ ]| el
iTunes Server e )
MySQL Server ™ i}
RTRR Server | El|
Rsync Server & &
Apply i
LApply Al

Note: After applying the service binding settings, the connection of the currently online
users will be kept even if they were not connecting to the services via the specified
network interface(s). The specified network interface(s) will be used for the next

connected session.

Proxy
Enter the proxy server settings to allow the NAS to access the Internet through a proxy

server for live update of the firmware, virus definition update, and App add-ons

download.
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-

e

General Storage Network Security Hardware Power Motification Firmware
Settings Manager Update
TCR/IP Wi-Fi IPvE Service Binding Pma || DDNS Service

Use a proxy server
Proxy server: http://

Port number:

[C] Authentication

Apply
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DDNS Service

To allow remote access to the NAS using a domain name instead of a dynamic IP

address, enable the DDNS service.

= 3 [a] E ) 0 g

xz 8 A LB v -
General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update &
TCR/IP Wi-Fi IPv6 Service Binding Proxy DDNS Service

DDNS Service

[l Enable Dynamic DNS Service

m

Enter the account information you registered with the DDNS provider

Current WAN IP: 61.62.220.74

L Apply Al

The NAS supports the DDNS providers: http://www.dyndns.com, http://update.ods.org,
http://www.dhs.org, http://www.dyns.cx, http://www.3322.0rg, http://www.no-ip.com.
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4.4 Security

Security Level

Specify the IP address or the network domain from which the connections to the NAS
are allowed or denied. When the connection of a host server is denied, all the protocols

of that server are not allowed to connect to the NAS.

After changing the settings, click "Apply” to save the changes. The network services will

be restarted and current connections to the NAS will be terminated.

= vaf ml E o @
Tt — wr 1 :
& =S 5 LB . -
General Storage Network Security Hardware Fower Notification Firmware
Settings Manager Update A
Security Level Network Access Protection Certificate & Private Key

@ Allow all connections
7 Deny connections from the list

7 Allow connections from the list only

Enter the IP address or network from which the connections to this server will be allowed or rejected.

m

[T cenre IP Address or Network Domain Time Left for IP Blocking

Apply

L Apply Al
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Network Access Protection

The network access protection enhances system security and prevents unwanted
intrusion. You can block an IP for a certain period of time or forever if the IP fails to login

the NAS from a particular connection method.

b i ]
General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update b
Security Level Network Access Protection Certificate & Private Key
[¥] Enable Metwork Access Protection
The network access protection enhances system security and prevents unwanted intrusion. You can block an IP for a certain
E:;i:lc.:l of time or forever if the IP fails to login the NAS from a particular connection method. Check the blocked's IP at Security
¥ ssH:
In| 1 minute v |, after unsuccessful attempts for 5 time(s) v |, block the IP for 5 minutes 2
¥ Telnet:
In| 1 minute v |, after unsuccessful attempts for 5 time(s) v |, block the IP for 5 minutes o
¥ HTTR(S):
In| 1 minute v |, after unsuccessful attempts for 5 time(s) v |, block the IP for 5 minutes 7 El
¥ FTP:
In| 1 minute v |, after unsuccessful attempts for 5 time(s) v |, block the IP for 5 minutes o
¥ samBA:
In| 1 minute v |, after unsuccessful attempts for 5 time(s) v |, block the IP for 5 minutes 2
& AFp:
In| 1 minute v |, after unsuccessful attempts for 5 time(s) v |, block the IP for 5 minutes o
Apply
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Certificate & Private Key

The Secure Socket Layer (SSL) is a protocol for encrypted communication between the
web servers and the web browsers for secure data transfer. You can upload a secure
certificate issued by a trusted provider. After uploading a secure certificate, users can
connect to the administration interface of the NAS by SSL connection and there will not
be any alert or error message. The NAS supports X.509 certificate and private key only.
e Download Certificate: To download the secure certificate which is currently in use.

e Download Private Key: To download the private key which is currently in use.

o Restore Default Certificate & Private Key: To restore the secure certificate and private

key to system default. The secure certificate and private key in use will be

overwritten.
— I ;‘{ ,51 o -
5 B %01 § =
= 8 N v = 8
General Storage Netwark Security Hardware Power Notification Firmware
Settings Manager Update hA
Security Level Network Access Protection Certificate & Private Key

You can upload a secure certificate issued by a trusted provider.After you have uploaded a secure certificate successfully, you can
access the administration interface by SSL connection and there will not be any alert or error message.

If you upload an incorrect secure certificate, you may not be able to login the server via 55L. To resaolve the problem, you can restore
the secure certificate to default and access the system again.

Status: default secure certificate being used

Download Certificate Download Private Key Restore Default Certificate & Private Key
Certificate:please enter a certificate in X.509PEM format below. View Sample
Private Key:please enter a certificate or private key in X.509PEM format below. View Sample
Clear Upload
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4.5 Hardware

Configure the hardware functions of the NAS.

General
| ] v ‘al E D =3
t gt - i |
I gl /A_‘, L‘_ﬂ Wy _Q_'f )
General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update <
General Buzzer Write Cache Smart Fan

7] Enable configuration reset switch

7] Enables hard disk standby mode: The status LED will turn off if there is no access within
Time: 30 minutes ¥ &

[¥] Enables the light signal alert when the free storage size is less than the value
Size: 3072 MB

[ Enable write cache (EXT4 delay allocation)

L Apply All

Enable configuration reset switch
When this function is turned on, you can press the reset button for 3 seconds to reset
the administrator password and the system settings to default. The disk data will be

retained.

System

Basic system reset
(1 beep)

Advanced system reset
(2 beeps)

All NAS models

Press the reset button for 3 sec

Press the reset button for 10 sec

Basic system reset (3 sec)

After pressing the reset button for 3 seconds, a beep sound will be heard. The following

settings will be reset to default:

System administration password: admin.

TCP/IP configuration: Disable Jumbo Frame.
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TCP/IP configuration: Obtain IP address settings automatically via DHCP.

TCP/IP configuration: If port trunking is enabled (dual LAN models only), the port




trunking mode will be reset to “Active Backup (Failover)”.

System port: 8080 (system service port).

Security level: Low (Allow all connections).

LCD panel password: (blank)*.
VLAN will be disabled.

Service binding: All NAS services run on all available network interfaces.

*This feature is only provided by the NAS models with LCD panels. Please visit http://
www.gnap.com for details.

Advanced system reset (10 sec)

After pressing the reset button for 10 seconds, you will hear two beeps at the third and
the tenth seconds. The NAS will reset all the system settings to default as it does by
the web-based system reset in “"Administration” > “"Restore to Factory Default” except all
the data are reserved. The settings such as the users, user groups, and the shared
folders previously created will be cleared. To retrieve the old data after advanced
system reset, create the same shared folders on the NAS and the data will be accessible

again.

Enable hard disk standby mode
This option allows the hard drives on the NAS to enter standby mode if there is no disk

access within the specified period.

Enable light signal alert when the free size of SATA disk is less than the value:
The status LED flashes red and green when this option is turned on and the free space
of the SATA hard drive is less than the value. The valid range of the value is 1-51200
MB.

Enable write cache (EXT4 only)

If the disk volume of the NAS is formatted as EXT4, turn on this option for higher write
performance. Note that an unexpected system shutdown may lead to incomplete data
transfer when data write is in process. This option will be turned off when any of the
following services is enabled: Download Station, MySQL service, user quota, and
Surveillance Station. You are recommended to turn this option off if the NAS is set as a

shared storage in a virtualized or clustered environment.

Enable warning alert for redundant power supply on the web-based interface:

If two power supply units (PSU) are installed on the NAS and connected to the power
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sockets, both PSU will supply the power to the NAS (applied to 1U and 2U models). Turn
on the redundant power supply mode in "System Settings” > “Hardware” to receive
warning alert for the redundant power supply. The NAS will sound and record the error
messages in “System Logs” when the PSU is plugged out or does not correspond

correctly.

If only one PSU is installed on the NAS, do NOT enable this option.

General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update "
General Buzzer Smart Fan

—— i

Enable configuration reset switch

Enables hard disk standby mode: The status LED will turn off if there is no access within

Time: 30 minutes v | &

[¥] Enables the light signal alert when the free storage size is less than the value (Only support simple volume.)
Size: 3072 MB

[¥] Enable write cache (EXT4 delay allocation)

Enable Redundant Power Supply Mode

* This function is disabled by default.
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Buzzer

Enable alarm buzzer
Turn on this option to allow the alarm buzzer to beep when certain system operations
(startup, shutdown, or firmware upgrade) are executed or system events (error or

warning) occur.

:"i ﬁ /"(_u L?é E \‘J Q; g

General Storage MNetwaork Security Hardware Power Motification Firmware
Settings Manager Update &
General Buzzer Write Cache Smart Fan

——

Enable Alarm Buzzer
[¥] system operations (startup, shutdown, and firmware upgrade)

[¥] system events (error and warning)

ML&LL_,'
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Write Cache

Better write performance can be obtained when this option is enabled. Please not that
an unexpected system shutdown might cause incomplete data transfer when data write

is in progress. This option will be disabled when Download Station or MySQL service is
enabled.

E & < G @M ¢ ® 8

General Storage MNetwork Security Hardware

Power Motification Firmware
Settings Manager

Update b

General Buzzer Write Cache Smart Fan

You can gain better write performance when this option is enabled. Please note an unexpected system shutdown might cause

incomplete data transfer when data write is in process. This option will be disabled when Download Station or MySQL service is
enabled.

[¥] Enable write cache (EXT4 delay allocation)

(. Apply Al )
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Smart Fan

E 8 £ G @& ¢ @

General Storage MNetwaork Security Hardware Power Motification
Settings Manager
General Buzzer Write Cache Smart Fan
| e —
Fan rotation speed settings: | Enable Smart Fan (recommended) v

@ When ALL of the following temperature readings are met the fan will rotate at low speed:
-The system temperature is lower than 40°C (104°F).
When ANY of the following temperature readings are met the fan will rotate at high speed:
-The system temperature is higher than or equal to 57°C (135°F).
-The hard drive temperature is higher than or equal to 50°C (122°F).

When the system temperature is lower than . v, stop fan rotation.

a

Firmware
Update &

Smart Fan Configuration

e Enable smart fan (recommended)

Select to use the default smart fan settings or define the settings manually. When the

system default settings are selected, the fan rotation speed will be automatically

adjusted when the NAS temperature, CPU temperature, and hard drive temperature

meet the criteria. It is recommended to enable this option.

e Set fan rotation speed manually

By manually setting the fan rotation speed, the fan rotates at the defined speed

continuously.
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4.6 Power

You can restart or shut down the NAS, specify the behavior of the NAS after a power

recovery, and set the schedule for automatic system power on/off/restart on this page.
EuP Mode Configuration
EuP (also Energy-using Products) is a European Union (EU) directive designed to improve

the energy efficiency of electrical devices, reduce use of hazardous substances,

increase ease of product recycling, and improve environment-friendliness of the product.

2 8 A G i . -
] - \\. v
|_\.‘f‘.' = > .8 1 - '
General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update &

EuP Mode Configuration

@ Enable
| Disable
Note: When EuP is enabled, the Wake on LAN, AC power resumption, and power schedule settings will be disabled so that the
server maintains low power consumption (less than 1W) when the server is powered off.
Apply
LApply Al

When EuP is enabled, the following settings will be affected so that the NAS maintains
low power consumption (less than 1W) when the NAS is powered off:

¢ Wake on LAN: Disabled.

e AC power resumption: The NAS will remain off after the power restores from an outage.
e Scheduled power on, off, restart settings: Disabled.

When EuP is disabled, the power consumption of the NAS is slightly higher than 1W when
the NAS is powered off. EuP is disabled by default so that you can use the functions

Wake on LAN, AC power resumption, and power schedule settings properly.

This feature is only supported by certain NAS models, please visit http://www.gnap.com
for details.
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Wake-on-LAN (WOL)

Turn on this option to allow the users to power on the NAS remotely by Wake on LAN.
Note that if the power connection is physically removed (in other words, the power cable
is unplugged) when the NAS is turned off, Wake on LAN will not function whether or not

the power supply is reconnected afterwards.

& == X - i . a8
g e - LB g ‘m !
General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update o
EuP Mode Configuration Wake-on-LAN (WOL) Power Recovery Power Schedule
@ Enable
| Disable
Apply

This feature is only supported by certain NAS models, please visit http://www.gnap.com
for details.
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Power Recovery

Configure the NAS to resume to the previous power-on or power-off status, turn on, or

remain off when the AC power resumes after a power outage.

E & « G @& y =« 8

i
General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update &
EuP Mode Configuration Wake-on-LAN (WOL) Power Recovery Power Schedule

@ Resume the server to the previous power-on or power-off status.
~ Turn on the server automatically.

71 The server should remain off.

Apply

235



Power Schedule

Specify the schedule for automatic system power on, power off, or restart. Weekdays

stand for Monday to Friday; weekend stands for Saturday and Sunday. Up to 15
schedules can be set.

=1 /_‘( (&) E T @
| ] ﬁ 2 Lo U4 -
General Storage Network Security Hardware Power MNotification Firmware
Settings Manager Update &
EuP Mode Configuration Wake-on-LAN (WOL) Power Recovery Power Schedule
[¥] Enable schedule
[¥] Postpone the restart/shutdown schedule when a replication job is in progress.
Add || Remove |
Restart Monday 23 59
Shutdown Sunday 7 0
Apply

Turn on the option “Postpone the restart/shutdown schedule when replication job is in
process” to allow the scheduled system restart or shutdown to be carried out after a
running replication job completes. Otherwise, the NAS will ignore the running replication

job and execute scheduled system restart or shutdown.
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4.7 Notification

SMTP Server

The NAS supports e-mail alert to inform the administrator of system errors and warning.

To receive the alert by e-mail, configure the SMTP server.

Select an e-mail account: specify the type of e-mail account you would like to use for
e-mail alerts.

SMTP Server: Enter the SMTP server name, for example, smtp.gmail.com.

Port Number: Enter the port number for the SMTP server. The default port number is
25.

E-mail: Enter e-mail address of the alert recipient.

Username and Password: Enter the login information of the e-mail account.

Secure connection: Choose SSL or TLS to ensure a secure connection between the
NAS and SMTP server, or None based on your needs. It is advised to turn this function

on if the SMTP server supports it.

H & A G s v * 8

General Storage Network Security Hardware Power Notification Firmware

Settings Manager Update o
SMTP Server SMSC Server Alert Notification

Select an e-mail account: [ Custom e

SMTP server: mail

Port number: 465

E-mail: tester@qgnap.com

Username: tester@gnap.com

Password:

Secure connection: S5L 2

Send a Test E-mail

Apply

. Apply Al
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SMSC Server

Configure the SMSC server settings to send SMS messages to the specified phone
number(s) from the NAS. The default SMS service provider is Clickatell. You can add your

own SMS service provider by selecting “Add SMS Provider” from the drop-down menu.

When “Add SMS service provider” is selected, enter the name of the SMS provider and

the URL template text.

Note: The URL template text must follow the standard of the SMS service provider to
receive the SMS alert properly.

E & « G @& ¢ @ |

T3 - T
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General Storage Network Security Hardware Power Notification Firmware

Settings Manager Update "
SMTP Server SMSC Server Alert Notification

You can configure the SMSC settings to send instant system alerts via the SMS service provided by the SMS provider.

SMS service provider: Clickatell

[C] Enable S5L connection

SMS server login name ;
SMS server login password @

SMS server API_ID :

Apply

. Apply Al
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Alert Notification

Select the type of instant alert the NAS will send to the designated users when system

events (warning/error) occur.

2 8 A G A& ¢ = @

General Storage Metwork Security Hardware Power Motification Firmware
Settings Manager Update o
SMTP Server SMSC Server Alert Notification

Alert Notification

When a system event occurs, do the following immediately:

Send system error alert by: ¥ E-mail [ sms

Send system warning alert by: ¥ E-mail

E-mail Notification Settings

E-mail address 1:
E-mail address 2:
Send a Test E-mail

Note: The SMTP server must be configured first for alert mail delivery.

SMS Notification Settings

Country code: Afghanistan(+93) g
Cell phone No. 1: +93
Cell phone No. 2: +03

Send a Test SMS Message

Note: You must configure the SMSC server to be able to send SMS notification properly.

Apply

Al

m

E-mail Notification Settings
Specify the e-mail addresses (maximum 2) to receive instant system alert from the NAS.

SMS Notification Settings

Specify the cell phone numbers (maximum 2) to receive instant system alert from the
NAS.
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4.8 Firmware Update

Live Update

Select “"Automatically check if a newer version is available when logging into the NAS
web administration interface” to allow the NAS to automatically check if a new firmware
version is available for download from the Internet. If a new firmware is found, you will
be notified after logging in the NAS as an administrator.

Click “Check for Update” to check if any firmware update is available.

Note that the NAS must be connected to the Internet for these features to work.

= of [a P _ .
E 8 £ &G @& ¢ e @8
General Storage Netwark Security Hardware Power Notification Firmware
Settings Manager Update &
Live Update Firmware Update
Model: T5-221

Current firmware version: 4.0.0

Date: 2013/05/03
Check for Update Status:--

[¥] Automatically check if a newer version is available when logging into the NAS web administration interface.

Apply

I Apply Al
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Firmware Update

)] }‘( (a) i i 1
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General Storage Network Security Hardware Power Motification Firmware
Settings Manager Update &
Live Update Firmware Update
Maodel: T5-221
Current firmware version:  4.0.0
Date: 2013/05/03
Before updating system firmware, please make sure the product model and firmware version are correct. Follow the steps
below to update firmware: -
1. Download the release notes of the same version as the firmware from QNAP website hitp:/ /www.gnap.com/ Read the
release notes carefully to make sure you need to update the firmware.
2. Before updating system firmware, back up all disk data on the server to avoid any potential data loss during system update.
3. Click the [Browse...] button to select the correct firmware image for system update. Click the [Update System] button to
update the firmware.
Browse... Update System
Note: System update may take tens of seconds to several minutes to complete depending on the network connection status,
please wait patiently. The system will inform you when system update is completed. =

Note: If the system is running properly, you do not need to update the firmware.

Before updating the system firmware, make sure the product model and firmware version

are correct. Follow the steps below to update firmware:

1. Download the release notes of the firmware from the QNAP website http://www.qgnap.
com. Read the release notes carefully to make sure it is required to update the
firmware.

2. Download the NAS firmware and unzip the IMG file to the computer.

3. Before updating the system firmware, back up all the disk data on the NAS to avoid
any potential data loss during the system update.

4. Click “Browse” to select the correct firmware image for the system update. Click

“Update System” to update the firmware.
The system update may take tens of seconds to several minutes to complete depending

on the network connection status. Please wait patiently. The NAS will inform you when

the system update has completed.

Update Firmware by QNAP Qfinder
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The NAS firmware can be updated by the QNAP Qfinder. Follow the steps below:

1. Select a NAS model and choose “Update Firmware” from the “Tools” menu.

A2 QNAP Qfinder 40.
Servers Connect Settings [Toos Help
Map Metwork Drive

Restart Server

Shut down Server

Remote Wake Up (Wake On LAN)

@ Search Network Camera O @

SMTP Settings e B 2

Update Firmware

Resource Maonitor L

PMalex01 NetBak Replicator TS-119PII 2 3.8.1 (20121205)
TurboNAS QBack TS-221 2 4.0.0 (20130509)
AnnieNAS QGet T5-220 2 4.0.0 (20130411)
Jauss2 19office :22:: :":’1 TS-219P T © 3.8.2 (20130301)
NASBCCAEC 1oz 1o s TS-409 2 3.3.2 (0918T)

NASSBDS7S 10.8.12.125 = TS-509 € 3.8.2 (20130311)
Fan-219PI 10.8.12.130 - TS-219P T 2 3.8.3 (20130423)
Kencheah 10.8.12.133 = T5-121 2 4.0.0 (20130412)
NASD57206 10.8.12.152 - TS-120 2 4.0.0 (20130411)
NASCFOS9E 10.8.12.153 ) 4.0.0 (20130411)
NASC2E7AD 10.8.12.160 = T5-410 2 4.0.0 (20130408)
VICNAS 10.8.12.167 = TS-219PTI 2 3.8.2 (20130301)
KatyPerry 10.8.12.168 = TS-219P T 2 4.0.0 (20130508)
QNAP-FTP 10.8.12.199 = TS-509 2 3.8.0 (20121114)
jauss419uplus 10.8.13.47 B TS-419U+ 2 4.0.0 (20130322)
qgnapcherry 10.8.13.53 gtsdemogo T5-221 2 4.0.0 (20130506)
e 1N o 12 cn TC 110N M AN Nt 2nanol

On-line: 49.

|
—

7

00-08-9B-C3-7E-B2
00-08-9B-C3-42-0F
00-08-9B-D1-44-A7
00-08-9B-C3-0B-89
00-08-9B-8C-C4-EC
00-08-9B-8C-A4-79
00-08-98-C3-0B-01
00-08-9B-C5-41-EB
00-08-9B-D5-72-06
9B-CF-05-9E
00-08-9B-C2-E7-AD
00-08-9B-C2-DE-13
00-08-9B-C3-0B-7B
00-08-9B-BA-80-31
00-08-9B-C6-75-24
00-08-9B-C3-42-01

[ataWat-2al- Wl - -Wat]

m

2. Login the NAS as an administrator.

S

Login Administrator [NASCFOS9E] -
Administrator Name: admin
Administrator Password: LLIL L

[ Remember user name and password

[ OK ] ’ Cancel

3. Browse and select the firmware for the NAS. Click “Start” to update the system.
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el B B @ &

Select the systemn firmware to be instaled or updated to the system hard disk.

@ Path of system firmware image file:
C:\Users\Tate Huang\Desktop|\ TS421_201305044.0.0\T5421_201305044.0. =
Firmware Model: TS-421, Version: 4.0.0.

) Autormatically update the firmware to the latest version

Server Mame Model Mame  Version MAC Address Prog... Status
MASCFOS9E T5421 4.0.0 (201... 00-08-9B-CF-05-9E

I 1| i 3

Update all the servers with the same model number within the network

Start I Cancel |

Note: The NAS servers of the same model on the same LAN can be updated by the

Finder at the same time. Administrator access is required for system update.
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4.9 Backup/Restore

Backup/Restore Settings

¢ 2 = = .

Backup / External System System Logs
Restore Device Status b
Backup/Restore Settings Restore to Factory Default

Back up System Settings

To backup all settings, including user accounts, server name and network configuration etc., click [Backup] and select to open
or save the setting file.

Backup

Restore System Settings

To restore all settings, click [Browse...] to select a previously saved setting file and click [Restore] to confirm.

Browse...

Restore

Back up System Settings
To back up all the settings, including the user accounts, server name, network

configuration and so on, click "Backup” and select to open or save the setting file.
Restore System Settings

To restore all the settings, click "Browse” to select a previously saved setting file and

click “Restore”.
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Restore to Factory Default

To reset all the system settings to default, click "RESET” and then click "OK".

!J Caution: When “"RESET” is pressed on this page, all the disk data, user
accounts, shared folders, and system settings will be cleared and restored to
default. Always back up all the important data and system settings before

resetting the NAS.

To reset the NAS by the reset button, see “"System Settings” > “Hardware”.

- -y

© = 2
Backup / External System System Logs
Restore Device Status

Backup/Restore Settings

Restore to Factory Default

To reset all settings to default, click [Reset].

Caution: When you press [Reset] on this page, all drive data, user accounts, network shares and system settings are cleared

and restored to default. Please make sure you have backed up all the important data and system settings before resetting the
NAS.

Reset
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4.10 External Device

External Storage

The NAS supports external USB and eSATA storage devices* for backup and data
storage. Connect the external storage device to a USB or an eSATA interface of the

NAS, when the device is successfully detected, the details will be shown on this page.

-

© | = 8
-;,?‘- e ——

Backup f External System System Logs

Restore Device Status A

External Storage USE Printer UPs

Storage Information ] Format ] Eject v] Encryption Management Data sharing -
(P USBDisk1 (P USBDisk2 QP USBDisk3
Storelet PI-288 Generic

Total:698.63 GB (NTFS) || Total:465.76 GB (NTFS) || Total:2.83 GE (EXT4)
1| NN | (.

[ Used:694.64 GB [ Used:70.25 GB [JuUsed:133.12 MB
B Free:3.00 GB B Fres:295.51 GB B Free:3.70 GB
Ready Ready Ready ﬂ

Storage Information

Select a storage device and click Storage Information to check for its details.

Storage Information X
Storage Mame USRDisk2
Manufacturer PI-288
Model LUSE 2.0 Drive
Total f Free Size 455,76 GB f 39551 GB
File System MNTFS
Shared Folder LISBDiskz
Device Type sk 2.0
Status Feady
L |
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*The number of USB and eSATA interfaces supported varies by models. Please refer to

http://www.gnap.com for details.

It may take tens of seconds for the NAS server to detect the external USB or eSATA

device successfully. Please wait patiently.

Format

The external storage device can be formatted as EXT3, EXT4, FAT32, NTFS, or HFS+

(Mac only) file system. Click "Format” and select the option from the drop-down menu.

The NAS supports external drive encryption. To encrypt an external storage device, click
“Encryption”. Select the encryption method: AES 128-, 192- or 256-bit and enter the
password (8-16 characters). Select “Save encryption key” to save the password in a
hidden location on a hard drive of the NAS. The NAS will unlock the encrypted external

storage device automatically every time the device is connected. Click Format to

proceed.
Format External Storage Drive 2]
File System: @ ExT4 v
Mainly for MAS and Linus/UNIX environment
Encryption: AES 128 hits e
Password: e eeaee.n

Verify Password: e e eeaea

Save encryption key

Format Cancel

Click "OK” and all the data will be cleared.
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All disk data will be removed. Are you

. J sure?
e

(04 Cancel

The device will be “"Ready” after disk initialization.

{P USBDisk3

GEnEric
Total:3.83 GB (ExXT4)

[] Used:133.12 MB
B Frec: 270 GR
Feady _T'

Eject

“Eject” offers two different options. “Disconnect disk partition” allows you to remove a
single disk partition or a disk drive in a multi-drive enclosure. "“Remove device” allows you

to disconnect external storage devices without the risk of losing any data when the
device is removed.

First choose a device to eject, click “Eject” and then to disconnect the disk partition or
remove the device.
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Backup External System System Logs
Restore Device Status
External Storage USE Printer UPs
Storage Information ] Format ] Eject -~ Data Sharing -
Disconnect disk partition
QP USBDisk1 '(P usB Remove device
Storelet PI-288

Total:508.63 GB (NTFS) || Total:465.76 GB (NTFS)
L ]| O

[ Used:694.64 GB [ Used:70.25 GB
B Free: 209 GB M Fres: 295,51 GB
Ready Ready

Encryption management

If an external storage device is encrypted by the NAS, the button “Encryption

Management” will appear. Click this button to manage the encryption password/key, or
lock or unlock the device.

Lock the device

Note: The external storage device cannot be locked if a real-time or scheduled backup
job is running on the device. To disable the backup job, go to “Control Panel” >
“Applications” > “Backup Station” > “External Drive”.

1.To lock an encrypted external storage device, click “Encryption Management”.

2. Select “Lock this device” and click “"Next”.
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Encryption Management

Encryption Management

® Lock this device
) Manage encryption key

Mext Cancel
3. Click “Next” to lock the device.
7
Encryption Management
Encryption Management
Click "Finish" to lack the device now.
[] Do not save encryption key
Back Mext Cancel

Unlock the device

1.To unlock an encrypted external storage device, click "Encryption Management”.
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2. Select “Unlock this device”. Click “Next”.

Encryption Management

Encryption Management

® Unlock this device
(O Manage encryption key

Mest

Cancel

3. Enter the encryption password or upload the key file. Select “Save encryption key” to

save the password in a hidden location on a hard drive of the NAS. The NAS will unlock

the encrypted external storage device automatically every time the device is

connected. Click “Next”.

251



Encryption Management

Encryption Management

Unlock this device by: & Password 0 Key File
Password:

Save encryption key

Back M wt Cancel

Manage the encryption key
1.To change an encryption password or download an encryption key file, click

“Encryption Management”.

2.Select “"Manage encryption key”. Click "Next”.
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Encryption Management

Encryption Management

(O Lock this device
® Manage encryption key

MNext Cancel

3. Select to change the encryption password or download the encryption key file to the
local PC. Click “"Next”.

Encryption Management

Encryption Management

® Change encryption key
Old password: |« e e an

Mew password: « v en

Verify new 0 e e e e
password:

O Download encryption key file

Back Mext Cancel

Data Sharing
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Disk usage settings for 1-drive models.

Select one of the following settings for an external storage device connected to a 1-
drive NAS:

e Data sharing: Use the external drive for storage expansion of the NAS.
e Q-RAID 1: Configure the external drive and a local hard drive on the NAS as Q-RAID 1.
Q-RAID 1 enables one-way data synchronization from the NAS to the external storage

device but does not offer any RAID redundancy. Note that the external drive will be
formatted when Q-RAID 1 is executed.

e " u = s
“;’g" T S— [(—
Backup / External System System Logs
Restore Device Status A
External Storage USE Printer UPsS
Storage Information ] Format ] Eject - Data Sharing -
Data Sharing
(P USBDisk1 (I” USBDisk2 Q-RAID 1
Storelet PI-288

Total:508.63 GB (NTFS) || Total:465.76 GB (NTFS)
[ (-

[ used:694.64 GB [ Used:70.25 GB
Il Free:3.99 GB B Free:395.51 GB
Ready Ready

After Q-RAID 1 has been executed once, the NAS data will be automatically copied to

the external storage device whenever it is connected to the NAS.

Note:

e Only one external hard disk can be set as Q-RAID 1 at one time.
e It is recommended to use an external storage device of the same capacity as the
internal hard drive of the NAS. If the storage capacity of the external storage device

is too small to synchronize with the internal hard drive, the device can only be used
for data sharing.
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USB Printer

The NAS supports network printing sharing service over local network and the Internet in

Windows, Mac, and Linux (Ubuntu) environments. Up to 3 USB printers are supported.

To share a USB printer by NAS, connect the printer to a USB port of the NAS. The

printer will be detected automatically and the printer's information will be shown.

s © - = -
! V\;{ r— e =.
Firmware Backup / External System System Logs
Update Restore Device Status s
External Storage USE Printer Ups
R, N
Printer Info ] Printer Log Clean Up Spool Space Settings

HF Deskjet D1500 series
Ready

Maximum number of jobs per printer: | 500

Enter the IP addresses or domain names which are allowed or denied to use the printer service: ¥
Access right: Mo limit e

Printer Info

click a connected USB printer and then “Printer Info” to review printer details.
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Printer Info

Service Mame MNASCFOS9EPR.
Manufacturer HF
Madel Deskjet 01500 series
Status Feady

LI

Note:

completed.

e The NAS does not support multifunction printer.

IPP (Internet Printing Protocol) connection.

gnap.com

e Please connect a USB printer to the NAS after the software configuration is

e The file name display on the printer job table is only available for printer jobs sent via

e For the information of the supported USB printer models, please visit http://www.

Printer Log

click a connected USB printer and then “Printer Log” to view its print job history. You

can pause or cancel ongoing or pending jobs, resume paused jobs, or delete completed

or pending jobs here. To clear the history, click “Clear”.

Printer Log L2

_ Clear e
Users Source IP File name Status Action
tate 10.8.12.12 - printing @

Page 1] /1 e Display item: 1-1, Total: 1 | Show |10 |~ | Items
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Note: Do NOT restart the NAS or update the system firmware when printing is in
process or there are queued jobs. Otherwise all the queued jobs will be cancelled and

removed.

Clean Up Spool Space

click “Clean Up Spool Space to clean up the data saved in the printer spool.

Settings

click “Settings” to configure basic settings of the printer.
7

Settings 3]

Basic Settings
[C] stop printer sharing and clear print spoal
[¥] Bonjour printer support

Service Name: NASCFOS9EPR

Save Cancel

L o

Stop printer sharing and clear print spool
Select this option to temporarily disable the selected printer for print sharing. All the

data in the printer spool will also be cleared.

Bonjour printer support

Select this option to broadcast printing service to Mac users via Bonjour. Enter a service
name, which allows the printer to be found by Bonjour. The name can only contain “a-z”,

“A-Z",“0-9", dot (.), comma (,) and dash (-).

Maximum Printer Jobs and Blacklist
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Maximum number of jobs per printer: | 500

Enter the IP addresses or domain names which are allowed or denied to use the printer service: &
Access right: No limit N

‘No limit i

Allow printing

Deny printing

Looapply AL

Maximum printer jobs per printer
Specify the maximum number of printer jobs for a printer. A printer supports maximum
1,000 printer jobs. The oldest printer job will be overwritten by the newest one if the

printer has reached the maximum number of printer jobs.

Enter IP addresses or domain names to allow or deny printing access

To allow or deny particular IP addresses or domain names to use the printing service of
the NAS, select “Allow printing” or “"Deny printing” and enter the IP address(es) or
domain name(s). An asterisk (*) denotes all connections. To allow all users to use the

printer, select “"No limit”. Click "Apply” to save the settings.

Note: This feature only works for printing service configured via IPP and Bonjour, but

not Samba.
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UPS

By enabling the UPS (Uninterruptible Power Supply) support, you can protect your NAS
from abnormal system shutdown caused by power disruption. In the event of a power
failure the NAS will shut down automatically or enter auto-protection mode by probing

the power status of the connected UPS unit.

Standalone mode - USB

To operate under USB standalone mode, follow the steps below:

1. Plug in the USB cable on the UPS to the NAS.

2. Select the option “Enable UPS Support”.

3. Choose between whether the NAS will shut down or enter auto-protection mode after
AC power fails. Specify the time in minutes that the NAS should wait before
executing the option you have selected. After the NAS enters auto-protection mode,
the NAS resumes the previous operation status when the power restores.

4. Click “"Apply All” to confirm.

6 il “ === | N
M = —— J
Backup / External System System Logs
Restore Device Status &
External Storage USE Printer uPs

upPs

[¥] Enable UPS Support
[Tl Enable Network UPS Support

@ Turn off the server after the AC power fails for
minute(s): 5

I The system will enter "*auto-protection” mode after the AC power fails for

=Auto-protection: when the power restores, the system automatically resumes to its previous state

UPSs Information

NOI‘mal Manufacture: American Power Conversion

Battery capacity: [ = Model: Smart-UPS 1500
Estimated protection time: 5:35:0 (hh:mm:ss)

. Apply Al
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Standalone mode - SNMP

To operate under SNMP standalone mode, follow the steps below:

1. Make sure the NAS is connected to the same physical network as the SNMP-based
UPS.

Select the option “Enable UPS Support”.

Select “"APC UPS with SNMP management” from the “Protocol” drop down menu.
Enter the IP address of the SNMP-based UPS.

Choose between whether the NAS will shut down or enter auto-protection mode after

u kW N

AC power fails. Specify the time in minutes that the NAS should wait before
executing the option you have selected. After the NAS enters auto-protection mode,
the NAS resumes the previous operation status when the power restores.

6. Click “Apply All” to confirm.

© " m = 2
Qﬁ_f'{ e —— }
Backup / External System System Logs
Restore Device Status g
External Storage USB Printer uPs

upPs

[¥] Enable UPS Support
Protocol: APC UPS with SNMP management ¥

IP Address of UPS: 172.17.25.220

@ Turn off the server after the AC power fails for

minute(s): 5

The system will enter "*auto-protection” mode after the AC power fails for

=Auto-protection: when the power restores, the system automatically resumes to its previous state

UPS Information

NOI‘I‘I‘Ial Manufacture: American Power Conversion

Battery capacity: -- Model: apc-snmp-ups
Estimated protection time: -

. Apply Al

Network master mode

A network UPS master is responsible for communicating with network UPS slaves on the
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same physical network about critical power status. To set up your NAS with UPS as

network master mode, plug in the USB cable on the UPS to the NAS and follow the steps

below:

1. Make sure the NAS (the “UPS master”) is connected to the same physical network as
the network UPS slaves.

2. Select the option “"Enable UPS Support”.

Click “Enable network UPS Support”. This option appears only when your NAS is
connected to the UPS by a USB cable.

4. Choose between whether the NAS will shut down or enter auto-protection mode after
AC power fails. Specify the time in minutes that the NAS should wait before
executing the option you have selected. After the NAS enters auto-protection mode,
the NAS resumes the previous operation status when the power restores.

5. Enter the “IP address” of other network UPS slaves to be notified in the event of
power failure.

6. Click “Apply All” to confirm and continue the setup for the NAS systems which

operate in network slave mode below.

. Apply Al

TN ™ F === ~
* & .
Backup / External System System Logs
Restore Device Status -
External Storage USB Printer uPs
upPs

[¥] Enable UPS Support

[#] Enable Network UPS Support
Allows the following IP addresses to be notified in the event of power failure

IP address 1: 10.8.19.27
IP address 2: 23.58.11.249
IP address 3: 71.55.7.56
IP address 4: 192.168.0.55

IP address 5:
IP address &6:

@ Turn off the server after the AC power fails for

minute(s): 5

O The system will enter "*auto-protection” mode after the AC power fails for

=Auto-protection: when the power restores, the system automatically resumes to its previous state

UPS Information

NOI‘mal Manufacture: American Power Conversion
Battery capacity: | Model: Smart-UPS 1500

Estimated protection time: 3:5?:0 (hh:mm:ss)
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Network slave mode

A network UPS slave communicates with network UPS master to receive the UPS status.

To set up your NAS with UPS as network slave mode, follow the steps below:

1.

u kW N

Make sure the NAS is connected to the same physical network as the network UPS
master.

Select the option “Enable UPS Support”.

Select “"Network UPS slave” from the “Protocol” drop down menu.

Enter the IP address of the network UPS server.

Choose between whether the NAS will shut down or enter auto-protection mode after
AC power fails. Specify the time in minutes that the NAS should wait before
executing the option you have selected. After the NAS enters auto-protection mode,
the NAS resumes the previous operation status when the power restores.

Click “Apply All” to confirm.

© " m F g
Backup / External System System Logs
Restore Device Status b
External Storage USE Printer upPs

ups

[¥] Enable UPS Support

Protocol: Network UPS slave et
IP address of network UPS server: | 10.8.12.153

@ Turn off the server after the AC power fails for

minute(s): 5

' The system will enter "=auto-protection” mode after the AC power fails for

“Auto-protection: when the power restores, the system automatically resumes to its previous state

UPS Information

AC power status: -- Manufacture: —
Battery capacity: -- Model: -
Estimated protection time:  --

. Apply Al

Note: To allow the UPS device to send SNMP alerts to the QNAP NAS in case of power
loss, you may have to enter the IP address of the NAS in the configuration page of the
UPS device.

Behavior of the UPS feature of the NAS:
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In case of power loss and power recovery, the events will be logged in the “"System

Event Logs”.

During a power loss, the NAS will wait for the specified time you enter in the “UPS
Settings” before powering off or entering auto-protection mode.
If the power restores before the end of the waiting time, the NAS will remain in operation

and cancel its power-off or auto-protection action.
Once the power restores:
. If the NAS is in auto-protection mode, it will resume to normal operation.

. If the NAS is powered off, it will remain off.

Difference between auto-protection mode and power-off mode

Mode Advantage Disadvantage
Auto-protection The NAS resumes after power |If the power outage lasts until
mode recovery. the UPS is turned off, the NAS
may suffer from abnormal
shutdown.
Power-off mode The NAS will be shut down The NAS will remain off after
properly. the power recovery. Manual

power on of the NAS is

required.

If the power restores after the NAS has been shut down and before the UPS device is
powered off, you may power on the NAS by Wake on LAN* (if your NAS and UPS device
both support Wake on LAN and Wake on LAN is enabled on the NAS).

*This feature is not supported by TS-110, TS-119, TS-210, TS-219, TS-219P, TS-410,
TS-419P, TS-410U, TS-419U, TS-112, TS-212, TS-412, TS-412U. Please visit http://

www.gnap.com for details.

If the power restores after both the NAS and the UPS have been shut down, the NAS will

react according to the settings in "System Settings” > “Power Recovery”.
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E @ < 4 @& e @

General Storage Network Security Hardware Power Notification Firmware
Settings Manager Update
EuP Mode Configuration Wake-on-LAN (WOL) Power Reccwen Power Schedule

@ Resume the server to the previous power-on or power-off status.
@ Turn on the server automatically.

) The server should remain off.

Apply
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4.10.1 Windows 7

The following description applies to Windows 7.

Follow the steps below to set up your printer connection.

1. Go to Devices and Printers.

Py
-1r Getting Started

e Windows Media Center

== jason
Calculator

Documents

Sticky Notes

é% Snipping Tool
t‘_—.’&' Paint

Remote Desktop Connection

Pictures

Mussic

ames

Computer

&' Magnifier
) Control Panel

I...‘ Solitaire

Devices and Printers
Default Programs
Help and Support

All Programs Windows Secunty

|Search progranms and fil

2. Click “Add a printer”.
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W % m :
Ou # ¢ Control Panel » Hardware and Sound » Dewvices and Printers b |4-’|

Add a device Add a printer

4 Devices (1)

WICLEAN-PC

4 Printers and Faxes (2)

/

Microsoft XPS
Document Wter

3.In the Add printer wizard, click "Add a network, wireless or Bluetooth printer”.

I
() 0 Add Printer
What type of printer do you want to install?

= Add a local printer
Use this eption only if you don't have a USE printer. (Windows automatically installs USE printers
when you plug them in.)

2 Add a network, wireless or Bluetooth printer
Make sure that your computer is connected to the network, ar that your Bluetoeth or wireless
printer is turned on.

et Cancel

4. While Windows is searching for available network printers, click “"The printer that I

want isn't listed”.
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@ == Add Printer

Searching for available printers...

Printer Mame Address

Stop

=2 The printer that I want isn't listed

: Can.r.;el

5. Click “Select a shared printer by name”, and then enter the address of the network
printer. The address is in the following format — http://NAS_IP:631/printers/
ServernamePR, where the NAS_IP can also be a domain name address if you want to

print remotely. For example, http://10.8.13.59:631/printers/NASPR3

=
@ = Add Printer
Find a printer by name or TCP/IP address
Brovarse for a printer
@ Select a shared printer by name
hittp:/f10.8.12.59:6 31/ printers NAIPR3 Browsa J

Exarmple: Vwomputermame\printemarne or
httpi/feomputernamefprinters/prntername/ printer

Add a printer using a TCPAP address or hostname

[ Mext l Cancel
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6. The wizard will prompt you for the correct printer driver. You may also download the
latest printer driver from the manufacturer’'s website if it is not built-into Windows

operating system.

Add Printer Wirard LT e

; Select e manufachurer and model of your printer, IF your printer came with
#59s  aninstallabon disk, chek Have Disk. If pows printer is not isted. consult pous
prnter documentation for a compatible printed.

Marwufactured = Prirlers %

Gestatnar L hip digital copasr 410

HP

nickee CalHP Laserlet 2300 Seiies PS

KONICA MINOLTA _nJHF‘LaserJet 23001 PS

B v i TP | stwe lak S0 PO >

b Thig dirver is digitally sagned

T ool ervm b vt sigring & impod ant L

7. After installing the correct printer driver, the wizard shows the address and driver of

the new network printer.

. = Add Printer

You've successfully added NASPR3 on http://10.8.13.59:631

Printer name: MASPRI o hittp:ff10.8,13.59:631

This printer has been installed with the HP Laserlet 2300 Series P driver.

[ Mext l[ Cancel

8. You may also set the network printer as the default printer or print a test page. Click
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“Finish” to exit the wizard.

l\-\.,-) = Add Printer

You've successfully added NASPR3 on http://10.8.13.59:631

To check if your printer is working properly, or to see troubleshooting information for the printer, print a
test page.

[ Print & test page ]

Finish Cancel

9.The new network printer is now available for printing.
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4.10.2 Windows XP

Follow the steps below to set up your printer connection.

Method 1

1. Enter \\NAS IP in Windows Explorer.

2. A printer icon is shown as a shared folder on the server. Double click the icon.
3. Install the printer driver.

r3

Add Printer Wizard

[f wour printer came with
ig hot listed, consult pour

M anufacturer | Printers |
Agfa | | S AGFA-AccuSet w523

i::l.j.:nc. ?ﬂGFﬂ-ﬂccuSetSF 523

it ;;_’MG Fi-fccuSet 200

AP PG S AGFAACcUSet BONSF 523

AST ¥ | | S¥ aGFA-AccuSet BOOSF v2013.108 *|

EF This driver is d!gltallj,.l mgne!:l..
Tell me why diver signing iz important

| ]:4 |[ Cancel ]

4. When finished, you can start to use the network printer service of the NAS.

Method 2

The following configuration method has been verified on Windows XP only:
1. Open “Printers and Faxes”.

. Delete the existing network printer (if any).

. Right click the blank area in the Printers and Faxes window. Select “Server Properties”.

A W N

.Click the “Ports” tab and delete the ports configured for the previous network printer
(if any).

.Restart your PC.

.Open Printers and Faxes.

. Click “Add a printer” and click “"Next".

.Select “Local printer attached to this computer”. Click “Next”.

O 00 N O U

.Click “Create a new port” and select “Local Port” from the drop-down menu. Click
“NeXt",
10.Enter the port name. The format is \\NAS IP\NAS namepr, for example, NAS IP=
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192.168.1.1, NAS name= myNAS, the link is \\192.168.1.1\myNASpr.
11.Install the printer driver.

12.Print a test page.
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4.10.3 Mac0OS 10.6

If you are using Mac OS 10.6, follow the steps below to configure the printer function of
the NAS.

1. First make sure the Bonjour printer support is enabled on the NAS in “External Device”

> "“USB Printer” > “Settings”. You may change the Service Name to better represent

the printer.
r <
Settings R
Basic Settings
[7] stop printer sharing and clear print spool
Bonjour printer support
Service Name: |NASCFOS9EPR
Save Cancel
L B

2.0n your Mac, go to “System Preferences”, and then click “Print & Fax”.
800

<|» || ShowaAl |

System Preferences

.j"Q
Personal
E & M B @ Q
Appearance Desktop & Dock Exposé & International Security Spotlight
Screen Saver Spaces
Hardware

0 % D o om[m] A

=] 4} At cR—
Bluetooth CDs & DVDs Displays Energy Keyboard & Trackpad Print & Fax Sound
Sawver Mouse

3.In the Print & Fax window, click + to add a printer.
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8enn

|| < | > i Show All i

Printers

— 239-Pro2PS-1PR
L"-q] @ |dle

= 659-60

@ ldle

—, 659-60PR
(R

aldle

659-ProPS-B4PR

i)

4.The USB network printer will be listed via Bonjour. Select the default printer driver or
you may download and install the latest one from the printer manufacturer’s website.
Click “Add” to add this printer.

a6 Add Printer —)

--: §: : “ :: :_. .. :'.. e :-:_.-Q

M Kind
AL-C1l100-3F12C0 i
Brother MFC-7440N

Name: MNASPR3

Location: Hewlett Packard HP Laserjet 2200

Print Using: | Generic PostScript Printer 34

The selected printer software isn't from the manufacturer and may
not let you use all the features of your printer.

A
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5. Additional options may be available for your printer. Click “Continue”.

Installable Options
MASPR3

Make sure your printer's options are accurately shown here so you can take
full agvantage of them. For infermation on your printer and its optional
hardware, check the documentation that came with it.

[} Duplex Printing Unit

{  Cancel \I‘r: Continue I

6. The new network printer is now available for printing.

Printers

NASPR3
= 239-Pro2P5-1PR 5 z
a |dle
2 E?ﬁ:ﬁﬂ (' Open Print Queue... )
s Eiﬁ:EGPR f Options & Supplies. .. ::.

L‘-q.-'l ES?:PFOPS-E#-PR Location: Hewlett Packard HF Laserjet 2200

MASPR3 Kind: Generic PostScript Printer
I—'dle Status: Idle

[1Share this printer on the network [ Sharing Preferences... )
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4.10.4 Mac0OS 10.5

If you are using Mac OS X 10.5, follow the steps below to configure the printer function
of the NAS.

Make sure your printer is connected to the NAS and the printer information is displayed
correctly on the “USB Printer” page.
1.Go to “"Network Services” > “Win/Mac/MFS” > “Microsoft Networking”. Enter a

workgroup name for the NAS. You will need this information later.

— — = A pr— —
. A
& B =B kL ¢ @
Win/Mac/NFS FTP Telnet / SSH SNMP Service Network Qsync
Discovery Recycle Bin &
Microsoft Networkil Apple Networking NFS Service
Enable file service for Microsoft netwaorking
Server description (Optional): MNAS Server
Workaroup: Workgrop
@ Standalone server
AD domain member (To enable Domain Security, please click here.)
LDAP domain authentication (To enable Domain Security, please click here.)
Current Samba ID: -
Advanced Options |
| apply |
\tRplell
2. Go to "“Print & Fax” on your Mac.
8O0 System Preferences
4w [| ShowAll | Q
Personal
Appearance Desktop & Dock Exposé & International Security Spotlight
Screen Saver Spaces
Hardware
O B 2 2 mm]|
= @ (s o " .
Eluetooth CDs & DVDs Displays Energy Keyboard & Trackpad Print & Fax Sound
Sawver Mouse

3. Click + to add a printer.
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Click + to add a

printer or fax No Printer Selected

-
Default Printer: [ Last Printer Used H
Default Paper Size in Page Setup: [ A4 H
Eﬁ Click the lock to prevent further changes. @

4. Select the NAS workgroup and find the printer name.
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alanhuang > ’"lw
mshome F~ ™ gacmin-laptop > |
nas » qnap-pc L g
VT > qnap-peace-test Ll
gatest = reipc -
qmap » stevehuang >
gnapcluster I~ W that |
gnapnet P 4 ubuntu = :
workgroup | P ¥ vicky-pc b
Name: Mo Selection
Location: Mo Selection
Print Using: | &4
Add )

5. Enter the username and password to login the printer server on the NAS.

Enter your user name and password to access
the print server "pm-509".

Connect as: () Guest
() Registered User

Name: |admin

Password: sssss

¥ Remember this password in my keychain

@ ( Cancel ) M

6. Select the printer driver.
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alanhuang P ™ meiji-macbook g PM-509PR
mshome I~ @ pm-509 2
nas L o gadmin-laptop >
FIWT g gnap-pc »
gatest gnap-peace-test P
gnap L g stevehuang L
gnapcluster P that P
gnapnet P A Lbuntu [ &
‘workgroup B ¥ vicky-pc [l b
|
Name: PM-500PR |
Location: | |
Print Using: [ Please select a driver or printer model H
_ Add "

Auto Select

Other...

¥ Please select a driver or printer model

Ceneric PostScript Printer

Select a driver to use...

7. After installing the printer driver correctly, you can start to use the printer.
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Printers

@ PM-S509PR PM-509PR

: Idle, Default

Location:

Kind: HP Laserjet 2200
Starus: |dle, Default

["] Share this printer

( Open Print Queue

) (Optinns & Supplies... )

Default Printer: | PM-509PR

Default Paper Size in Page Setup: [ Ad

B
B

Ei:ﬁ Click the lock to prevent further changes.
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4.10.5 Mac 0S 10.4

If you are using Mac OS 10.4, follow the steps below to configure the printer function of
the NAS.

1.0On the toolbar, click “"Go/Utilities”.

@ Finder File Edit View [le Ml Window Help

Back £ |
s Forward 3]
\ Enclosing Folder 38 T

SnapNDrag = Computer

2 Home +3H
% Network {+ 3K
3 @ iDisk S

IFMwWare.img

5 Applications
# Utilities

Recent Folders

Go to Folder...
Connect to Server...

[ Wrilities —

p‘l

- | v

Grapher Imstaller Java

~
r ' @
Keychain Access Migration Assistant Netinfo Manager
....—-:...
-
Metwork Utility ODBC Administrator Printer Setup Utiling
5 F] :
(mm ©
System Frofiler Terminal WodceChver Utiliny

1 of 24 selected, 12.53 GB availabde ..._

3. Click “Add".
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85606 Printer List S
8 [@Bl0 5 ¥ ¢
— Ww = % Oy
Make Default Add Pelete Utility ColorSync Show Info
Mame 4 |Status Kind
A

4.Press and hold the “alt” key |

concurrently.

on the keyboard and click "More Printers”

8em6 Printer Browser ca
LS @ a
— =gl
Default Browser IP Printer Search
-Printer Name ke I Connection
AL-CL100-CCBGSA Bonjour
Name:
Location:
Print Using: Please select a driver or printer model =
@ i Maore Printers... j Add
e

5.1In the pop up

window:
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e Select “Advanced”*.

e Select “Windows Printer with SAMBA”.

e Enter the printer name.

e Enter the printer URI, the format is smb://NAS IP/printer name. The printer name is
found on the “Device Configuration” > “USB Printer page”.

e Select “Generic” for Printer Model.

e Click “Add".

N6 Printer Browser (&
" Advanced H
[! L
Device: = Windows Printer via SAMBA 4]

Device Name: myprinter

Device URl:  smb:/f192.168.2.11/nastestPR

Printer Model: f Ceneric f H

( Cancelj} ( Add 3

Location: Mo Selection

qr|

Print Using:

@ {: More Printers... ) Add

A

s

*Note that you must hold and press the “alt” key and click "More Printers” at the same

time to view the Advanced printer settings. Otherwise, this option does not appear.

6. The printer appears on the printer list. It is ready to use.
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eO0e Printer List |

WTEE

Name & |Status Kind

myprinter Generic PostScript ...

Note: The network printer service of the NAS supports Postscript printer on Mac 0OS

only.
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4.10.6 Linux (Ubuntu 10.10)

If you are using Linux (Ubuntu 10.10), follow the steps below to configure the printer
function of the NAS.

1. Click the "System” tab, choose “Administration”. Then select “Printing”.

System )

Preference

- Administration ¥ g Additional Drivers

Help and Support & Computer Janitor

i =L T
About GNOME = PlFeLELy
[® Language Support

ﬁ Log File Viewer

About Ubuntu

=4 Login Screen

e

%, Printing

2. Click "Add” to add a printer.

Server Printer Group View Help

gEAdd v ] & Filter: | Q @

Connected to localhost

3. Click "Network Printer”, and then select “Internet Printing Protocol (ipp)”. Enter the
NAS IP address in “Host”. “/printers” is already present. Enter the printer name after

“printers/” in the field "Queue”.
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Select Device

Devices IPP Printer
Other Host:  [10.8.13.59

¥ Network Printer

Epson AL-C1100 (10.8.12.180]

Brother MFC-7440N (BRNOO1T URI: ipp:/f10.8.13.59/printers/NASPR3

CanoniR3235/IR3245(10.8.1. | Verify...

HP LaserJet M1120n (NPI1DE

HP LaserJet 2200 (NAS, 10.8.

Brother MFC-T440N (BRNOO1

Find Mebwork Printer

AppSocket/HP JetDirect

I Internet Printiﬂ Protocol IiEI

LPD/LPR Host ar Printer
windows Printer via SAMBA

Queuve: fprinters/NASPR3

4. Before you continue, you may click “Verify” to test the printer connection.

IPP Printer

Host: [10.8.13.589

Queue: | /printers/NASPR3
URI:  ipp://10.8.13.59/printers/NASPR3

6 Print Share Verified
This print share is accessible.

5. The operating system starts to search for the possible driver list.
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Searching

Searching driver for Internet Printing Protocol...

Cancel J

6. Select the printer driver from the built-in database, or search online.

Choose Driver

® select printer from database

Provide PPD File

Search for a printer driver to download

The Foomatic printer database contains various manufacturer provided PostScript Printer
Description (PPD) files and also can generate PPD files For a large number of (non PostScript)
printers. But in general manufacturer provided PPD files provide better access to the specific
Features of the printer.

Makes ~
Heidelberg

Hitachi

HP

IBM

Imagen

Imagistics

InfoPrint

Infotec

Kodak

| Back || Cancel || Forward |

7.Choose the correct printer model and driver. Depending on the printer, some additional

printer options may be available in the next step.
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Choose Driver

Models
LaserJet 2100xi

LaserJet 2200
LaserJlet 2200d
LaserJet 2200dn
LaserJet 2200dse
LaserJet 2200dt
LaserJet 2200dtn
LaserJet 2300
LaserJet 2300d
LaserJet 2300dn
LaserJet 2300dtn
Laser.Jet 2300l
LaserJet 2300n
LaserJet 2410
LaserJet 2420
LaserJet 2420d
LaserJet 2420dn

Drivers

HP LaserJet 2200 Postscript [en] (recommended)
HP LaserJet 2200 pcl3, hpcups 3.10.6 [en]

HP LaserJet 2200 Series, hpcups 3.10.6 [en]

HP LaserJet 2200 hpijs pcl3, 3.10.6 [en]

HP LaserJet 2200 Series hpijs, 3.10.6 [en]

HP LaserJet 2200 - CUPS+Gutenprink v5.2.6 Simpli
HP LaserJet 2200 - CUPS+Gutenprint v5.2.6 [en]
HP LaserJet 2200 Foomatic/Postscript [en]

HP LaserJet 2200 Foomatic/ljadith [en]

HP LaserJet 2200 Foomatic/ljSgray [en]

HP LaserJet 2200 Foomatic/ljet4 [en]

HP Laser Jet 2200 Foomatic/pxlmono [en]

Back Cancel Forward

finish.

8. You can rename this printer or enter additional information. Click “"Apply” to exit and

Describe Printer

Printer Name

short name For this printer such as "laserjet”

HP-LaserJet-2200

Description (optional)

Human-readable description such as "HP LaserJet with Duplexer”

MASPR3

Location (optional)
Human-readable location such as "Lab 1"

9. The network printer is now available for printing.
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Server Printer Group View Help

pEAdd + & Filter: | Q @
HP-LaserJet-2200

Connected to localhost
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4.11 System Status

System Information

View the summary of system information such as the server name, memory, firmware and

system up time on this page.

System Status 5 ® 6
?
System Information Metwork Status System Service Hardware Information Resource Monitar
Sumr-nary - . -
Server name MASCO41FF
Model name T5-121
Serial number 01248419457
Total rmemary 1011.1 MBE
Firrnware wersion 4.0.0 Build 20130411
Systern up time 6 day 23 Hour 23 Minute(s)
Time zone (GMT+08:00) Beijing, Chongging, Hong Kong, Urumagi
Filename encoding Enalish

289



Network Status

View the current network settings and statistics on this page and they are displayed
based on network interfaces. click the up arrow at top right to collapse the interface
page and down arrow to expand the page.

System Status A2 ® 0
?
System Information Network Status Systemn Service Hardware Information Resource Monitor
Ethernet 1 |Z|
Link Up
IP address 192.168.0.17(DHCP)
MAC address 00:08:98:C9:41:FF
Subret mask 255.255.255.0
DHS 61.31.233.161.31.1.1 168.95.1.1
Packets received 13142160
Packets sent 18240597
Error packets ]
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System Service

View the current settings of system services provided by the NAS on this page.

System Status

System Information

Metwork Status System Service Hardware Information

Resource Monitor

Antivirus

Enabled

apple Networking
Enabled

Apple Zone name
DDNS Service

Enabled

Disk Management
Enahble iISCSI target service
Part

Download Station
Enabled

FTP Service

Enabled

Port

Maximum connections
LDAP Server

Enabled

Rsync Server

@ Enahbled @
RTRR Server

@ Enabled o
= RADIUS Server

Enabled @
@ Service Binding

Enabled Q
@ ShNMP
3260 Enabled Q

Part 161
@ Surveillance Station

Enabled <
@ Syslog Server
21 Enabled @
30 System Port Management

Part 2080
&} Secure connection port 443
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Hardware Information

View basic hardware information of the NAS on this page.

System Information Metwork Status
My NAS

CPLU Usage

Total memory

Free memory
System temperature

HDD 1 temperature

System Status

System Service

Hardware Information

17.8 %
1011.1 MB
650.5 MB
47°C f 115°F
39°C S 102°F

"~

Resource Monitor
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Resource Monitor

You can view the CPU usage, disk usage, and bandwidth transfer statistics of the NAS

on this page.

e CPU Usage: This tab shows the CPU usage of the NAS.

System Status =2 ® e
|_?I
System Information Metwork Status System Service Hardware Information Resource Monitor |
ﬁ -
Mermory Usage 100%:
Disk Usage

Bandwidth Usage

Process

S0%

e Memory Usage: This tab shows the memory usage of the NAS by real-time dynamic

graph.
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System Status = ﬁ, G

2

System Infarmation

I Metwork Status System Service |

Hardware Information ! EEH”EEEMEHIE&E |

CPU Usage

Disk Usage
Bandwidth Usage

Process

Physical Memory
Swap Memory

Total: 1011.05 MB
Used: 351.82 MB Total: 217.62 MB
Free: 640,24 MB Used: 191.04 MB
Free: 326.58 MB
100%:
S50%:
360 320 280 240 200 160 120 a0 <40 u}
Seconds ago (Mo

e Disk Usage: This tab shows the disk space usage of each disk volume and its shared

folders.

System Status

EX
W

System [nformation |

r_\letwork Statu; |

System Service : Hardware Information

CPU Uzage

Memory Lsage

Bandwidth Usage

Process

Wolume: Single Disk: Drive 1 .
Total: 015.42 GB

Used size: 54.83 GB

Available space: 860.59 GB

D.86%

O Download:53.62 GB
Public:251.10 MB

[ Multimedia: 18.42 MB

[ homes:836.03 KB

[ Dept: 36 KB
Cthers:204.15 KB

[ Free Space:260.59 GB

94,11%
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e Bandwidth Usage: This tab provides information about bandwidth transfer of each
available LAN port of the NAS.

System Status

I?I

System Information Hetwork Status System Service Hardware Infarmation Resource Monitor
CPU Usage
Memary Usage Ethernet 1
40 KB/
Disk Usage [ Packets received
30 KB/s Packets sent
i e 1
Frocess 10 KB/s
WMWWWW

0 KB/

14 1z 10

f 4

Minutes ago

2 0 (Mow)

e Process: This tab shows information about the processes running on the NAS.

System Status

I?I

System Information

Hardware Information

Resource Monitor

CPU Usage
Memory Usage
Disk Usage

Bandwidth Usage

Network Status System Service
Process Mame Users FID
mda_raidl adrmin 449
top admin 10847
_thttpd_ admin 26325
twonkymediasery  admin 4157
apache httpdusr 23902
mysgld adrin 7217
nyrd admin 17675
iscsid admin 7143
manaRequest.cgi admin 10876
manaRequest.cogi admin 10839
manaRequest.coi admin 10854
=squid httpdusr 70932
apache httpdusr 10123
proftpd guest 6790
btd admin 6424

(]
0.9 %
4.6 %

0 %
0 %
0 %
0 %
0 %
0%
3.7 %
0 %
4.6 %
D %
0 %
0%
0.9 %

Memary «

0k
B72 K
1748 K
1776 K
1828 Kk
1880 K
2136 K
2200 K
3164 K
3168 K
3184 K
3272 K
3488 K
4304 K
51438 K
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4.12 System Logs

System Event Logs
The NAS can store 10,000 recent event logs, including warning, error, and information
messages. If the NAS does not function correctly, refer to the event logs for

troubleshooting.

Tip: Right click a log to delete the record. To clear all logs, click “Clear”.

System Event Logs System Connection Logs Online Users Syslog Client Management

All events | v Clear Save Content Search
Type Date Time Source IP Computer name Content
[i] 2013-05-07 17:06:55 System 127.0.0.1 localhost [Drive 1] Start scanning bad blocks.
[i] 2013-05-08 08:04:00 System 127.0.0.1 localhost [USBDisk2] Device detected. The file system is ntfs. 1
ﬂ 2013-05-06 02:46:29 System 127.0.0.1 localhost [USBDisk2] Device removed.
ﬁ 2013-05-03 23:23:50 System 127.0.0.1 localhost [Video Station] Video Station is enabled successfully.
[ ] 2013-05-03 17:40:41 admin 61.62.220.74 [VPN Service] PPTP started successfully.
0 2013-04-30 22:52:30 System 127.0.0.1 localhost LAN 1 link is Up.
ﬂ 2013-04-30 22:44:18 System 127.0.0.1 localhost [USBDisk3] Device removed.
[i] 2013-04-30 22:43:43 System 127.0.0.1 localhost [USBDisk3] Device detected. The file system is ntfs.
[i] 2013-04-30 22:43:36 System 127.0.0.1 localhost [USBDisk3] Device removed.
ﬂ 2013-04-30 22:43:16 System 127.0.0.1 localhost [USBDisk3] Device detected. The file system is ntfs.

Page 1A & Display item: 1-29, Total: 29 | Show 50 || Items
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System Connection Logs

The NAS supports recording HTTP, FTP, Telnet, SSH, AFP, NFS, SAMBA, and iSCSI
connections. Click “"Options” to select the connection type to be logged. The file transfer

performance can be slightly affected when this feature is turned on.

Tip: Right click a log and select to delete the record or block the IP and select how long

the IP should be blocked. To clear all the logs, click “Clear”.

System Event Logs System Connection Logs Online Users Syslog Client Management
All events ¥ QOptions J Clear ] Save J Accessed Resources Sez
Type Date Time Users Source IP Computer name  Connection type Accessed Resources Action
ﬂ 2013-05-09 17:01:49 admin 10.8.12.8 localhost FTP Logout
ﬂ 2013-05-09 17:01:40 admin 10.8.12.8 localhost FTP Login OK
ﬁ 2013-05-09 17:01:40 admin 10.8.12.8 localhost FTP Logout
[i] 2013-05-09 17:01:35 admin 10.8.12.8 localhost FTP Login OK
[i] 2013-05-09 17:01:35 admin 10.8.12.8 localhost FTP Logout
ﬂ 2013-05-09 17:01:30 admin 10.8.12.8 localhost FTP Login OK
ﬂ 2013-05-09 17:01:30 admin 10.8.12.8 lacalhost FTP Logout
ﬁ 2013-05-09 17:01:06 admin 10.8.12.8 localhost FTP Login QK

Page 1[ /3 & Display item: 1-8, Total: 8 [ Show |10 | v | Items

Start Logging: Turn on this option to archive the connection logs. The NAS generates a
CSV file automatically and saves it to a specified folder when the number of logs reaches

the upper limit.

Options

Select the connection type to be logged.

M HTTP V| FTP ¥ Telnet

[l ssH [ AFP (Mac) [ sMB (windows)

[ iscsI [l RADIUS B ven

[¥] wWhen the number of logs reaches 10,000, archive the connection logs

and save the file in the folder:

Download >

Apply Cancel
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The file-level access logs are available on this page. The NAS will record the logs when
users access, create, delete, move, or rename any files or folders via the connection

type specified in “"Options”. To disable this feature, click “Stop logging”.

System Event Logs System Connection Logs Online Users Syslog Client Management
All events | ¥ Options | Clear | Save Accessed Resources Se:
Type Date Time Users Source IP Computer name Connection type Accessed Resources  Action
0 2013-05-10 17:31:52 guest 10.8.12.6 tatshuang-nb SAMBA Public/Transmissio... Read
ﬂ 2013-05-10 17:31:50 guest 10.8.12.6 tatehuang-nb SAMBA Public/Transmissio... Read
0 2013-05-10 17:31:48 guest 10.8.12.6 tatshuang-nb SAMBA Public/Transmissio Read
ﬂ 2013-05-10 17:31:48 guest 10.8.12.6 tatehuang-nb SAMBA Public/Transmissio... Read
0 2013-05-10 17:31:47 guest 10.8.12.6 tatshuang-nb SAMBA Public/Milstead_QN.. Read
0 2013-05-10 17:31:35 guest 10.8.12.6 tatehuang-nb SAMBA Public/Chrome_gra.. Read
0 2013-05-10 17:31:30 guest 10.8.12.6 tatehuang-nb SAMBA Public/Chrome_gra.. Read
0 2013-05-10 17:31:29 guest 10.8.12.6 tatehuang-nb SAMBA Public/Chrome_gra.. Read
0 2013-05-10 17:31:28 guest 10.8.12.6 tatehuang-nb SAMBA Public/Milstead_QMN... Read
0 2013-05-10 17:31:28 guest 10.8.12.6 tatehuang-nb SAMBA Public/Milstead_QN... Read
Page 13 b M| & Display item: 1-10, Total: 22 | Show 10 v Items
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Online Users

The information of the on-line users connecting to the NAS by networking services is

shown on this page.

Tip: Right click a log to disconnect the IP connection and block the IP.

System Event Logs System Connection Logs Online Users Syslog Client Management
Users search
Type Login Date Login Time Users Source IP Computer name Connection t .. Accessed Resaources
2013-05-09 15:27:44 admin 10.8.12.8 - HTTP Administration
Add to the block list 3
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Syslog Client Management

Syslog is a standard for forwarding the log messages on an IP network. Turn on this

option to save the event logs and connection logs to a remote Syslog server.

System Event Logs System Connection Logs Online Users Syslog Client Management

¥| Enable Syslog
You can enable this option to save the event logs and connection logs to a remote syslog server.

Syslog server IP:

UDP port: 514

Select the logs to record

V| System Event Logs

. Apply Al

When converting the connection logs into a CSV file, the connection type and action will

be number coded. Please refer to the table below for the code meaning.

Connection type codes Action codes

0 - UNKNOWN 0 - UNKNOWN

1 - SAMBA 1 - DEL

2-FTP 2 - READ

3-HTTP 3 - WRITE

4 - NFS 4 - OPEN

5 - AFP 5 - MKDIR

6 - TELNET 6 - NFSMOUNT_SUCC
7 - SSH 7 - NFSMOUNT_FAIL
8 - ISCSI 8 - RENAME

9 - LOGIN_FAIL
10 - LOGIN_SUCC
11 - LOGOUT

12 - NFSUMOUNT
13 - COPY

14 - MOVE

15 - ADD
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Advanced Log Search

Advanced log search is provided to search for system event logs, system connection

logs and online users based on user preferences. First, specify the log type, users,

computer name, date range and source IP and click "Search” to search for the desired

logs or reset to list all logs.

System Event Logs
Allevents ¥ Clear Save
Log type: All events

Users: system

System Connechion Logs

Online Users

Computer name: ||

Type Date Time Users

i ] 2013-05-07 17:06:55 System
i ] 2013-05-06 0g:04:00 System
[i ] 2012-05-06 02:46:29 System
[i ] 2012-05-02 23:22:50 System

@

Page 1 /1

Source IP

127.00.1

127.0.0.1

127.0.0.1

127.0.0.1

System Logs SH_N ]
?
Syslog Client Management
Content Search
e Date: 2013-05-03 L9 2013-05-11 3
Souree IP:
Search Reset

Caomputer name Content

localhost [Drive 1] Start scanning bad blocks,

localhost [USBDisk2] Device detected. The file system is ntfs.

localhost [USBDisk2] Device removed,

localhost [video Station] wideo Station is enabled successfully,

Display item: 1-5, Total: 5 | Show 50 v | Items

Please note that for online users, only the source IP and Computer name can be

specified.
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5. Privilege Settings

Users|3o03

User Groups[313)
Share Folders[2M

Quotalssn
Domain Security[358
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5.1 Users

The NAS has created the following users by default:

e admin
The administrator “admin” has full access to system administration and all shared
folders. It cannot be deleted.

e guest
This is a built-in user and will not be displayed on the “User Management” page. A
guest does not belong to any user group. The login password is “guest”.

e anonymous
This is a built-in user and will not be shown on the “User Management” page. When

you connect to the server by FTP, you can use this name to login.

The number of users you can create on the NAS varies according to the NAS models. If

your NAS models are not listed, please visit http://www.gnap.com for details.

Maximum number of NAS models

users

1,024 TS-110, TS-210

2,048 TS-112, TS-119, TS-119P+, TS-212, TS-219P+, TS-410, TS-
239 Pro II+, TS-259 Pro+

4,096 TS-412, TS-419P+, TS-410U, TS-419U, TS-412U, TS-419U+,

SS-439 Pro, SS-839 Pro, TS-439 Pro II+, TS-459U-RP/SP,
TS-459U-RP+/SP+, TS-459 Pro+, TS-459 Pro II, TS-559
Pro+, TS-559 Pro II, TS-659 Pro+, TS-659 Pro II, TS-859
Pro+, TS-859U-RP, TS-859U-RP+, TS-809 Pro, TS-809U-RP,
TS-879 Pro, TS-1079 Pro, TS-879U-RP, TS-EC879U-RP, TS-
1279U-RP, TS-EC1279U-RP

The following information is required to create a new user:

e Username
The username is case-insensitive and supports multi-byte characters, such as Chinese,
Japanese, Korean, and Russian. The maximum length is 32 characters. The invalid
characters are listed below:

"INT[Ts =, 4% 2 <>

e Password

The password is case-sensitive and supports maximum 16 characters. It is
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recommended to use a password of at least 6 characters.

T & | 9 = e
I i) -3 (|
Users User Groups Shared Quota Damain
Folders Security -
Create ~|| Delete || Home Folders | Local Users i P
[ Username Description Quota Action
admin administrator -
[¥]| Ted User = E]
Page 1 /1 = Display item: 1-2, Total; 2 | Show 10 | v | Items
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Create a User

To create a user on the NAS, click “"Create a User”.

™ g [ 9 U M.
T ¥y L.
Users User Groups Shared Quota Dormain
Folders Security
Create - Delete || Home Folders | Local Users b
Create a User Description Quota Action

Create Multiple Users

Import/Export Users

&

Page 141 Display item: 1-2, Tatal: 2 | Show 10

administrator =
i s JEl)E)

v | Items

Follow the instructions of the wizard to complete the details.
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Create a User

Create a User

This wizard guides you through the following settings:

e Set User Information

# ~Assigh User Group

# Personal Shared Folder

#® Set Shared Folder Privilege
# Set Application Privilege

Step 179

Mext

Cancel
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Create Multiple Users

1.To create multiple users on the NAS, click “"Create Multiple Users”.

™ 1 4 »
W, a L Lo
< eds oy 9 W
Users User Groups Shared Quota Daomain
Folders Security -
Create - | Delete || Home Folders | Local Users ot Pt
_Create 3 User i Description Quota

Create Multiple Users adrministrator -

Import/Export Users
—— User =

Page 1|41 = Display item: 1-2, Total: 2 | Show 10 v Items

2. Click “Next"”.

Multiple Users Creation Wizard

Create Multiple Users

This wizard helps you create multiple users.
Click NEXT to proceed.

Step 1/5 Mext Cancel

3. Enter the name prefix, e.g. test. Enter the start number for the username, e.g. 0001
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and the number of users to be created, e.g. 10. The NAS creates ten users named
test0001, test0002, test0003...test0010. The password entered here is the same for

all the new users.

S
Multiple Users Creation Wizard

Create Multiple Users

User Mame Prefix: test
U=zer Mame Start Mo: 1
Murmnber of Users: 10
Password:

Werify Password:

Mote: The password should only contain 0-16 characters, For higher
secUrity, you are recommended to use a password of at least 6 characters,

Step 2/5 Back Mest Cancel

4.Select to create a private shard folder for each user or not. The shared folder will be
named after the username. If a shared folder of the same name has already existed,
the NAS will not create the folder.

308



Multiple Users Creation Wizard

Create Private Network Share

Do you want to create a private netwaork share for each user?
® ves
O Mo

Mote: If you select Mo, will direct the completion of the wizard, you can later
modify permissions management,

Step 375 Back Mest Cancel

5. Specify the folder settings.

=
Multiple Users Creation Wizard

Create Private Network Share

Hide network drive: O yes @ Mo

Lock File (Oplocks): ® yes O Mo

Disk Yolume: |5ing|e Disk: Crive 1 v

Step 475 Back MNext Cancel

[

6.You can view the new users created in the last step. Click “Finish” to exit the wizard.
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Multiple Users Creation Wizard

Account Created Successfully

Congratulations! You have created the following accounts:

Mew Lsers: testil, test0Z, test03, testO4, test0s, testia, test07, testia,
test09, testln

| 0005
[ - |

Step 5/5 Finish
- B

7.Check that the users have been created.

2 & @ 9 = 6
S coreus oRans et Santy Y
[ Create '][ Delete ][ Home Folders Local Users % r
[ username Description Quata Action
admin adrministrator -
[ Ted User -
] testOl -
[ testoz -
[l test03 -
[ testo4 --
[ testos -
[ testos =
[ testO7 -
[ test0s -
[F] | test09 -
[[] testin -
Page 1)/ b Bl Display item: 1-12, Total: 12 | Show 20 v Items

8. Check that the shared folders have been created for the users.
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T @

Users User Groups

Shared Folder

Advanced Permissions

1

o

[

Shared
Folders

Quota Daomain

Security

Folder Aggregation

Ereakcoias

Restore Default Shared Folders ]

[ Folder Mame Size
Multimedia 18.42 MB
Public 250.87 MB
Recordings 32 KB

[7] TedHome 20 KB
USBDisk1 694,02 GB
USBDisk2 F0.04 GB
Ush 12 kKB
Web 16.15 KB
homes 836.03 KB

[[] | testOl 4 KB

[] testoz 4KB

[[] | test03 4 KB

] testO4 4 KB

[C] testoS 4 KB

] test0& 4 KB

[ | test0? 4 KB

[l test0s 4 KB

[F] | test09 4 KB

[[] testio 4 KB

Page 1|71

Folders Files
21 235
=l g8
6 1
3 1
30939 338379
268 13870
1 1
1 7
g =l
[u] 0
u} u}
u} o
u} u}
u} u}
[u] 0
u} u}
0 0
u} u]
0 0

Hidden
Mo
No
Mo
Mo
No
Mo
No
Mo
No
Mo
Mo

Mo

Mo
No

Mo

Mo

Wolume

Single Disk:
Single Disk:
Single Disk:

Single Disk:

Use 1

use 2

Single Disk:
Single Disk:
Single Disk:
Single Disk:
Single Disk:
Single Disk:
Single Disk:
Single Disk:
Single Disk:
Single Disk:
Single Disk:
Single Disk:

Single Disk:

Drive 1
Drive 1
Drive 1

Drive 1

Drive 1
Drive 1
Drive 1
Drive 1
Drive 1
Drive 1
Drive 1
Drive 1
Drive 1
Drive 1
Drive 1
Drive 1

Drive 1

®e

Display item; 1-20, Total: 20| Show | 100~ Items
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Import/Export Users

You can import users to or export users from the NAS with this function.

Note: The password rules (if applicable) will not be applied when importing the users.

Export users:
Follow the steps below to export users from the NAS:
1. Click “Import/Export Users”.

nl
Mo o0
Users

Create -

User Groups

Delete

3

o

[

Shared
Folders

Home Folders ]

Create a User

Create Multiple Users

Import/Export Users

testiol

testiz2
[l test03
| testo4
] testds
testl6
[ | testo7
| testds

Page

11

&

,-,-\_3

Quota

Description

administrator

User

»
Domain
Security

Local Users 5 Pl

Quota Action
P@aa =
@@@@E)
@@ @@E

LI CYEYE)
PE@EE
PE@E
@R@eE
PE@E
PEEEE -

Display item: 1-12, Total: 12 Show 20 v Items

2.Select the option “Export user and user group settings”.

3. Click "Next” to download and save the account setting file (*.bin). The file can be

imported to another NAS for account setup.
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ImportfExport Users

L=

Import/Export Users

(O Import user and user group settings
You can impork multiple users and their settings to the MAS from a TxT,

C5W, or BIM file (settings from another NAS), For detailed instructions,
please refer to the online help.

(¥ Ewport user and user group settings

MiExt Cancel

=i

Note that the quota settings can be exported only when the quota function is enabled in

“Privilege Settings” > “Quota”.

Import users:

Before you import users to the NAS, make sure you have backed up the original users

settings by exporting the users. Follow the steps below to import users to the NAS:

1. Click “Import/Export Users”.
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2 & &E@ 9O ’
b I e et Sea ®
Creata +|| Dslets || Home Falders Local Users v L
Create a User Description Quata Action
Create Multiple Users e - ~
L Import/Export Users Ear N C}
[[] testol - LIEGBES
[ testnz = B@E
[[] | testo3 == E]
[ testo4 - @EEEE
[ testos =1
[[] testos = @@E
[ testo? = @@)E)
[ testos - @P@EEE -
Page 1 /1 = Display item: 1-12, Total: 12 Show 20 v Items

2.Select “Import user and user group settings”. Select the option “Overwrite duplicate

users” to overwrite existing users on the NAS. Click “"Browse” and select the file (*.txt,

*.csv, *.bin) which contains the users information and click “"Next” to import the
users.
4 .
ImportfExport Users
Import/Export Users
(% Import user and user group settings
You can impork multiple users and their settings to the MAS from a TxT,
CSW, or BIM file (settings from another MAS), For detailed instructions,
please refer to the online help.
Cverwrite duplicate users
MASCO41FF _20130516.bin Browse,..
) Esxport user and user group settings
Mest Cancel
L A

3. Click “Finish” after the users have been created.
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ImportfExport Users

Import/Export Users

12 user accounts and 2 groups have been imported,

Finish
b |

4.The imported user accounts will be shown.

21 & & 9 e 2

Users User Groups Shared Quota Darmain
Folders Security &

[ Create v][ Deleta l[ Home Folders Local Users v R

[ username Description Quota

admin administratar -

Ted User -
testOl =
test0z o
test03 -
testO4 -
test0s -
testib an
testd? -

testos -

Page 1 [Eae

[ I L

(]
um v

Display item: 1-12, Tatal: 12 | Show 20 v Items

&

The NAS supports importing user accounts from TXT, CSV or BIN files. To create a list of
user accounts with these file types, follow the steps below.

TXT
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1.0pen a new file with a text editor.

2. Enter a user's information in the following order and separate them by “,”: Username,
Password, Quota (MB), Group Name

3. Go to the next line and repeat the previous step to create another user account. Each
line indicates one user's information.

4.Save the file in UTF-8 encoding if it contains double-byte characters.

An example is shown as below. Note that if the quota is left empty, the user will have no

limit in using the disk space of the NAS.

I Untitled - Motepad E”E”i|

File Edit Format View Help

test test, 2000, test
userll,userD1,2000 test

userl2 userQ2, 2000 test
userl3 userQs, test
userld userQd, 2000 test

CSV (Excel)
1. Open a new file with Excel.
2. Enter a user's information in the same row in the following order:
Column A: Username
Column B: Password
Column C: Quota (MB)
Column D: Group name
3.Go to the next row and repeat the previous step to create another user account. Each
row indicates one user's information. Save the file in CSV format.
4.0pen the CSV file with Notepad and save it in UTF-8 encoding if it contains double-
byte characters.

An example is shown as below:

a | B | c B
|[test test 2000 test
userQ1 userQ1 2000 test
user02 user02 2000 test
|user03  user03 test
user04d  userQ4 2000 test
user0S user(S 2000 test

O i [ W [N | —
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BIN (Exported from the NAS)
The BIN file is exported from a QNAP NAS. It contains information including username,
password, quota, and user group. The quota setting can be exported only when the

quota function is enabled in “Privilege Settings” > “Quota”.
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Home Folders

Enable Home Folders to create a personal folder to each local and domain user on the

NAS. Users can access their folders “home” via Microsoft networking, FTP, AFP, and File

Station. All the home folders are located in the shared folder "Homes”, which can only be

accessed by “admin” by default.

To use this feature, click *"Home Folders”.

] . F=a e M ~
e - B S v
 Create -'] Delete ] Local Users X L
[T] username Description Quata Action
admin administrator --
[F | Ted User -
[] testol -
[ testoz =
] testos -
[ | testD4 -
[ testns N
[] testds 2
[[] testd? -
[] testos -
[] testog - &
[l testio o E]
Page 1| /1 o] Display item: 1-12, Total: 12 | Show 20 v Items

Select “Enable home folder for all users” and the disk volume where the home folders will

be created in. Click “Apply”.

-
Home Folders

Enable horme folder for all users

Disk “olume: | Single Disk: Drive 1 2

Apply

Cancel
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5.2 User Groups

A user group is a collection of users with the same access right to the files or folders.

The NAS has created the following user groups by default:

e administrators

All the members in this group have the administration right of the NAS. This group

cannot be deleted.

e €veryone

All the registered users belong to everyone group. This group cannot be deleted.

The number of user groups you can create on the NAS varies according to the NAS

models. If your NAS models are not listed, please visit http://www.qgnap.com for details.

Maximum number of

user groups

NAS models

128 TS-110, TS-210

256 TS-112, TS-119, TS-119P+, TS-212, TS-219P+, TS-410,
TS-239 Pro II+, TS-259 Pro+

512 TS-412, TS-419P+, TS-410U, TS-419U, TS-412U, TS-

419U+, SS5-439 Pro, SS-839 Pro, TS-439 Pro II+, TS-459U-
RP/SP, TS-459U-RP+/SP+, TS-459 Pro+, TS-459 Pro 1II,
TS-559 Pro+, TS-559 Pro II, TS-659 Pro+, TS-659 Pro II,
TS-859 Pro+, TS-859U-RP, TS-859U-RP+, TS-809 Pro, TS-
809U-RP, TS-879 Pro, TS-1079 Pro, TS-879U-RP, TS-
EC879U-RP, TS-1279U-RP, TS-EC1279U-RP

A group name must not exceed 256 characters. It is case-insensitive and supports

double-byte characters, such as Chinese, Japanese, and Korean, except the following

ones:

"INIT =, 4R <>

319



http://www.qnap.com

(

lsers User Groups

Create LP Delete

o

Group Mame

administrators
everyone

User

Page 1] b bl | &

Shared
Folders

Quota Daomain
Security v

Local Groups

Display item; 1-3, Total: 3 |Show 10 v Items
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5.3 Shared Folders

Shared Folders

You can create multiple shared folders on the NAS and specify the access rights of the

users and user groups to the shares.

The number of shared folders you can create on the NAS varies according to the NAS

models. If your NAS models are not listed, please visit http://www.qnap.com for details.

Maximum number of NAS models

shared folders

256 TS-110, TS-210, TS-112, TS-119, TS-119P+, TS-212,
TS-219P+, TS-x20, TS-x21, TS-410, TS-239 Pro II+,
TS-259 Pro+

512 TS-412, TS-419P+, TS-410U, TS-419U, TS-412U, TS-

419U+, SS-439 Pro, SS-839 Pro, TS-439 Pro II+, TS-
459U-RP/SP, TS-459U-RP+/SP+, TS-459 Pro+, TS-459
Pro II, TS-559 Pro+, TS-559 Pro II, TS-659 Pro+, TS-
659 Pro II, TS-859 Pro+, TS-859U-RP, TS-859U-RP+,
TS-809 Pro, TS-809U-RP, TS-x70, TS-879 Pro, TS-1079
Pro, TS-879U-RP, TS-EC879U-RP, TS-1279U-RP, TS-
EC1279U-RP

On the folder list, you can view the current data size, nhumber of sub-folders and files

created in the shared folder, and the folder status (hidden or not).
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™ \ ] . T
2 & & 9 =
Users User Groups Shared Quota Domain
Folders Security <
Shared Folder Ad_\fa_nced Perm_issions | _Folc_ie_r A_ggr_g_gati_on
Create - _ Restors Default Sharad Folders | P
[ Folder Marme Size Folders Files  Hidden “olume Action
Download 53.29 5B 10 183 Mo Single Disk: Drive 1
Multimedia 13.42 MB 21 235 Mo Single Disk: Drive 1
Public 250.87 MB o] 22 MNo Single Disk: Drive 1
Recordings 32 KB 6 1 Mo Single Disk: Drive 1
7] TedHome 20 KB 3 1 Mo Single Disk: Drive 1
USBDisk1 694,02 GB 30959 338379 Mo Use 1
USBDisk2 70.04 GB g568 13879 Mo use 2
Ush 12 KB il: 1 Mo Single Disk: Drive 1
Web 16.15 KB 1 7 Mo Single Disk: Drive 1
homes 836.03 KB g 9 Mo Single Disk: Drive 1
Page At Display itern: 1-10, Total: 20 | Show | 100 v Items

1.To create a shared folder, click Create > “Shared Folder”.

™ ) »*
2 & & 9O = .
Users User Groups Shared Quota Domain
Folders Security n
Shared Folder Advanced Permissions Folder Aggregation
Create - Restore Default Shared Folders J yel
Shared Folder I Size Folders Files  Hidden “olume Action
Create an IS0 Share 53.29 GB 10 183 Mo Single Disk: Drive 1
Multimedia 18.42 MB 21 235 Mo Single Disk: Drive 1
Public 250.87 MB g 22 Mo Single Disk: Drive 1
Recordings 32 KB 5] 1 Mo Single Disk: Drive 1
[ TedHome 20 KB 3 1 Mo Single Disk: Drive 1
USBDiskl 594.02 GB 30959 338379 Mo Use 1
USBDisk2 70.04 GB g568 13879 Mo LISB 2
Ush 12 KB 1 1 Mo Single Disk: Drive 1
Web 16.15 KB 1 7 Mo Single Disk: Drive 1
homes 936.02 KB 2 9 Mo Single Disk: Drive 1
Page 1 /1 Display item; 1-10, Total; 20 | Show 100 | Items

2. Click “Next”.
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Create A Shared Folder

w

Create a Shared Folder

This wizard guides you through the following settings:

# Shared Folder Settings
#* Privilege

To continue, click Next, To exit, click Cancel.

Step 177 MNext Cancel

. Enter the folder settings.

Folder name: Enter the share name. The share name does not support "/ \[1:; | =
+*?2 <>

Disk Volume: Select which disk volume on which to create the folder.

Description: Enter an optional description of the shared folder.

Hide Folder: Select to hide the shared folder or not in Microsoft Networking. When a
shared folder is hidden, you have to enter the complete directory \
\NAS_IP\share_name to access the share.

Lock file (oplocks): Opportunistic locking is a Windows mechanism for the client to
place an opportunistic lock (oplock) on a file residing on a server in order to cache the
data locally for improved performance. Oplocks is enabled by default for everyday
usage. For networks that require multiple users concurrently accessing the same file
such as a database, oplocks should be disabled.

Recycle Bin: Enable the Network Recycle Bin for created shared folders. The option
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“Restrict the access of Recycle Bin to administrators only for now”, once enabled, will
ensure that files deleted and moved to the Network Recycle Bin can only be recovered
by administrators.

e Path: Specify the path of the shared folder or select to let the NAS specify the path

automatically.

= =
Create A Shared Folder

Shared Folder Settings

Folder Mame: test
Disk wolurme: Single Disk: Drive 1 bt
Description:

Advanced Settings

Hidden Folder: O vYes ® No @
Lock File (Oplocksy: ® ves O Mo
Recycle Bin: ® Enable O Disable

Restrict the access of Recycle Bin to administrators anly for now,
Path: ® Specify path automatically
(O Enter path manually

Step 277 Back MNext Cancel
= |

4. Select the way you want to specify the access right to the folder and specify the

guest access right.
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Create A Shared Folder

Privilege

You can select one of the following methods to configure the user access
right to the network shared folder:

Full access (Grant full access right for everyone)
By User
By User Group

2000

Only the system administrator (admin) has full access. General users
have Read Only access.

Guest access right:

® Deny Access O Read only O Read/write

Step 377 Back MNext Cancel

-

5.If you select to specify the access right by user or user group, you can select to

grant read only, read/write, or deny access to the users or user groups.
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F =
Create A Shared Folder
Access Control (By User)
L
)
lser name Prewview RO R Deny
admin Read,\Write 0 [
Ted B
test01l Deny Access [ [l
testoz Deny Access 0 [
test0s3 Deny Access [l [
| Page 101 b+ Bl | ™ Display item: 1-5, Tatal: 5
Mote: 1. The permission settings of user and group will effect the result
of "preview" b
Step 477 Back MNext Cancel
B =

6. Confirm the settings and click “"Next”.
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Create A Shared Folder

Confirm Settings

Folder Mame:
Hidden Folder:
Lock File (Cplocks):
Path:

Recycle Bin:
Description:

Access right:

Access UserfUser group:

Step 677

test

Mo

Yes

Single Disk: Drive 1 ftest
Enable

By User

admin, Ted, test01, test0Z, test03

Back MNext

Cancel

7.Click “Finish” to complete the setup.
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Create A Shared Folder

Create A Shared Folder

The new shared folder has been created successfully.
Click FINISH o exit,

Step 777 Finish
L |

To delete a shared folder, select the folder checkbox and click "Remove”. You can select
the option “Also delete the data. (Mounted ISO image files will not be deleted)” to delete
the folder and the files in it. If you select not to delete the folder data, the data will be
retained in the NAS. You can create a shared folder of the same name again to access

the data.
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@

All the selected shared folder(s) will be
removed, and the selected IS0 shares will be
unmounted, Are you sure?

[1 also delete the data, (Mounted IS0 image
files will not be deleted)

Qoves. ) Qo D)

Icon

Description

(Folder property)

Edit the folder property. Select to hide or show the network
drive, enable or disable oplocks, folder path, comment, restrict
the access of Recycle Bin to administrators (files can only be
recovered by administrators from the Network Recycle Bin) and

enable or disable write-only access on FTP connection.

(Folder

permissions)

Edit folder permissions and subfolder permissions.

(Refresh)

Refresh the shared folder details.
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Folder Permissions

Configure folder and subfolder permissions on the NAS. To edit basic folder permissions,

locate a folder name in “Privilege Settings” > “Shared Folders” and cIick.

\_“! [ 1 ] M.
Users User Groups Shared Quota Domain
Folders Security
| Shared Folder Advanced Permissions Folder Aggregation
|| Create - Restore Default Shared Folders ]
| @ | Folder Mame Size Folders Files
| Dept 4 KB u] u]
Download 53.29 GB 10 183
Multimedia 18.42 MB 21 235
I Public 250,87 MB =l =ts)
Recordings 32 KB 6 1
[7] TedHome 20 KB 3 1
USBEDisk1 694.02 GB 30959 338379
USBDisk2 70.04 GB 268 138709
Ush 12 KB 1 iz
wWeh 16.15 KB 1 7
hames 836.03 KB 2 9
[ test 4 KB u} u}
[ testdl 4 KB 0 0
[] testd2 4 KB o o
| @ testi3 4 KB o u}
1 test04 4 KB u} u}
| =1 racrns 4 KR n n
Page Tl
|

Hidden

Mo

No

Mo

Mo

Wolume

Single Disk:
Single Disk:
Single Disk:
Single Disk:
Single Disk:

Single Disk:

Use 1

use 2

Single Disk:
Single Disk:
Single Disk:
Single Disk:
Single Disk:
Single Disk:
Single Disk:
Single Disk:

Sinnla Nisk:

Display item: 1-22, Total: 22 | Show |50

Drive 1
Drive 1
Drive 1
Drive 1
Drive 1

Drive 1

Drive 1
Drive 1
Drive 1
Drive 1
Drive 1
Drive 1
Drive 1
Drive 1

Drive 1

v | Items

The folder name will be shown on the left and the users with configured access rights

are shown in the panel. You can also specify the guest access right at the bottom of the

panel.
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Shared Folder

Select permission type:  Users and groups permission 5

Edit the user and group permissions for access from Windows, Mac, FTP, and File Station.

Shares
ﬂ‘_—-‘DEpt * Permissions Preview  Read On Read/Wril Deny Acces Special Permission &
H ] Download
= I Multimedia A admin Read/W... ] | ] ]
® I Public x ~ -~ 5
- ] 7l I ]
= [ JRecordings L Ted Read/W... [ Fll | m
# [ TedHome 1 testol Read/w.. [ & F H
H [ JUSBDisk1
= CJUsSEDiskz A testnz Read/\W. . [l il B ]
H [ JUsh
= web
#[Jhomes Guest access right: Deny access ¥ m Remove
H [ Jtest i Z-100 = —
B (C]testnl Qwner: L._v] Only the owner can delete the contents
H [ Jtest02 [J ©nly admin can create files and folders
ﬂ.._‘ltestDS Apply changes to files and subfolders
H [ Jtest04

« ] Apply and replace all existing permissions of this folder, files, and subfolders

0T T ke kOIS

Aoply Close

Click “"Add” to select more users and user groups and specify their access rights to the
folder. Click “*Add” to confirm.
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Select users and groups

Local Users
Manme

test03

Ermployes072
Employes073
Employeeld74
Employee07s
Employee076
Employes077
Employee073
Employeed?9

Employee020

Page

1| /8

(|

0

Preview

Deny Access
Deny Access
Deny Access
Deny Access
Deny Access
Deny Access

Deny Access

lT:".j

RO SR Deny
(] (]
(] (]
(o ([
] (] [l
] (] [l
(] (] (]
(] (] (]
] (] [
(] (] (]

]
O
O

Display itern: 1-10, Total: 80

Mote: 1. The permission settings of user and group will effect the result of "preview"
2, The privilege priority is Deny Access (Deny) = Read/MWrrite (RW) = Read Only (RO

Sdd Cancel

Click “Remove” to remove any configured permissions. You can select multiple items by

holding the Ctrl key and left clicking the mouse. Click “Apply” to save the settings.
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Shared Folder

Select permission type:

Users and groups permission

Edit the user and group permissions for access from Windows, Mac, FTP, and File Station.

Shares

[ JDept

© ([ 1Download
@ CMultimedia
= 1 Public

# [ JRecordings
=1 TedHome

= [CIUSEDisk1

= CJUSEDisk2

B (CJUsh

= (CJweh

= (Jhomes

B Jtest

@ (Jtestol

@ (Jtest02

@ (Jtest03

[ Jtestid

T e

Permissions
AL admin
. Ted

A testol
A testoz

A testoz

Guest access right: Deny access

Owner:  admin

[ only admin can create files and folders

Apply changes to files and subfolders

Preview

Read.
Read.
Read.

Read.

Read On Read/Wril Deny Acces Special Permission'®

(]

@ O

=

w

O 8 8 HE

]

O O O

S

B

G O O

W

T )

&~ |[] only the owner can delete the contents

e [] apply and replace all existing permissions of this falder, files, and subfolders

Apply Close
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Subfolder Permissions

The NAS supports subfolder permissions for secure management of the folders and
subfolders. You can specify read, read/write, and deny access of individual user to each

folder and subfolder.

To configure subfolder permissions, go to “Privilege Settings” > “Shared Folders” >

“Advanced Permissions” tab. Select “Enable Advanced Folder Permissions” and click

\\Apply".
0 e ' ' #
] L & - ~
= - 9 L
Users User Groups Shared Quota Domain
Folders Security .
Shared Folder Advanced Permissions Folder Aggregation

When this option is enabled, you can assign the folder and subfolder permission to individual users and user groups.

Enable Advanced Folder Permissions
Enable Windows ACL support

o Apply Al

Note: You can create maximum 230 permission entries for each folder when Advanced

Folder Permission is enabled.

Go to “Privilege Settings” > “Shared Folders” > “Shared Folders” tab. Select a root folder,

for example Dept, and cIick.
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™ \ i e
Users User Groups Shared Quota Dormain
Folders Security
| Shared Folder Advanced Permissions | Folder Aggregation
|| _Create - | Restore Default Shared Folders ]
[ Folder Mame Size Falders Files
. ] Dept 4 KB o o
Download 53.29 GB 10 183
Multimedia 18.42 MB 21 235
Public 250.87 MB Q ts)
Recordings 32 KB 5] it
[7] TedHome 20 KB 3 1
USBDisk1 594,02 GB 30959 338379
USBDisk2 70.04 GB Beg 13879
Ush 12 KB 1 1
Web 16,15 KB 1 7
|
Page 1|10

Hidden
Mo

No
Mo
No
Mo
No
Mo
No
Mo

Mo

Yaolume

Single Disk:
Single Disk:
Single Disk:
single Disk:
Single Disk:

Single Disk:

Use 1

use 2

Single Disk:

Single Disk:

Drive 1

Drive 1

Drive 1

Drive 1

Drive 1

Drive 1

Drive 1

Drive 1

Display item: 1-10, Tatal: 22 | Show S0 v | Items

The shared folder name and its first-level subfolders are shown on the left. The users

with configured access rights are shown in the panel, with special permission below.

Double click the first-level subfolders to view the second-level subfolders. Select the

root folder (Dept). Click “*+ Add” to specify read only, read/write, or deny access for the

users and user groups.
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Shared Folder

Select permission type:  Users and groups permission i
Edit the user and group permissions for access from YWindows, Mac, FTP, and File Station.

Shares
= JDept i *! permissions Freview Read On Read/Wril Deny Acces Special Permission @
1+ Y[l
HCIHR | testD3 | &
# JProduction : I -
@] Sales Employeed?2
HJtest 1 Employeed?3 &
= [ Download
= [ Multiredia L Employee07s &
CIMAS _
& CgPublic _Employeed76 (] W
® (JRecordings Guest access right: Deny access w7 Add Remave
H[_JTedHome 2~ - i
© T USBDisk1 Owner: Ted - Only the owner can delete the contents
H_JUSEDiskz Only admin can create files and folders
H [(JUSBDisk3 Apply changes to files and subfolders
ﬂ_]:“:lgﬁbh + ] Apply and replace all existing permissions of this folder, files, and subfolders
Apply Close
Note:

e If you have specified “deny access” for a user on the root folder, the user will not be
allowed to access the folder and subfolders even if you select read/write access to
the subfolders.

e If you have specified “read only access” for a user on the root folder, the user will
have read only access to all the subfolders even if you select read/write access to
the subfolders.

e To specify read only permission on the root folder and read/write permission on the
subfolders, you must set read/write permission on the root folder and use the option

"Only admin can create files and folders” (to be explained later).

Click “"Add” when you have finished the settings.
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Select users and groups
Lacal Users bt ot
Mame Preview =] Ry Deny
Employee074 Deny Access [ [ O
Employeed7s O ]
Ermployes076 [+ [ ]
Employeed?7 Deny Access & ] =
Employee07s Deny ACCESS & [ [l
Employe=079 Deny Access [ O 0
Employe=0s0 Deny Access [ [ [l
Ermployes0s81 Deny Access 0 ] ]
Employeeds2 Deny Access CEngALtess 0 ] &
Employee0ss Deny Access [l [l ]
Page 1]+ M| & Display itern: 1-10, Taotal: 77

Mote: 1. The permission settings of user and group will effect the result of "preview"

2, The privilege priority is Deny Access (Deny) = Read/MWrrite (RW) = Read Only (RO

ddd Cancel

Specify other permissions settings below the folder permissions panel.

Shared Folder

Select permission type:  Users and groups permission 5
Edit the user and group permissions for access from Windows, Mac, FTP, and File Station.
Shares
i'i_:lDeDt ! permissions Preview Read On Read/M'ril Deny Acces Special Permission'®
= [ Download =
#= L] Multimedia L test03 ] B B 0
® ([ Public
H [ Recordings 4 Employee072 0 O 0
S o A Employee0?a ] ] E [
= ] USBDisk1
= ] USBDisk2 L admin Read/w. .. B E B
[ 1Usb .
W] Weh L Ted Read,w. . B Il El A 3
ﬂghumes Guest access right: Deny access v &dd || Remave
H [ Jtest
© ] tastol Owner:  admin | &~ |[] only the owner can delete the contents
[ Jtest02 [] only admin can create files and folders
i“_thStDB Apply changes to files and subfolders
[ JtestOd S - : 2
== . e [1 apply and replace all existing permissions of this falder, files, and subfolders

Aoply Close
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Guest Access Right: Specify to grant full or read only access or deny guest access.

Owner: Specify the owner of the folder. By default, the folder owner is the creator. To

change the folder owner, cIickliL.

Shared Folder

Select permission type:  Users and groups permission &5
Edit the user and group permissions for access from Windows, Mac, FTP, and File Station.
Shares

[ 1Dept *! permissions Preview Read On Read/ril Deny Acces special Permission s
= 1Download ~
= I Multimedia L test03 & [l [ |
= [ Public = | - [ : :
# CJRecordings » Employeeny2 = — - —~
=[] TedHome L Employee0?3 | &l 7 &l
=[] USBEDisk1
H [ IUSBDiskz L admin Read/wW. . ] & = [
= [(JUsh ; _
0] wWeb L Ted Read/w. . Il ] I} L B
#[Jhomes Guest access right: Deny access v Add Remave
@[ Jtest )
@ Jtestol Owener: _admin || Only the owner can delste the contents
H [ Jtestoz [J only admin can create files and folders
H [ Jtest03 apply changes to files and subfolders
H [ Jtest04 s Sk 3 :
= v [ apply and replace all existing permissions of this folder, files, and subfolders

Apply Close

Select a user from the list or search a username. Then click “"Set”.

Local Users et

Search to select the user

admin o

Ted

testll

test02

test03

Employee0?2

Ermployeed? 3

e — - A b’
L Set

e Only the owner can delete the contents: When you apply this option to a folder, e.g.

Dept, only the folder owner can delete the first-level subfolders and files. Users who

are not the owner but possess read/write permission to the folder cannot delete the

folders Admin, HR, Production, Sales, and test in this example. This option does not
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apply to the subfolders of the selected folder even if the options “"Apply changes to
files and subfolders” and “Apply and replace all existing permissions of this folder, files,

and subfolders” are selected.

=2 2
=l |23 Admin
+ () Admin01
+ () Admin0z
=B 2 HR
# [C3) HRL
+ [5) HRz
# |} Production
+ () Sales
+ () kest

e Only admin can create files and folders: This option is only available for root folders.
Select this option to allow admin to create first-level subfolders and files in the
selected folder only. For example, in the folder “"Dept”, only admin can create files and
subfolders Admin, HR, Production, and so on. Other users with read/write access to
Dept can only create files and folders in the second and lower-level subfolders such as
Admin01, Admin02, HR1, and HR2.

3 &2
= |2 Admin
+ | ) Admin0l
+ () Admindz
B IS HR
# ) HRl
+ | ) HRZz
+ | ) Production
+ | ) Sales
+ ) test

e Apply changes to files and subfolders: Apply permissions settings except owner
protection and root folder write protection settings to all the files and subfolders within
the selected folder. These settings include new users, deleted users, modified

permissions, and folder owner. The options “Only the owner can delete the contents

and “Only admin can create files and folders” will not be applied to subfolders.

e Apply and replace all existing permissions of this folder, files, and subfolders: Select
this option to override all previously configured permissions of the selected folder and
its files and subfolders except owner protection and root folder write protection

settings. The options “"Only the owner can delete the contents” and “Only admin can
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create files and folders” will not be applied to subfolders.

e Special Permission: This option is only available for root folders. Select this option and
choose between “Read only” or “Read/Write” to allow a user to access to all the
contents of a folder irrespectively of the pre-configured permissions. A user with
special permission will be identified as “admin” when he/she connects to the folder via
Microsoft Networking. If you have granted special permission with “Read/Write” access
to the user, the user will have full access and is able to configure the folder
permissions on Windows. Note that all the files created by this user belong to “admin”.
Since “admin” does not have quota limit on the NAS, the number and size of the files
created by users with special permission will not be limited by their pre-configured

quota settings. This option should be used for administrative and backup tasks only.

After changing the permissions, click “"Apply” and then “YES” to confirm.

Shared Folder

Select permission type:  Users and groups permission 5
Edit the user and group permissions for access from Windows, Mac, FTP, and File Station.

Shares

i"f-lDe':'t ! parmissions Freview Read On Read/Wril Deny Acces Special Permission'®
H [JDownload =
= I Multimedia L test03 ¥

= _JPublic : .

® CJRecordings Employee072 ¥

H [ TedHome 1 Employee073 &

H [ USEDIsk1

# (] USBDiskz L. admin Read/W. . Il

= 1Ush .

& 0] Wab  Ted Read/\W... il 3
® Jhomes Guest access right: Deny access Y Add Remave
B[ Jtest ) Z- 0] ik el "

B testol Owher:  admin - Only the owner can delete the contents

H [ Jtestoz [l only admin can create files and folders

H [ Jtestds Apply changes to files and subfolders

B [Jtest04

+ [ apply and replace all existing permissions of this folder, files, and subfolders

[ W PP Y

Aoply Close
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Applyving the permissions to files and
subfolders may take some time
depending on the number of files and
folders to be processed. Do you want
to apply the permissions now?

Are you sure you want to continue?

Yes

Mo
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Microsoft Networking Host Access Control

The NAS folders can be accessed via Samba connection (Windows) by default. You can

specify the IP addresses and hosts which are allowed to access the NAS via Microsoft

Networking. Click .

Create -

| 0

2 &

lsers Uzer Groups

Shared Folder

Advanced Permissions

5 1 -
Shared Quota Domain
Folders Security

Folder Aggregation

| Restore Default Shared Folders |

Faolder Name
Dept
Download
Multimedia
MAS

Public
Recordings
TedHome

USBDiskl

Page 1 /1

Size
36 KB
53.62 GB
18.42 MB
587.25 MB
251.1 MB
32 KB
20 KB

694.6 GB

Folders Files
4] I;
13 183
21 235
4] 891
9 a5
4] 1
3 1

30966 339270

Hidden “olume

Mo

Mo

Mo

Mo

Mo

Mo

Mo

Mo

Single Disk:
Single Disk:
Single Disk:
jisie}

Single Disk:
Single Disk:
Single Disk:

UsB 1

Drive 1
Drive 1

Drive 1

Drive 1
Drive 1

Drive 1

Display item: 1-24, Tatal: 24 | Show 50 v | Items

Select “Microsoft Networking host access” from the dropdown menu on top of the page.

—

Shared Folder

Select permission type: |Users and groups permission

| ~

Edit the user and group ¢ Users and groups permission

Shares

MNFS host access
WehDAY Jcce

3, and File Station.

H [ Dept

= [ Download

Microsoft Metwaorking host access

4

= (I Multimedia 5 testo3 ™
CINAS =

= ] Public L EmployesD72 ]

= [ JRecordings 1 Employes073

= [ TedHome

= C1USBDisk1
H [ JUSBDIiskz
H [ JUSBDIsk3
H[_JUsh

= Wweh
H[_Jhomes

M Jtest

B[ Jtest0l

@ (CJtest02

R e o T

2 Employee075

L Employee076

Guest access right: Deny access

Owner: Ted Z~|[] only the owner can delete the contents

Only admin can create files and folders

w

Apply changes to files and subfolders

+ ] Apply and replace all existing permissions of this folder, files, and subfolders

Read/Wril Deny Acces Special Permission

&dd

Apply

Il e
=]
]
[
= w
Remove
Close
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Specify the allowed IP addresses and host names. The following IP address and host

name are used as example here:

IP address 192.168.12.12
192.168.*.*
Host name dnsname.domain.local

*.domain.local

4

click "Add” to enter the IP address and host name and then “Apply”.

—

Shared Folder

Select permission type:  Microsoft Metworking host access 5

Specify the computers which can access the shared folders via Microsoft Netwaorking.

Shares
[ IDept | Enter the hosts ar IP addresses which are allowed ta connect ta this shared folder;
[JDownload Dept
IMultimedia Mote: Users will still need access permissions to access the shared folder,
[LIM&S
3 Public Delete Add
[JRecordings Host /IR [/ Metwork
[ TedHome 107,168 * *
‘——‘USBD!Skl *.domain.local
[JUSBDiskz
[JUSBDisk3
[Iuzh
[Iweb
[Jhomes
[Jtest
test0l1 Mote: Please make sure the format you enter is correct. An incarrect format can lead
[Jtestoz to access error. If no entry is entered, all hosts access will be allowed.

Ttactna

Spply Close

Wildcard characters
You can enter wildcard characters in an IP address or host name entry to represent

unknown characters.

Asterisk (*)

Use an asterisk (*) as a substitute for zero or more characters. For example, if you enter
*.domain.local, the following items are included:

a.domain.local

cde.domain.local

test.domain.local
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Question mark (?)

Use a question mark (?) as a substitute for only one character. For example, test?.
domain.local includes the following:

testl.domain.local

test2.domain.local

testa.domain.local
When you use wildcard characters in a valid host name, dot (.) is included in wildcard

characters. For example, when you enter *.example.com, “one.example.com” and “one.

two.example.com” are included.
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ISO Shared Folders

You can mount the ISO image files on the NAS as ISO shares and access the contents

without disc burning. The NAS supports mounting up to 256 ISO shares.

TS-110, TS-119, TS-120, TS-121, TS-210, TS-219, TS-219P, TS-220, TS-221, TS-410,
, TS-119P+, TS-219P+, TS-112, TS-212 support maximum 256 network shares only
(including 6 default network shares). The maximum number of ISO image files supported
by these models is less than 256 (256 minus 6 default shares minus number of network

recycle bin folders).

Follow the steps below to mount an ISO file on the NAS by the web interface.

1. Login the NAS as an administrator. Go to “Share Folders” > “Create”. Click “"Create an
ISO Share”.

™ v il .
% 3 e =) \S ] .
Users User Groups Shared Quota Domain
Folders Security kA
Shared Folder Advanced Permissions Folder Aggregation
Create - Remove ] Restore Default Shared Folders ] yel

Shared Folder Size Folders Files  Hidden “olume Action
Create an 10 Share 4 KB o 0 Nao Single Disk: Drive 1
Download . 53,29 GB 10 183 No Single Disk: Drive 1
Multimedia 18,42 MB 21 235 Mo Single Disk: Drive 1
Public 250.87 MB 2 82 Mo Single Disk: Drive 1
Recordings 32 KB 3] 1 No Single Disk: Drive 1
7] TedHome 20 KB 3 1 Mo Single Disk: Drive 1
USBDiskl £94.02 GB 30959 338379 No USB 1
USBDisk2 70.04 GB 263 12879 Mo USBE 2
Ush 12 KB 1 1 Mo Single Disk: Drive 1
web 16,15 KB 1 7 No Single Disk: Drive 1

Page 1 Display itern: 1-10, Total: 22 |Show 50 v | Items
|
i
——

2.Select an ISO image file on the NAS. Click “Next”.
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Create an ISO Share

Choose An IS0 Image File

This wizard guides you through the following settings:
# 150 Shared Folder Settings

& Privilege

Source 150 Image File: | /USBDIsk1/S00G/Game/MGS v

Mote: Only ISC image files will be listed. The 150 shared folders can be
unshiared by clicking "Rermove” in the folder list,

Step 177 MNext Cancel

3. The image file will be mounted as a shared folder of the NAS. Enter the folder name.
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Create an ISO Share
I50 Shared Folder Settings
Folder Mame: MNAS
Hidden Folder: O ves ® No@
Cescription:
Step 277 Back Mext Cancel

4. Specify the access rights of the NAS users or user groups to the shared folder. You

can also select “Deny Access” or "Read only” for the guest access right. Click “Next”.
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Create an ISO Share

Privilege

You can select one of the following methods to configure the user access
right to the network shared folder:

® Grant read-only access right for administrators only
O By User

O By User Group

GLuest access right:

(® Deny &Access O Read anly

Step 377 Back MNext Cancel

5. Confirm the settings and click “Next”.
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Create an ISO Share

Confirm Settings

Folder Mame: MAS

Hidden Folder: Mo

Path: FMAS

Description: -—-

Access right: Gr.lant read-only access right for administrators
only

Access UserflUser group: -—-

Step 677 Back MNext Cancel

6. Click “Finish”.
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Create an ISO Share

Create A Shared Folder

The new shared folder has been created successfully,
Click FINISH to exit.

Step 777 Finish

7. After mounting the image file, you can specify the access rights of the users over
different network protocols such as SMB, AFP, NFS, and WebDAV by clicking the

Access Permission icon in the “Action” column.
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™ X y w
2 & w 9 .
Users User Groups Shared Quota Daomain
Folders Security b
I j Shared Folder Advanced Permissions Folder Aqgrggiation !
| creats - Restare Default Shared Falders ] »
[ Folder Mame Size Folders Files  Hidden ‘“olume
[l Dept 4 KB u] 0 Mo Single Disk: Drive 1
Download 53.29 GB 10 183 No Single Disk: Drive 1
Multimedia 13.42 MB 21 235 No Single Disk: Drive 1
[T Mas 587.25 MB & 891 Mo IS0 |
Public 250.87 MB =] 858 Mo Single Disk: Drive 1
Recordings 32 KB 5] 1 Mo Single Disk: Drive 1
] TedHome 20 KB 3 1 No Single Disk: Drive 1
USBDisk1 594,02 GB 30959 338379 No Use 1
USBEDisk2 70.04 GB 868 13879 Mo LUse 2
Ush 12 KB ok 1 No Single Disk: Drive 1
Page 1j/1 Display itern: 1-10, Total: 23 [Show 50 v | Items

The NAS supports mounting ISO image files by the File Station. Please refer to the File

Station chapter for details.
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Folder Aggregation

You can aggregate the shared folders on Microsoft network as a portal folder on the NAS
and let the NAS users access the folders through your NAS. Up to 10 folders can be
linked to a portal folder.

Note: This function is supported only in Microsoft networking service and recommended

for a Windows AD environment.

To use this function, follow the steps below.

1. Enable folder aggregation.

™ 2 - »
™ L M. ~
¥ e s W]
Users User Groups Shared Quota Domain
Folders Security D
Shared Folder Advanced Permissions Folder Aggregation

Enable Folder Aggregation
Enable this function will allow you to agaregate all shared folders in local network into a " portal folder " in your NAS.

Folder agagregation is for Microsoft Network / Samba service ONLY.

2. Click “Create A Portal Folder”.

Folder Aggregation List

| cCreate a Portal Folder ll Impert/ Export Folder Tree I

] Portal Folder Name Action

3. Enter the portal folder name. Select to hide the folder or not, and enter an optional

comment for the portal folder.
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Create a Portal Folder

Folder Name: Shares
Hidden Folder: ) Yes ® No
Comment:

Apply Cancel

4. Click (Link Configuration) and enter the remote folder settings. Make sure the
folders are open for public access.

L & [@ O

Users User Groups Shared Quota Domain
Folders Security

Shared Folder Advanced Permissions Folder ﬂaﬁatiﬂn

Enable Folder Aggregation

Enable this function will allow you to aggregate all shared folders in local network into a ™ portal folder ™ in your NAS.

Folder agagregation is for Microsoft Network / Samba service OMNLY.

Folder Aggregation List

Create a Portal Folder ] C [ Import/ Export Folder Tree
[[] portal Folder Name Action
[7] Shares
[ ﬁﬂﬂiﬁﬁ ']
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Remote Folder Link @
L]
Fortal Folder Mame: Shares
Link MName Host Mame Remote Shared Folder
1 Public on 10.8.12.153 10.8.12.153 Fublic
2 Marketing on 10.8.1... 10.5.13.89 Marketing
3
4
5
6
7
g
g
10
W
Apply Cancel
L y
Note: If there is permission control on the folders, you need to join the NAS and the
remote servers to the same AD domain.

5. Upon successful connection, you can connect to the remote folders through the NAS.
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F 3 E\:] M =
“ Home Share Wiew

T & » Metwork » 10812153 ¢ Shares

i Favorites hlsme
B Desktop

4 Downleads

, Marketing on 10.8.13.89
. Public on 10.8.12.153

UES
=1 Recent places

4 Libraries
3 Documents
rJ’- Music
l&=| Pictures

B Videos

% Computer
&, 05(C)
—w Data (D)
¢ Public (\410.8.12.153

&*&I Metwaork

2 items

Shares

Date modified

5/16/2013 &:43 PM

5/16/2013 8:43 PM

v & Search Shares
Type Size
File folder
File folder

v e
P

Advanced Permissions

“Advanced Folder Permissions” and “"Windows ACL"” provide subfolder and file level

permissions control. They can be enabled independently or together.

Shared Folder

2 & -

Users User Groups Shared

Folders

Advanced Permissions

Il y .!.
g (=
Quota Domain

Security

Folder Aggregation

Enable Advanced Folder Permissions
Enable Windows ACL support

When this option is enabled, you can assign the folder and subfolder permission to individual users and user groups.
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Protocols Permission Options How to Configure

Advanced Folder FTP, AFP, File 3 (Read, Read & NAS web UI
Permissions Station, Samba Write, Deny)
Windows ACL Samba 13 (NTFS Windows File
permissions) Explorer
Both FTP, AFP, File Please see the Windows File
Station, Samba application note ( Explorer

http://www.gnap.

com/index.php?

lang=en&sn=4686)
for more details.

Advanced Folder Permissions

Use “Advanced Folder Permissions” to configure subfolder permissions directly from the
NAS UL. There is no depth limitation for the subfolder permissions. However, it is highly
recommended to change the permissions only on the first or second level of the

subfolders. When “Advanced Folder Permissions” is enabled, click the “Folder Permissions”

icon under the “Shared Folders” tab to configure the subfolder permission settings.

See “Shared Folders” > “Folder Permission” of this section for details.

Windows ACL

Use “Windows ACL"” to configure the subfolder and file level permissions from Windows

File Explorer. All Windows Permissions are supported. For detailed Windows ACL behavior,

please refer to standard NTFS permissions: http://www.ntfs.com/#ntfs_permiss

e To assign subfolder and file permissions to a user or a user group, full control share-
level permissions must be granted to the user or user group.

¢ When Windows ACL is enabled while "Advanced Folder Permissions” are disabled,
subfolder and file permissions will have effect only when accessing the NAS from
Windows File Explorer. Users connecting to the NAS via FTP, AFP, or File Station will
only have share-level permissions.

¢ When Windows ACL and Advanced Folder Permissions are both enabled, users cannot
configure Advanced Folder Permissions from the NAS UI. The permissions (Read only,
Read/Write, and Deny) of Advanced Folder Permissions for AFP, File Station, and FTP

will automatically follow Windows ACL configuration.
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5.4 Quota

To allocate the disk volume efficiently, you can specify the quota that can be used by

each user. When this function is enabled and a user has reached the disk quota, the

user cannot upload any data to the server anymore. By default, no limitations are set for

the users. You can modify the following options:
e Enable quota for all users

e Quota size on each disk volume

2 & & O b

Users User Groups Shared Quota Domain
Folders Security
Quota
Quota

Enable guota for all users
Quota size on the disk 100 MB

MNote: To change the individual user quota size, go to "Users" = "Edit Account Profile”.

Apply

L Applyto sl

After applying the changes, the quota settings will be shown. Click "Generate” to

generate a quota settings file in CSV format. After the file has been generated, click

“Download” to save it to your specified location.
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2 & & L &

Users User Groups Shared Quota Domain
Folders Security b~
Quota
Quota

Enable guota for all users
Quota size on the disk 100 MB

Mote: To change the individual user quota size, go to "Users" = "Edit Account Profile”.

Single Disk: Drive 1 "

Generate || Download Local Users v b
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5.5 Domain Security

The NAS supports user authentication by local access right management, Microsoft
Active Directory (Windows Server 2003/2008), and Lightweight Directory Access Protocol
(LDAP) directory. By joining the NAS to an Active Directory or a LDAP directory, the AD
or LDAP users can access the NAS using their own accounts without extra user account
setup on the NAS.

No domain security

Only the local users can access the NAS.

Active Directory authentication (domain members)

Join the NAS to an Active Directory. The domain users can be authenticated by the NAS.
After joining the NAS to an AD domain, both the local NAS users and AD users can
access the NAS via the following protocols/services:

e Samba (Microsoft Networking)

o AFP

e FTP

File Station

WebDAV

LDAP authentication

Connect the NAS to an LDAP directory. The LDAP users can be authenticated by the
NAS. After connecting the NAS to an LDAP directory, either the local NAS users or the
LDAP users can be authenticated to access the NAS via Samba (Microsoft Networking).
Both the local NAS users and LDAP users can access the NAS via the following protocols/
services:

o AFP

e FTP

e File Station
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9 @ O

2 & @

Users User Groups Shared Quota
Folders

No domain security (Local users only)

Active Directory authentication (Domain member)

LDAP suthentication

Domain
Security
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5.5.1 Join the NAS to Active Directory (Windows Server 2003/2008)

Active Directory is a Microsoft directory used in Windows environments to centrally
store, share, and manage the information and resources on the network. It is a
hierarchical data centre which centrally holds the information of the users, user groups,

and the computers for secure access management.

The NAS supports Active Directory (AD). By joining the NAS to the Active Directory, all
the user accounts of the AD server will be imported to the NAS automatically. The AD

users can use the same set of username and password to login the NAS.

If you are using Active Directory with Windows Server 2008 R2, you must update the
NAS firmware to V3.2.0 or above to join the NAS to the AD.

Follow the steps below to join the QNAP NAS to the Windows Active Directory.
1. Login the NAS as an administrator. Go to “"System Settings” > “General Settings” >
“Time”. Set the date and time of the NAS, which must be consistent with the time of

the AD server. The maximum time difference allowed is 5 minutes.

2.Go to "System Settings” > “Network” > “TCP/IP”. Set the IP of the primary DNS server
as the IP of the Active Directory server that contains the DNS service. It must be the
IP of the DNS server that is used for your Active Directory. If you use an external DNS

server, you will not be able to join the domain.
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B 8 £ G = v * 8

=

General Storage MNetwork Security Hardware Power MNotification Firmware
Settings Manager Update b
TCP/IP Wi-Fi IPVE Service Binding Proxy DDNS Service
PR E—
IP Address
| Port Trunking
Edit  Link Interface DHCP IP Address Subnet Mask Gateway MAC address
[~} Ethernetl Yes 10.8.12.153 255.255.254.0 i0.8.12.1 00:08:96:CF:05
(] Ethernet2 Yes 0.0.0.0 0.0.0.0 0.0.0.0 00:08:96:CF:05

I

Default Gateway

DNS Server
Obtain DNS server address automatically: & Use the settings from: | Ethernet 1

@ Use the following DNS server address:

Primary DNS server: 10 .8 13 .[230
Secondary DNS server: 0 .0 .0 .0
Apply

3. Go to “Privilege Settings” > “"Domain Security”. Enable “Active Directory authentication

(domain member)”, and enter the AD domain information.

™ 9 & w e
! ety s \e L
Users User Groups Shared Quota Domain
Security &

Folders

~) No domain security (Local users only)
@ Active Directory authentication (Domain member)

Quick Configuration Wizard Manual Configuration

Quick Configuration Wizard will help you join the NAS to an Active Directory domain.

LDAP authentication

Note:
e Enter a fully qualified AD domain name, for example, gnap-test.com
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e The AD user entered here must have the administrator access right to the AD
domain.

e WINS Support: If you are using a WINS server on the network and the workstation is
configured to use that WINS server for name resolution, you must set up the WINS
server IP on the NAS (use the specified WINS server).
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Join the NAS to Active Directory (AD) by Quick Configuration Wizard

To join the NAS to an AD domain by the Quick Configuration Wizard, follow the steps
below.
1.Go to “Privilege Settings” > “Domain Security”. Select “Active Directory authentication

(domain member)” and click “Quick Configuration Wizard”.

™ \ & - ~
¥ & = 9 W
Users User Groups Shared Quota Domain
Folders Security v

) Mo domain security (Local users anly)
@ Active Directory authentication (Domain member)
Quick Configuration Wizard Manual Configuration
Quick Configuration Wizard will help you join the NAS to an Active Directory domain.
7 LDAP authentication

2. Read the introduction of the wizard. Click “Next”.

r b

Active Directory Wizard

Wizard Information

This wizard will help you complete the following actions:

@ Configure the DNS information on the NAS.
® Synchronize the time of the NAS with the domain controller.

® Join the MAS to an Active Directory domain.

Step 1/4 Mext Cancel

3. Enter the domain name of the domain name service (DNS). The NetBIOS name will be
generated automatically when you type the domain name. Specify the DNS server IP
for domain resolution. The IP must be the same as the DNS server of your Active
Directory. Click “"Next".
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Active Directory Wizard

Wizard Information

Full DNS domain name: adtests.local

Example: mydomain.local

MetBios domain name: |ADTEST5I

Example: MYDOMAIN

Enter the DNS Server IP for the domain resolution. It must be the DNS
server of your Active Directory.

[C] Obtain DNS server address automatically by DHCP server.
Domain DNS Server: (10 8 .13 230

Step 2/4 Back Mext Cancel
L |

4.Select a domain controller from the drop-down menu. The domain controller is
responsible for time synchronization between the NAS and the domain server and user

authentication. Enter the domain administrator name and password. Click “Join”.

[ 4 .
Active Directory Wizard

Authentication Information

The selected Domain Controller will be used for the time synchronization
and the user authentication.

Select the Domain Controller:

ad5-dc2-dqgv.adtests.local hd

Domain &dministrator Username: tate

Domain Administrator Password:

Step 3/4 Back Join Cancel
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5. Upon successful login to the domain server, the NAS has joined to the domain. Click

“Finish” to exit the wizard.

F |
Active Directory Wizard

Summary

»

Domain information

DNS Server: 10.8.13.230

DMNS name: adtests.local

MNetBIOS Name: ADTESTS

Domain controller: ad5-dc2-dgv.adtest5.local S
Time Server: ad5-dc2-dgv.adtests.local

The NAS has joined the domain successfully.

Step 4/4 Finish

6. Go to “Privilege Settings” > “Users” or “User Groups” to load the domain users or user

groups to the NAS.

2 & W O :
Users | Useroroms e auets Security ®

Username Description Quota Action
ADTEST5+Administrator = PEEEE -
ADTESTS+Guest -
ADTESTS+krbtgt - LEBES
ADTESTS+backupadm e 1
ADTESTS+aa w @E@EBE :
ADTESTS+bb -
ADTESTS+tony - @EEBE
ADTESTS+kent & T
ADTESTS+ken i @ =
| |Page 172 b bl | Display item: 1-10, Total: 39 | Show | 10 | v | Items
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Windows 2003

The AD server name and AD domain name can be checked in “System Properties”.

System Properties

Carnputer M arme | Hardwarel .ﬁ.dvancedl Hemntel

Full cormputer name; qnap-test com

Diamair: qnap-test com

To rename thiz computer or change itz
workgroup, click Change. b

0k, I Cancel Lpply

a.In Windows 2003 servers, the AD server name is “nodel” NOT “nodel.gnap-test.com”.

b. The domain name remains the same.
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Windows Server 2008

Check the AD server name and domain name in “Control Panel” > “System”.
a.This is the AD server name.

b. This is the domain name.

E'-'liﬂlﬂﬂ HEIE
oy e = Control Faned = System tml E:'j
Fls Edt  View Took Help
"
Tarshes Wiew basic information about your computer
W O Whirdowss edition
) Romote seltings Wirsdorrs Serven® Datacenter
¥ Advanced system settings Copyright & 2007 Microsolt Corporation. &l ights reserved. _.' '
Servicn Pack | j"{" _-lI
—
Lopshesm
Processon: IntelR) CoreTM)2 Quad 0P QA400 &0 2.40GH: 2,49 GHiz

Metmory (RAM): 1.00 GB
System bype: EA-bdt Opar akineg Syshem
a e, clomasin, snd workgroup settings
Cofmputer rsme: riosda ] 1 W Change sebtngs
| b ! Full cormpater mame e ] gnap-test com
Compauter desoriplinn:
t Doomasin:

qnap-test.oom I

Windowss activation

i ,:-'\_ 53 dayyls) bo activabe. Activats Windows now
See also

Wirsdow: Uipdate

Note:

o After joining the NAS to the Active Directory, the local NAS users who have access
right to the AD server should use "NASname\username” to login; the AD users should
use their own usernames to login the AD server.

e The local NAS users and the AD users (with username as domain name + username)
are allowed to login the NAS (firmware version 3.2.0 or above) via AFP, FTP, File
Station, and WebDAV. However, if the firmware version of the NAS is earlier than
3.2.0, only the local NAS users are allowed to login the NAS by File Station and
WebDAV.

e For TS-109/209/409/509 series NAS, if the AD domain is based on Windows 2008

Server, the NAS firmware must be updated to version 2.1.2 or above.
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Windows 7

If you are using a Windows 7 PC which is not a member of an Active Directory, while
your NAS is an AD domain member and its firmware version is earlier than v3.2.0, change
your PC settings as shown below to allow your PC to connect to the NAS.

1. Go to “Control Panel” > “Administrative Tools”.

@ﬂl@ » Control Panel » All Control Panel Iterms »

Adjust your computer’s settings

-

P Action Center Adrninistrative Tools
% BitLocker Drive Encryption t:!—' Color Management

2. Click “Local Security Policy”.

Ou I [«1 « All Control Panel Items » Administrative Tools - Il-_p | | Search Administrative Tools = |
Organize = 7] Open Bumn ==~ 0 8
-~
I Favorites Mame Date modified Type Size
[#+ Component Services 14/07/2009 12:46 Shortcut 2KB
= Libraries (A Computer Management 144072009 12:41 Shortcut 2KB
Data Sources (ODBC) 140772009 12:41 Shortout 2KB
" Computer (al] Event Viewer 14/07/2009 12:42 Shortcut 2KB
@_ iSCSI Initiator 14/07/2009 12:41 Shortcut 2KE
€l Network [ 2 Local Security Policy | 13/11/200917:31  Shorteut 2k8|

3.Go to “Local Policies” > “Security Options”. Select “Network security: LAN Manager

authentication level”.
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S Local Security Policy

File Action View Help
Lol ] o[ SERETN 7 B

T Security Settings Palicy
b Ca Account Policies

& Local Policies

» L Audit Policy

.

| Network List Manager Policies
~| Public Key Policies
7| Software Restriction Policies

+ [] Application Control Pelicies

| Metwork security: Configure encryption types allowed for Ke...
2| Network security: Do not store LAM Manager hash value on ...
T —— — Metwork iecu Force logoff when Iugn cn.lis expire

= - - L Metwork security: LAN Manager authentication level

5 Security Options . Aol et ]
. [ Windows Frewallwith Advanced Sec| =3 Metwork security: LDAF client signing requirements

- || 5 Metwork security: Minimum session security for MTLM SSP ...
o] Network security: Minimum session security for NTLM 55P ..,

) Network security: Restrict NTLM: Add remote server excepti...
| Metwork security: Restrict MTLM: Add server exceptions in t..
b {8 IP Security Policies on Local Compute | - Network security: Restrict MTLM: Audit Incoming NTLM Tra...
b L] Advanced Audit Policy Conﬁguraticlni 2| Metwork security: Restrict MTLM: Audit NTLM authenticatio...

Security Setting -
Mot Defined

Enabled

Disabled

Mot Defined

Megotiate signing
Require 128-bit encrypti...
Require 128-bit encrypti..,
Mot Defined

Mot Defined

Mot Defined

Not Defimed

4. Select the “Local Security Setting” tab, and select "Send LM & NTLMv2 - use NTLMv2

session security if negotiated” from the list. Then click "OK”.

ra

=
Metwork security: LAN Manager authentication level Properties @g

Local Security Setting | E:plain|

Ai! Metwork security; LAN Manager authentication level

[Send LM & MTLM -use NTLMvZ session securty if negotiated -

|l i Madifying this setting may affect compatibility with clients, services,
| by and applications.

For more information, see Metwork security: LAN Manager
authentication level. (3823659)

[ ok || cancel || ool
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Verify the settings

To verify that the NAS has been joined to the Active Directory successfully, go to
“Privilege Settings” > “Users” and “User Groups”. A list of users and user groups will be

shown on the “"Domain Users” and “Domain Groups” lists respectively.

If you have created new users or user groups in the domain, you can click the reload
button. This will reload the user and user group lists from the Active Directory to the

NAS. The user permission settings will be synchronized in real time with the domain

controller.
™ v L i A
Users User Groups Shared Quota Domain
Folders Security A
Create = Home Folder Domain Users 2% bl
Username Drescription Quota

ADTESTS+Administrator
ADTESTS+Guest
ADTESTS+krbtgt
ADTESTS+backupadm
ADTESTS+aa
ADTESTS+bb
ADTESTS+tony

ADTESTS+kent

ADTESTS+ken

m

Page 1//4| b H Display item: 1-10, Total: 39 | Show |10 | v | Items
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5.5.2 Connect the NAS to an LDAP Directory

LDAP stands for Lightweight Directory Access Protocol. It is a directory that can store
the information of all the users and groups in a centralized server. Using LDAP, the
administrator can manage the users in the LDAP directory and allow the users to connect

to multiple NAS servers with the same username and password.

This feature is intended for administrator and users who have some knowledge about
Linux servers, LDAP servers, and Samba. An LDAP server which is up and running is
required when using the LDAP feature of the QNAP NAS.

Required information/settings:
e The LDAP server connection and authentication information
e The LDAP structure, where the users and groups are stored

e The LDAP server security settings

Follow the steps below to connect the QNAP NAS to an LDAP directory.

1. Login the web interface of the NAS as an administrator.

2.Go to “Privilege Settings” > “"Domain Security”. By default, the option "No domain

security” is enabled. That means only the local NAS users can connect to the NAS.

3. Select “LDAP authentication” and complete the settings.
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o] \ S »
™ e i ~
& &b = 3 L
Users User Groups Shared Quota Domain
Folders Security b

Mo domain security (Local users anly)
Active Directory authentication (Domain member)
@ LDAP authentication

Selact the type of LDAP server: Remote LDAP server 25
Status

LDAP server host: 10.8.12.153

LDAP security: Idap:// 7
Base DN: dc=gnap,dc=com

Root DN: cn=admin,dc=gnap,dc=com

Password:

Users base DM: ou=people,dc=qnap,dc=com

Group base DN: ou=group,dc=gnap,dc=com

You can enable LDAP authentication for Microsoft Netwaorking (Samba)

Current Samba ID: 5-1-5-21-3759172556-4194910773-1185398781

Apply

LDAP Server Host: The host name or IP address of the LDAP server.

LDAP Security: Specify how the NAS will communicate with the LDAP server:

o Idap:// = Use a standard LDAP connection (default port: 389).

o Idap:// (Idap + SSL) = Use an encrypted connection with SSL (default port: 686).
This is usually used by older version of LDAP servers.

o Ldap:// (Idap + TLS) = Use an encrypted connection with TLS (default port: 389).
This is usually used by newer version of LDAP servers

BASE DN: The LDAP domain. For example: dc=mydomain,dc=local

Root DN: The LDAP root user. For example cn=admin, dc=mydomain,dc=local

Password: The root user password.

Users Base DN: The organization unit (OU) in which users are stored. For example:

ou=people,dc=mydomain,dc=local

Groups Base DN: The organization unit (OU) in which groups are stored. For example

ou=group,dc=mydomain,dc=local
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4. Click “"Apply” to save the settings. Upon successful configuration, the NAS will be able

to connect to the LDAP server.

5. Configure LDAP authentication options.

o If Microsoft Networking has been enabled (Network Services > Win/Mac/NFS >
Microsoft Networking) when applying the LDAP settings, specify the users who can
access the NAS via Microsoft Networking (Samba).

o Local users only: Only the local NAS users can access the NAS via Microsoft
Networking.
o LDAP users only: Only the LDAP users can access the NAS via Microsoft Networking.

Note: Both the LDAP users and local NAS users can access the NAS via File Station,
FTP, and AFP.

-
LDAP authentication options a

LDAP authentication options

LO&AF users and MAS local users can be authenticated and access the NAS via File

Station, FTF and AFP.
For NAS access via Microsoft Networking (Samba), either the NAS local users ar the

LOAP users will be authenticated.

Specify the users who will be authenticated for NAS access via Microsoft

Metwarking:

@ Local users only: Only NAS local users can access the NAS via Microsoft
Metworking.

LDAP users only: Only LDAP users can access the MAS via Microsoft
Metworking.

Finizh

o If Microsoft Networking is enabled after the NAS has already been connected to the
LDAP server, select the authentication type for Microsoft Networking.
o Standalone Server: Only local NAS users can access the NAS via Microsoft

Networking.
o LDAP Domain Authentication: Only LDAP users can access the NAS via Microsoft
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Networking.

Workgroup: NAS

| © Standalone server |

AD domain member (To enable Domain Security, please click here.)

LDAP domain authentication (To enable Domain Security, please click here.)

Current Samba ID: --

Advanced Options

Apply

3\ F P | ||' " & :!i;‘ ' $
L9 -y g Y = e
Win/Mac/MFS FTP Telnet / SSH SNMP Service Network Qsync (Beta)
Discovery Recycle Bin &
Microsoft Networking Apple Networking MNFS Service
[¥] Enable file service for Microsoft networking
Server description (Optional): MNAS Server

6. When the NAS is connected to an LDAP server, the administrator can:

e Go to “Privilege Settings” > “Users” and select “"Domain Users” from the drop-down

menu. The LDAP users list will be shown.

e Go to “Privilege Settings” > “User Groups” and select “"Domain Groups” from the drop-

down menu. The LDAP groups will be shown.

e Specify the folder permissions of the LDAP domain users or groups in “Privilege

Settings” > “Shared Folders” > “Access Permissions".

Shared Folder

Advanced Permissions

Folder Aggregation

| Create - | Restore Default Shared Falders ]
[[] Folder Mame Size Folders Files  Hidden “olume
[7] Dept 36 KB 5] 1 Mo
Download 53.62 GB 13 183 No
Multimedia 18.42 MB 21 235 No
[ Mas 587.23 MB =1 891 Mo IS0
Public 251.1 MB 9 88 No

™ 1 deg= . -
2 & = (& L
Users User Groups Shared Quota Domain
Folders Security b

Single Disk: Drive 1
Single Disk: Drive 1

Single Disk: Drive 1

Single Disk: Drive 1
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Private Network Share 2
Username: LDAPuserl
o
Folder Name Freview RO W Deny
Download [l [
Multimedia Fead/Write [E] [# =
Public Deny Access [ [ [#]
Recordings Deny Access W [ [#]
Uszh Deny Access & [ ]
Web Read/Write ] ]
Fage 1|1 | | & Display item: 1-6, Total: &

Mote: 1. The permission settings of user and group will effect the result of "preview”
2. The privilege priority iz Deny Access (Deny) = Read/Write (RW) = Read Only (RO)

Apphy Zancel

Technical requirements of LDAP authentication with Microsoft Networking:

Required items to authenticate the LDAP users on Microsoft Networking (Samba):

1. a third party software to synchronize the password between LDAP and Samba in the
LDAP server.

2.importing the Samba schema to the LDAP directory.

A.Third-party software:

Some software applications are available and allow management of the LDAP users,

including Samba password. For example:

o LDAP Account Manager (LAM), with a Web-based interface, available at: http://www.
Idap-account-manager.org/

e smbldap-tools (command line tool)

e webmin-ldap-useradmin - LDAP user administration module for Webmin.

B.Samba schema:

To import the samba schema to the LDAP server, please refer to the documentation or
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FAQ of the LDAP server.
The samba.schema file is required and can be found in the directory examples/LDAP in

the Samba source distribution.

Example for open-ldap in the Linux server where the LDAP server is running (it can be

different depending on the Linux distribution):

Copy the samba schema:

zcat /usr/share/doc/samba-doc/examples/LDAP/samba.schema.gz > /etc/ldap/schema/

samba.schema

Edit /etc/Idap/slapd.conf (openldap server configuration file) and make sure the following
lines are present in the file:

include /etc/ldap/schema/samba.schema
include /etc/ldap/schema/cosine.schema
include /etc/Idap/schema/inetorgperson.schema

include /etc/Idap/schema/nis.schema

Configuration examples:
The following are some configuration examples. They are not mandatory and need to be

adapted to match the LDAP server configuration:

1. Linux OpenLDAP Server

Base DN: dc=gnap,dc=com

Root DN: cn=admin,dc=gnap,dc=com

Users Base DN: ou=people,dc=gnap,dc=com

Groups Base DN: ou=group,dc=gnap,dc=com

2. Mac Open Directory Server

Base DN: dc=macserver,dc=gnap,dc=com

Root DN: uid=root,cn=users,dc=macserver,dc=qgnap,dc=com
Users Base DN: cn=users,dc=macserver,dc=gnap,dc=com

Groups Base DN: cn=groups,dc=macserver,dc=gnap,dc=com
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6. Network Services

Win/Mac/NFS[79
ETPRsN
Telnet/SSHI390)

SNMP Settingsfef
Service_Discovery[9d)

Network_Recycle_Binfsoh
Qsynchon
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6.1 Win/Mac/NFS

Microsoft Networking

To allow access to the NAS on Microsoft Windows Network, enable file service for

Microsoft networking. Specify also how the users will be authenticated.

. —] A i i h
A - . Cand . * -
43 L - da 4 = ©
wWin/Mac/MFS FTF Telnet f SSH SHMP Service Metwork Qsync (Beta)
Discovery Recycle Bin =
Microsoft Networking Apple Metworking MNFS Service

Enable file service for Microsoft networking

Server description (Optional): MAS Server
Workgroup: WORKGROUP
@ standalane server

AD domain rmember (To enable Domain Security, please click here )

LDAP domain authentication (To enable Domain Security, please click here.)

Current Samba ID: --

Advanced Options

Apply

. Apply oAl

Standalone Server
Use local users for authentication. The NAS will use the local user accounts information

(created in “Privilege Settings” > “Users”) to authenticate the users who access the
NAS.

e Server Description (optional): Describe the NAS so that the users can easily identify

the server on Microsoft Network.

o Workgroup: Specify the workgroup to which the NAS belongs. A workgroup name

supports up to 15 characters but cannot contain: "+=/\: ]| *?2<>;[]1%,

AD Domain Member

Use Microsoft Active Directory (AD) to authenticate the users. To use this option, enable
Active Directory authentication in “Privilege Settings” > “Domain Security” and join the

NAS to an Active Directory.

LDAP Domain Authentication
Use Lightweight Directory Access Protocol (LDAP) directory to authenticate the users.
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To use this option, enable LDAP authentication and specify the settings in “Privilege
Settings” > “"Domain Security”. When this option is enabled, you need to select either

the local NAS users or the LDAP users can access the NAS via Microsoft Networking.

Advanced Options

I~ =
Advanced Options R

[] Enahle WINS sarver

[] uUse the specified WINS server
WINS server IP address:

Local master browser

[] allow only NTLMy2 authentication,

Mame resolve priority:  DMS anly 2

Apply Cancel

WINS server:

If the local network has a WINS server installed, specify the IP address. The NAS will
automatically register its name and IP address with WINS service. If you have a WINS
server on your network and want to use this server, enter the WINS server IP. Do not

turn on this option if you are not sure about the settings.

Local Domain Master:

A Domain Master Browser is responsible for collecting and recording resources and
services available for each PC on the network or a workgroup of Windows. When you find
the waiting time for connecting to the Network Neighborhood/My Network Places too
long, it may be caused by failure of an existing master browser or a missing master
browser on the network. If there is no master browser on your network, select the
option “Domain Master” to configure the NAS as the master browser. Do not turn on this

option if you are not sure about the settings.
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Allow only NTLMv2 authentication:

NTLMv2 stands for NT LAN Manager version 2. When this option is turned on, login to the
shared folders by Microsoft Networking will be allowed only with NTLMv2 authentication.
If the option is turned off, NTLM (NT LAN Manager) will be used by default and NTLMv2
can be negotiated by the client. The default setting is disabled.

Name resolution priority:

You can select to use DNS server or WINS server to resolve client host names from IP
addresses. When you set up your NAS to use a WINS server or to be a WINS server, you
can choose to use DNS or WINS first for name resolution. When WINS is enabled, the
default setting is “Try WINS then DNS”. Otherwise, DNS will be used for name resolution
by default.

Login style: DOMAIN\USERNAME instead of DOMAIN+USERNAME for FTP, AFP, and File
Station

In an Active Directory environment, the default login formats for the domain users are:
e Windows shares: domain\username

e FTP: domain+username

e File Station: domain+username

e AFP: domain+username

When you turn on this option, the users can use the same login name format

(domain\username) to connect to the NAS via AFP, FTP, and File Station.

Automatically register in DNS: When this option is turned on and the NAS is joined to
an Active Directory, the NAS will register itself automatically in the domain DNS server.
This will create a DNS host entry for the NAS in the DNS server. If the NAS IP is
changed, the NAS will automatically update the new IP in the DNS server.

Enable trusted domains: Select this option to load the users from trusted Active
Directory domains and specify their access permissions to the NAS in “Privilege Settings”
> “Shared Folders”. (The domain trusts are set up in Active Directory only, not on the
NAS.)
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Apple Networking

To connect to the NAS from Mac, enable Apple Filing Protocol. If the AppleTalk network
uses extended networks and is assigned with multiple zones, assign a zone name to the

NAS. Enter an asterisk (*) to use the default setting. This setting is disabled by default.

To allow access to the NAS from Mac OS X 10.7 Lion, enable "DHX2 authentication
support”. Click “"Apply” to save the settings.

B — i i 1 —~ |
) 2 - 2 G . 5 e
Q@ BB B L @ § @
Wwin/Mac/MNFS FTP Telnet / 55H SHMP Service MNetwark Qsync (Betal
Discovery Recycle Bin oA
Microsoft Metworking Apple Networking MNFS Service

Enable AFP (&pple Filing Protocol)

Zone: *

DH¥2 authentication suppart

Apply

L Apply toal

You can use the Finder to connect to a shared folder from Mac. Go to “"Go” > “Connect

to Server”, or simply use the default keyboard shortcut “Command+k”.
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® Finder File Edit View Window Help

Back |
Forward 2]
Enclosing Folder N
B Computer 4+ 3C
7% Home {+3H
4 Desktop D
 Network {+ 38K
£l iDisk >
% Applications {+3BA
[ Documents {+3#0
S Utilities U
Recent Folders >
Go to Folder... 3G
Connect to 5erver...

Enter the connection information in the “Server Address” field, such as “afp://
YOUR_NAS_IP_OR_HOSTNAME". Here are some examples:

afp://10.8.12.111

afp://NAS-559

smb://192.168.1.159

Server Address:
afp://192.168.1.159
Favorite Servers:

I afp://192.168.1.159
L afp://10.8.12.111

@ [ Remaove

Note: Mac OS X supports both Apple Filing Protocol and Microsoft Networking. To
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connect to the NAS via Apple Filing Protocol, the server address should start with

“afp://”. To connect to the NAS via Microsoft Networking, please use “smb://".
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NFS Service

To connect to the NAS from Linux, enable NFS service.

& B B L & §E @ 2

— —_—
WingfMac/MFS FTF Telnet f SSH SHMP Service Metwork Qsync (Beta)
Discovery Recycle Bin bt
Microsoft Metworking Apple Networking NFS Service

Enable NFS Service
¥ou can set the allowed domain name and the access authority in Shared Folder Management,

Click here to set the NFS access right of the network share,

Mote: For virtualization environment, it is recommended to disable the [write cache] function,

Apply

(_pplytosll )

To configure the NFS access right to the shared folders on the NAS, go to “Privilege

Settings” > “Share Folders”. Click the Access Permission button on the “Action” column.

™ \ o~ M, A
Users User Groups Shared Quota Domain
Folders Security o
L Shared Folder Advanced Permissions | Folder x}ggre_gation | I
Create - | Restore Default Shared Folders ] R
[ Folder Mame Size Folders Files  Hidden “olume
7] Dept 36 KB 6 1 Mo Sinale Disk: Drive 1
Download 52.62 GB 12 182 Mo Single Disk: Drive 1
Multimedia 18.42 MB 21 235 Mo Single Disk: Drive 1
[T Mas 587.25 MB G 891 Mo 150
FPublic 251.1 MB =] 858 Mo Single Disk: Drive 1
Recordings 32 KB 3] 1 Mo Single Disk: Drive 1
[7] TedHome 20 KB 3 1 Mo Single Disk: Drive 1
USBDisk1 594.6 GB 30966 339270 Mo UsSBE 1
Page 141 Display item: 1-24, Tatal: 24 | Show 50 v Itemsl

Select NFS host access from the dropdown menu on top of the page and specify the
access right. If you select “No limit” or “Read only”, you can specify the IP address or

domains that are allowed to connect to the folder by NFS.
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No limit: Allow users to create, read, write, and delete files or folders in the shared

folder and any subdirectories.

Read only: Allow users to read files in the shared folder and any subdirectories but

they are not allowed to write, create, or delete any files.

Deny access: Deny all access to the shared folder.

Shared Folder

Select permission type: | MFS host access 5
Edit the MFS permissions,

Shares

[_1Dept | vou can set the NFS access right of the network share.
JDownload
CIMultimedia
CIMAS Access right: Ko limit R
_..—‘ PaLie s Allowed IP Address or D§i"” e :
[JRecordings Read only
C1TedHome Add
(JU3BDisk1 [} Host /1P / Metwor
[JusBDiskz
[JUSBDisk3
[IUsh
[I¥eb
[Jhomes
(dtest

W iooti] Note: Please make sure the format you enter is correct. 4n incorrect format can lead

[Jtestnz to access errar.
Ttactna bt

Metwork share name: Dept

 Deny access

] | *

Aoply Close

Connect to the NAS by NFS

On Linux, run the following command:
mount -t nfs <NAS IP>:/<Shared Folder Name> <Directory to Mount>

For example, if the IP address of your NAS is 192.168.0.1 and you want to link the
shared folder “public” under the /mnt/pub directory, use the following command:
mount -t nfs 192.168.0.1:/public /mnt/pub

Note: You must login as the “root” user to initiate the above command.

Login as the user ID you define, you can use the mounted directory to connect to your

shared files.
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6.2 FTP

FTP Service

When you turn on FTP service, you can specify the port humber and the maximum

number of users that are allowed to connect to the NAS by FTP at the same time.

& — 4 I y
Pl ra o ! Cots) 5 A
o = &2 M & = (O
Wir,Mac/MFS FTP Telnet f 55H SHMP Service MNetwork Qsync (Betal
Discovery Recycle Bin bt

FTP Service Advanced

General

Enable FTP Service
Protocol type: FTP {Standard)
[0 FTP with SSL/TLS (Explicit)

Port number: 21
Unicode support: & ves O Ma
Enable anonymous: O Yes ® Mo

Mote: If your FTP client does not support Unicode, please select "Mo" for Unicode Support and select a supported filename encoding
from [Filename Encoding] under [General Settings]-»[Language] so that the folders and files on FTP can be properly shown,

L Apply tooal

To use the FTP service of the NAS, enable this function. Open an IE browser and enter

ftp://NAS IP. Enter the username and the password to login the FTP service.

Protocol Type:
Select to use standard FTP connection or SSL/TLS encrypted FTP. Select the correct

protocol type in your client FTP software to ensure successful connection.

Unicode Support:

Turn on or off the Unicode support. The default setting is No. If your FTP client does not
support Unicode, you are recommended to turn off this option and select the language
you specify in “"General Settings” > “Codepage” so that the file and folder names can be
correctly shown. If your FTP client supports Unicode, enable Unicode support for both

your client and the NAS.

Anonymous Login:
You can turn on this option to allow anonymous access to the NAS by FTP. The users
can connect to the files and folders which are open for public access. If this option is

turned off, the users must enter an authorized username and password to connect to
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the server.
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Advanced

i

/C? fg = L ooy [ | [ ~
g — = A = L) ©
WinMac/MFS FTP Telnet f SSH SHMP Service Metwork Qsyhc (Beta)
Discovery Recycle Bin b
FTP Service Advanced
Passive FTP port range: O Use the default port range

& Define port range:

55536 - 965539

Respond with external IP address for passive FTP connection request

External IP address:

L Apply to Al

Passive FTP Port Range:
You can use the default port range (55536-56559) or specify a port range larger than
1023. When using this function, make sure you have opened the ports on your router or

firewall.

Respond with external IP address for passive FTP connection request:

When passive FTP connection is in use, the FTP server (NAS) is behind a router, and a
remote computer cannot connect to the FTP server over the WAN, enable this function.
When this option is turned on, the NAS replies the IP address you specify or
automatically detects the external IP address so that the remote computer is able to

connect to the FTP server.
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6.3 Telnet/SSH

Turn on this option to connect to the NAS by Telnet or SSH encrypted connection (only
the “admin” account can login remotely). Use Telnet or SSH connection clients, for

example, putty for connection. Make sure the specified ports have been opened on the
router or firewall.

To use SFTP (known as SSH File Transfer Protocol or Secure File Transfer Protocol),

make sure the option “Allow SSH connection” has been turned on.

,' -] A I .
Pocd ra = ; G ' g o~
) — - ds & N S
WingMac/MFS FTP Telnet f SSH SHMP Service Metwork Qsync (Beta)
Discovery Recycle Bin bt

After enabling this option, you can access this server via Telnet or SSH connection.
Mote: Only the account admin can login remotely.

Allow Telnet connection
Port number: 13131

Allow S5H connection
Port number: 22

Enable SFTR

| tpnly
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6.4 SNMP Settings

Enable SNMP (Simple Network Management Protocol) service on the NAS and enter the
trap address of the SNMP management stations (SNMP manager), for example, PC with
SNMP software installed. When an event, warning, or error occurs on the NAS, the NAS

(SNMP agent) reports the real-time alert to the SNMP management stations.

A

e, r- " ey [ | . A
&3 = e da 4 = <
Win/Mac/NFS FTFP Telnet / 55H SHMP Service Metwark Qsync (Betal
Discovery Recycle Bin hoA

SNMP

After enabling this service, the NaS will be able to report information wia SNMP to the managing systems.

Enable SNMP service

Part number: 161
SHMP trap Lavel; [ information [ warning [ Error
SHMP version: SHMP W12 ot
Community: public
SNMP MIB

To install the MIB to your managing systems, click [Download].

Download

_ Apply

The fields are described as below:

Field Description

SNMP Trap Level Select the information to be sent to the SNMP management
stations.

Trap Address The IP address of the SNMP manager. Specify maximum 3

trap addresses.

SNMP MIB (Management The MIB is a type of database in ASCII text format used to
Information Base) manage the NAS in the SNMP network. The SNMP manager
uses the MIB to determine the values or understand the
messages sent from the agent (NAS) within the network.
You can download the MIB and view it with any word

processor or text editor.
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Community (SNMP V1/V2) | An SNMP community string is a text string that acts as a
password. It is used to authenticate messages that are
sent between the management station and the NAS. The
community string is included in every packet that is
transmitted between the SNMP manager and the SNMP

agent.

SNMP V3 The NAS supports SNMP version 3. Specify the

authentication and privacy settings if available.
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6.5 Service Discovery

UPnP Discovery Service

When an UPnP device is added to the network, the UPnP discovery protocol allows the

device to advertise its services to the control points on the network.

By enabling UPnP Discovery Service, the NAS can be discovered by any operating

systems that support UPnP.

o — o
SN ra '> __ o J ad A
ag | o= _‘l“" = g
Win/Mac/NFS FTP Telnet f S5H SHMP Service Metwork Qsync (Betal
Discovery Recycle Bin b
UPNnP Discovery Service Bonjour

After enabling this service, your NAS can be discovered by any operating systems that support UPARP,
Enable UPNP Discovery Service

Apply

I Applytoal
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Bonjour

By broadcasting the network service(s) with Bonjour, your Mac will automatically

discover the network services, such as FTP, running on the NAS without the need to

enter the IP addresses or configure the DNS servers.

e fa = 1
b9 - — )
WindMac/MFS FTP Telnet / 55H SHMP

UPRP Discovery Service Bonjour

Service Type
v wWeb Administration
7]  SAMBA (Server Message Block over TCR/IP)
¥  AFP (&pple File Protocol over TCR/IP)
@ 55H
7| FTP (File Transfer Protocol)
V| HTTPS (Secure web server)
[¥] DLMA Media Server
V| Apps for iIPhone, iPad, iPod touch
Apply
. Apply to sl

2 .
= el <
Service Metwork Qsync (Beta)
Discovery Recycle Bin

Before broadcasting the following services through Bonjour, please DO MOT forget to enable these services first,

Service Name
NASC941FF
NASCO41FF(SME)
NASCI41FF(AFP)
NASCI41FF(SSH)
NASCI41FF(FTP)
MNASCI41FF(HTTPS)
NASCI41FF(DLNA)
NASCI41FF(Apps)

Note: You have to activate the services on their setup pages and then turn them on in

this section so that the NAS will advertise this service with Bonjour.
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6.6 Network Recycle Bin

The Network Recycle Bin keeps the deleted files on the NAS. Within each shared folder, a
dedicated folder by the name @Recycle is created after this feature is enabled. Specify
the number of days (1-180) to keep the deleted files and older files deleted will be
deleted first. You may also specify the file extensions to be excluded from the bin. Click
“Apply” and the NAS will create a shared folder “Network Recycle Bin” automatically.

Note that this feature only supports file deletion via Samba, AFP and QNAP File Station.

Empty Network Recycle Bin

To delete all the files in the bin, click "Empty Network Recycle Bin”.

i — = ) e 3 p
3 "~ >. L Ot . - S
é’; [ - ) Y 4 sl O
Win/Mac/NFS FTP Telnet / SSH SNMP Service MNetwork Qsync (Beta)
Discovery Recycle Bin &

Network Recycle Bin

After enabling the Network Recycle Bin, each deleted file or folder will be moved to the network recycle bin of the shared folder it
belongs to, a folder named "@Recycle”.
[#] Enable Network Recycle Bin

¥| File retention time : 180 | day(s)

[¥] Exclude these file extensions: (case insensitive, separated by comma ',")

tmp,temp,wtmp,blk,dat,qold,gtmp

m

Empty Network Recycle Bin

Clicking [Empty All Network Recycle Bin] will delete the files in all network recycle bins.

Empty All Network Recycle Bin

L Apply

Please note that this feature does not support virtual disks or external storage devices
(external devices connected to the USB or eSATA port of the NAS.)

To recover deleted files from the Network Recycle Bin, right click the files in the
@Recycle folder and select RECOVER.
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4 =5 Multimedia
4 & @Recydle
» [] @Transcode
» [ Samples
» (£ Public
» [ Recordings
» [ Usb
» (£ web
L tatehuang-nb
> W =E
Bl ZpTe
‘e'_i, eMachines (C:)

mn

v v v

s Data (D:)
o3 B\

@ Qsync

& Recvele Bin

X Del (from recycle)

“~ RECOVER

8 Empty Recycle Bin

2013/05/13 19:57:53

File Station
' AP — — "
B { search qr) Ej' A, More Action ¥ O () (=
© NASCFOSOE = Multimedia > @Recycle > Samples
» [ Download ] Nama . Modified Date Type Size
» ] home @
» 3 homes [l [ @Transcode 2013/05/14 17:07:15 Folder

{ |Page (/1] # M

| &

Display item: 1-2, Total: 2 | Show 20 |v | Items

E Name: sample002.jpg

‘ Type: JpgFile

Modified Date: 2013/05/13 19:57:53

Size; 119.72KB

To permanently delete a file in the recycle bin, right click the file in the @Recycle folder

and select

X Del (from recycle)

*~ RECOVER

[ Empty Recycle Bin

To empty the recycle bin for an individual shared folder, right click inside the recycle bin

and select Empty Recycle Bin.

* RECOVER

X Del (from recycle)

B Empty Recycle Bin
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6.7 Qsync

The Qsync is a cloud based file synchronization service empowered by QNAP Turbo NAS.
Simply add files to your local Qsync folder, and they will be available on your Turbo NAS
and all its connected devices.

Before you start

Follow the 3 steps below before Qsync deployment.

1. Create user accounts on the NAS,

2. Install the Qsync on your computers and Qfile on your mobile devices,

3. Login the NAS (serving as a Qsync server) from your computers or mobile devices

(referred to in this document as Qsync clients.)

1.Create user accounts on the NAS

Please create user accounts for Qsync users.

For NAS administrator: Please go to “"Control Panel” > “Privilege Settings” > “Users” >
click “Create”.

For NAS users: Please have the system administrator create an account for you.

@ Control ... %

Control Panel e e
@ [ Search Q) &l 2 sy -
| _ —
=5 Overview Create - | Home Folders | Local Users A
1% System Settings ”Ij .Usernarr.l'fa Description Quota Action
A, EoEenc _Settings admin administrator --
3 User Groups By ueert -
& Shared Folders [ User2 - C]
1 Quota [ User3 - E]

2.Install Qsync utility

The Qsync will synchronize all chosen files on your computers or mobile devices.

Follow instructions detailed on the “"Overview” page to download the utility (Login the
NAS> Click the Qsync shortcut on the NAS Desktop > "Overview" page,) or download the
utility from the QNAP website: Support > Download > Utilities.

e For computers, please download the Qsync utility (available for Windows operating
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systems.)
e For mobile devices, please download and install the Qfile (available for iOS or Android

operating systems.)

Qsync (Beta)

Users

Devices

e

Event Logs

Team Folder

P

@ Getting started with Qsync utilities @ Access files on mobile devices

m G

Windows

§

Shared File Links

v

: &
Qfile \ S Gfile '

To start synchronizing files,install Qsync utilties on your Install Qfile APP to access Qsync files.
computers.

3.Login the NAS

After installing the utility, enter the user ID and password and specify the designated
NAS as the Qsync server.

To locate the NAS within a LAN environment, simply click "Search” or key in its IP
address or name. (e.g. IP address: 10.8.1.20 or 192.168.1.100)

To connect to a remote NAS (over the Internet,) please use your myQNAPcloud address

to login. (e.g. andy@myQNAPcloud.com)
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To find a NAS, click [Search], or type in the IP address or myQNAPcoud URL of the
MAS.

Search for MAS: Search

Address:

lJsername:

Password:

Qsync folder:

Computer name:

10.8.12.157 a
MAS Mame: My-MASO3

admin

......I

[T secure login (https://)

C:\Users\lucytest\Qsync Change... |

Ted 9

Note: If the ports have been changed for NAS connection, please add the port number

to the back of the IP address; otherwise, please only enter an IP address. (Default

port humber: 8080)
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Start using Qsync

Double click the Qsync shortcut on the Windows desktop to open the Qsync local folder.
click the Qsync icon on the taskbar at bottom right side of the screen to bring up the

menu.

2

Clsyne

a Tha

Now, copy or move your files to the local Qsync folder in one of your devices, the files
will be copied to all your other devices (devices with the Qsync installed and are
connected to the NAS.)

From now on, there is no need to copy files back and forth between your PC and
external devices or worry about the size of the files as you try to attach them to an e-

mail.
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Synchronization

There are several methods you can synchronize your files. The Qsync will automatically

synchronize the files among your computers or mobile devices that have the Qsync

installed, and they will also be synchronized to the Qsync folder on the NAS.
1. For PCs, drag and drop files directly to the local Qsync folder.

Crganize « Include in library = Share with = Burn Mew folder
W Favorites B
Bl Desktop ' I ' | "
& & &
& Downloads Photo Share sharefolder
@ Qsync i
= Recent Places 1
Bl Desktop
- Libraries i
!='=1 Documents
2. For mobile devices (Qfile), copy or move files into the Qsync folder.
3. For the NAS, copy or move files to the Qsync folder via the File Station (web

based file explorer).

= | A MyNASO3 | Driestaton x| © @
File Station SN
E (" search Qr) E_EJ €@ Create folder ¥ Upload '\, More Action ¥ s IRECANE T,
b £ Multimedia ¥% Qsync > Camera Uploads
» [ Public [ Name « Maodified Date Type Size
» [ Recordings — @
4 gUSb 7 D Camera Uploads 2013/05/13 16:59:17 Fol..
> Web
O Alex El [ Photo-1 2013/05/13 13:05:49  Fol.
b &, CDrive (C1) El [ video 2013/05/13 13:18:58  Fol..
» . DATA (D:)
 @osmc [
& Recycle Bin
=2 Share i)
File Sharing
@ Recycle Bin =
1 T 3
I4 4 |Page /1] » M| @ | Show 20 |v Items
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Note:

o If files are “dragged and dropped” to the Qsync folder, they will be moved to the
Qsync folder, instead of being copied into the folder, if the files and the Qsync folder
are on the same disk drive. The behavior is the same as the Windows File Explore.

e The maximum size of a single file that the Qsync can transmit is 50G in a LAN.

e The Qsync doesn’t support SAMBA, FTP or AFP for files access. Please access files
using the File Station or Qsync.

e The Qfile can only synchronize the file list and does not download the files to a mobile

device. Please download the files when you need them.

Offline editing
You can browse and edit your files offline, and once your device is online, the Qsync will

synchronize the files you edited offline for you automatically.
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Sharing

Share files by download links

You can share files by sending file download links to those who haven't installed the

Qsync.

For Windows:

1. Right click the file that you would like to share in the local Qsync folder and click
“Share the link”.

@

Open with

Qsync m

Share with

WinZip

Restare previous versions
Send to

Cut

Copy

Create shortcut

Delete

Rename

Properties

* |_ Adminisrator bsync » Photo-1
Organize v = Preview - Share with = Slig
£ My Pictures = Name g
B My Videos & Food-1jpg
e Qsync & Food-2jpg
& Camera Uploads E| & IMAGO251jpg
o BI0R0. & IMG_6167.JPG
& Sf‘a"ﬂ & P1000520JPG
i Vieo & PS060057.PG
i+ Saved Games |8_t Photo_2012 11
[ Searches -~

2.Select to send the link via e-mail or copy the link to others.

3. Click "Advance” to check more options for the link, such as creating a SSL link, the

expiration date, or password.
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r@ Qsync- share the file with users @

Send . Link . Advanced

Please make sure you have configured your email server settings first. Go to [Preference] =
Mzil to check the details.

To:
Subject: To Share With Youl

Content:  Dear Friend(s), )

I've shared the following file(s) with you using the QMNAP Turbo MAS:

Domain name/IP: [51_52_220_? v]

l Create Ermail ] | Cancel

% Qsync - share files with others | 53|

[T Create the SSL link(s) (https://)

[¥] Expiration Date: 2013/ 6/14 B~
Password:
oK ] [ Cancel ]

For the NAS, right click the file that you would like to share in the Qsync folder within
the File Station and click “Share”.

For mobile devices, launch the Qfile to share the file in the Qsync folder by clicking the
icon to the right and click “Share”.

The file recipients can click the link or copy and paste it to a web browser to download
the file.

Share folders with a group

You can share a folder with a user group. If any member from the group shares the files
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in the folder, other members can receive the file.

Steps:

1. Create user accounts in the NAS for each group member.

2. Have the Qsync utility installed on each member’s device.

3. Right click the folder that you would like to share in the local Qsync folder and click

“Share this folder as a team folder”.

Organize = = Open Include in library ~ Share with ~ Burn > =~ 0O @
K My Pictures “ Name Date modified Type Size
B My Videos
é Camera Uploads 5/13/2013 533 PM File folder
o Qsync ;
@ Photo-1 5/13/20135:33 PM  File folder
& Camera Uploads
|é. Sharel folder
@ Photo-1 e Open
& Sharel & Viico Open in new window
@ Video @ stn% L I Share this folder as team folder
J» Saved Games Sharewith . Delete this folder/file but keep its copy on the NAS
[ Searches S Restore previous versions
Sharel Date modified: 5/13/2013 1.5 Scan for Viruses..

4. Select users from the list of local or domain users.

Folder name: Video

[Loml Users - 4

T Username
admin
serl
ser2
zer3

OO0O0m

(L Page 1pf P M O Show |10 «|items

I Apply I ’ Cancel ]

All members in the group will receive a file sharing invitation. Once accepted, the group
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members can start to access this shared folder.

Note:
o The team folder will only take effect after users you send the invitation to accept
the invitation.

o Users cannot share the team folders which are shared from others again.
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Remote access

Access the NAS over the Internet

To connect to a remote NAS (over the Internet), the administrator is required to
configure the device name for the NAS in “myQNAPcloud” first (Login the NAS> NAS
Desktop > click the myQNAPcloud shortcut.)

Next, notify the users about the myQNAPcloud web address for their remote access.

You can then use the myQNAPcloud address to login the remote NAS. (e.g.

andy@myQNAPcloud.com)

— ‘A My-NAS03 myQNAPclcud x _ ) (L admin v Qi =]
|

myQNAPcloud e

. Do oo myQNAPcIoud Welcome to myQNAPcloud! You may connect to your QNAP
Remote Access Services NAS from anywhere over the network by myQNAPdoud
services. Please click the button below to create your

Auto Router Configuration
myQNAPcloud account and enable remote access services.

VPN

DDNS/Cloud Partal j&amedl ({f_‘)\ 'JJ{?PZ""E’"W clou|

CloudLink (Beta)

&% Cloud Services

Remote Access Services
Symform

ElephantDrive Auto Router Configuration VPN DDNS/Cloud Portal
Amazon S3 | 1
(| i) PPTP (@) e}
< Open VPN (@)
Enable this function to allow QNAP Windows utility Create your personal cloud to
access to your NAS from the myQNAPcloud connect allows you publish various application
Internet via an UPNP router. to establish VPN connections for services at the myQNAPcloud
secure data transfer aver the portal.
network.
Note:
.

e The connection with the NAS over the Internet will take longer, when compared to a
LAN environment.

e As you switch back to a LAN environment where your NAS is located, please connect
to the NAS again through LAN, instead of the myQNAPcloud service for better
connection quality.

e For better performance on file transmission, it is recommended to configure port

forwarding on the router if possible.

Synchronize photos and videos automatically
The Qsync can synchronize your photos and videos on mobile devices to the Qsync

folder across all Qsync clients automatically.

Steps:
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1. Install the Qfile on your mobile devices by following instructions outlined in the Qsync

page on the NAS or find it on the App Store.

@ My-NASO3 Qsync (Beta) X%

Qsync (Beta)

Users

m b=

Devices

Event Logs

[

Team Folder

@ Getting started with Qsync utilities

s ¢

Windows

o

Shared File Links

To start synchronizing files, install Qsync utilities on your
computers.

@. Access files on mobile devices

Qfile ‘\5

Install Qfile APP to access Qsync files.

2. Launch the Qfile.

3. Click “Settings” on the bottom right side of the screen.

4. Scroll down and look for “Auto upload from photo gallery” and click “Set up now".

5. Select a NAS to upload photos and videos to.

6. Select the folder.

7.Select “Use default setting” ( /Qsync/Camera Uploads) or select “Set up manually” to

set the path.

8. Select if you want to upload all photos from the photo gallery immediately.

9.You can check the checkbox “Limit to Wi-Fi” to upload files through Wi-Fi and avoid

possible expenses associated with the 3G usage.

10.The uploaded files will be synchronized to the Camera Uploads folder under the Qsync

folder on Qsync client devices.
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Note: If files uploaded before are deleted from the Camera Uploads folder, the Qfile will

not upload those copies in the photo library again.
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Synchronization management

1. click the Qsync icon on the taskbar to see the management functions:

05:19
2013/5/14

f:' ‘c il El

Open Qsync folder

View files by the web browser

Sharing & File Update Center

Recently changed files k

Ply-MASDS - 244 MB used, 145 GB free

Pause syncing
Sync with MAS now
All files are up to date

Preferences...

Exit

2. Add files and view the synchronization result on the NAS:

i. Open the Qsync folder: Open the Qsync folder to add files,
ii. View files by the web browser: Open the File Station (web based file explorer) and

browse files in the Qsync folder on the NAS.

3. Control synchronization progress:
i. Pause syncing / Resume syncing: Click to pause or resume file synchronization,
ii. Sync with NAS now: Force the Qsync to scan again and refresh the synchronization
list.

4. Information for syncing and sharing:
i. Sharing & File Update Center
a. File Update Center: List the file or folder update logs.
b.Sharing Center: List the folders or files shared with others. Users can choose to
accept or decline the team folders. However, users cannot share team folders

that are shared by others.
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ii. Recently changed files: List the recently updated files.

% Sharing & File Update Center @
Sharing Center ‘ ‘ File Update Center
View the logs of updated files and folders.
Date Time Path File Name Update From Operation Restore =
2013-5-14 19:55:56 Qsync\Video 2.pg Local File added
2013-5-14 19:55:55 QsynciVideo 2(Conflicted copy 201... Logal File added
2013-5-14 19:55:55 Qsync\Video 1.pg Local File added
2013-5-14 19:55:54 QsynciVideo 1(Conflicted copy 201... Local File added
2013-5-14 19:55:53 Qsyncl Video Local Folder added
2013-5-14 19:55:52 Qsync\Photo-1 Photo 2012 11 19 Q... Local File added =
2013-5-14 19:55:52 Qsync\Photo-1 P5060057.JPG Local File added
2013-3-14 19:55:51 Qsync\Photo-1 P1000520.]PG Local File added
2013-5-14 19:55:50 Qsync\Photo-1 IMG 6167.JPG Local File added
2013-5-14 19:55:50 Qsync\Photo-1 IMAGO251.ipg Local File added
# Sharing & File Update Center @
Sharing Center ‘ ‘ File Update Center
Shared team folders or files Actions
f Food-1.jpa
|! Copy link Delete
|! Copy link Delete
[ Photo_2012_11_19_01_21_46_8]pg
I! Deast | the link Copy link Delete
Edit Unshare

5. Preference:

i. General:

a. Link Status: Show the current status. Click “Logout” to change users.

b. Network Recycle Bin: Browse or recover files deleted from the Qsync folder.
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General Advanced

Link Status

MAS Address: My-MASD3 (10.8.12.157)
Username: admin
Computer name: test

Connection status: Connected (LAM)

Data path: C:\Users\lucytest\ Qsyne

Logout

Sharing Center

Visit the Sharing Center and view your shared team folders or files.

File Update Center
Visit the File Update Center to view the logs of updated files and folders.

- View files by the webh browser

- Metwork Recycle Bin

[ oK ” Cancel Apply

ii. Sync:
a. Selective Synchronization: Select the folder to synchronize to the computers.
b. Do not remove any files on the NAS when synchronizing: You can remove files
within the local Qsync folder, and files deleted from your computer will not be
synchronized with the NAS. The NAS still keeps copies of the deleted files.
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Selective Synchronization

Select the folder(s) to synchronize to this computer.

Qsync wil keep files fully synchronized among the NAS and local computer(s).

[[] Do not remove any file on the MAS during synchronization.

To save your storage space on this computer, you may remove some files from the local Qsync
folder. Files deleted from your local computer will not be synchronized with the NAS, and their
copies wil still be kept on the NAS.

iii. Policy:

Conflict Policies: The policies for handling the name conflicts between the Qsync
server (NAS) and clients after it is back online from its disconnection:

o

Rename the local file(s),

o

Rename the remote NAS file(s),

o

Replace local files with remote NAS file(s), or

o

Replace remote NAS files with local file(s).

. Sharing Policies: The policies of the team folders when other Qsync users share
them to this local computer:
o Always reject sharing,
o Automatically accept sharing, or
o Send a notification message once sharing occurs.

. Filter Settings: During file synchronization, the Qsync will not synchronize the
types of files specified in filter settings.
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-_f:;;f. @

Advanced

Conflict Policies

Set up policies to handle name conflicts during file synchronization.

Rename local file(s) -

Sharing Policies

Set up policies for team folders when other Qsync users share team folders on this local computer.

[Not'rf‘_.r me after sharing occurs -

Filter Settings
During synchronization, the system will skip files based on filter settings.

Filter settings

E-Mail: Set up E-mail: Set up an e-mail account for sharing file links. You can use
the NAS SMTP server settings (for NAS administrators only) or configure a new
SMTP server.
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Advanced

Set up E-mail
Set up emails to send links of shared files

) Use the MAS SMTP server settings
(MAS Administrator use only}

@ Configure a new SMTP server ﬂ

Sender

E-mail address: ||

Enable SMTP authentication

Username:

Passwiord:

Advanced

Send a test email to myself:

v.Advanced: Import photos and videos: Import photos and videos when an USB
external device is connected. This feature only applies to photos and videos located
in the DCIM folder in the root directory of the USB external device.
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Import Photos and Videos (7]
[#] Import photos and videos when there are USB external devices connected

Change AutoPlay Settings

Startup Settings
[#] Launch Qsync at startup

Language
[Engish -

About

@ QMAP Qsync 1.0.0.1714
©2013 QMNAP Systems, Inc. All rights reserved.
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Manage or monitor Qsync status via web browser

Login the NAS via a web browser and click the Qsync button.

1. Overview: Provide links to install the utility and to File Station and list the total number
of online users and devices. You can also choose to enable or disable the Qsync
service (for administrators only.)

Qsync (Beta) (SN ]

A users b Enabled
B Dpevices : o | .
K Event Logs
& Team Folder p . N - . . —
Getting started with Qsync utilities e Access files on mobile devices Manage Qsync files from browser
Shared File Links —
i L Computer 5
.- o # Favorites
am : -
¢ =9 ST
Windows Mac file (@A ofil ecycle Bin
i Qfile o ile ' - .

To start synchronizing files,install Qsync utilities on your Install Qfile APP to access Qsync files. Manage Qsync files or restore deleted fles from
computers. browser

@ Synchronizing over internet

2.Users: List information of online users, and you can manage the Qsync service for

users (for administrators only.)

Qsync (Beta) a®e
o ?
HEm 0 = 1
1 verview =]
Users
_ Select users and enable their Qsync access right.
B  Devices - S e—
_ walnligeliostag,| More |
Il
& Eventlogs Search: 2
A Team Folder Users Login Date Login Time  Source IP Enable
admin 2013-05-14 19:18:37 10.8.12.68
Shared File Links
Userl 2013-05-13 17:50:31 10.8.12.76
Userz 2013-05-14 11:27:13 127.0.0.1

3. Devices: List the status of connected devices and you can choose to allow or

terminate connection of the devices.
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i. If users login from their PC, the name of the device will be shown as their computer
name.

ii. If users login from the Qfile, the name of the device will be shown as "Qfile-Android"
or "Qfile-iPhone".

iii. If users move or copy files to the Qsync folder in the File Station, the name of the

device will be shown as "Qsync-File Station".

Qsync (Beta) a0
o 2
22 Overview .
Devices
4 Users ‘You can check the connection status of devices from the list below.
_ Select User: Local Users ¥ | admin 4
i EventLogs Search: Device: Content Search
Devices P Latest Event Event Time Connection Action
ik Teomt Fukder I ALEX 10.8.12.53 Logged out  2013-05-08 20:13:07 Disconnect  (11)(@)(%)
Shawd e Ly B 10-valo 102.168.68.34 Logged out  2013-05-09 20:10:14 Disconnect  [11)(&)(%)
0 ofile-iPad 10.8.12.18 Logged in 2013-05-13 18:36:27 Disconnect (=)(x¢)
@ Qsync-File Station 10.8.12.68 Logged in 2013-05-12 16:51:46 Disconnect @
L TEST1225 10.8.12.76 Finished synci.. 2013-05-13 17:56:10 @ Connect (.. (J)(@]
= USER-PC 127.0.0.1 Finished synci.. 2013-05-14 17:58:02 @ Connect (..  [JiJ(@]
5 test 10.8.12.68 Finished synci.. 2013-05-14 19:18:46 @ Connect (.. (J)[@]

4.Event Logs: List the activity details by each user.

Qsync (Beta) =a® e
i 2
BL Overview
Event Logs
L users Check the activities of Qsync.
B Dpevices Select User: Local Users ¥ | admin
_ Search: Device: Content Search Action: ~
Start Time Device Action Details P
& Team Folder 2013-05-14 19: test Finished syncing  Synced 0 files  10.8.12.6 *
Shared Eile Links 2013-05-14 19:... test Started syncing Started sync 10.8.12.6'j
2013-05-14 19:... test Logged in Logged in 10.8.12.6
2013-05-14 19:.. test Logged out Logged out 10.8.12.6
2013-05-14 19:. . test Finished syncing Synced 0 files 10.8.12.6
2013-05-14 19:... test Started syncing Started sync 10.8.12.6
20132-05-14 19:.. test Logaged in Logaged in 10.8.12.6
2013-05-14 19:.. test Logged out Logged out 10.8.12.6

5. Team folder: List the status of the team folder, including folders that you shared and
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are shared by others.

Qsync (Beta) = ®e
o 2J
B Overview
Team Folder
4 users Check the status of team folder.
B pevices Select User: |Local Users admin
B Event Logs Search: Folder: Content Search
Folder Path Owner Receiver  Status Start Time
_ Foodl Qsync Userz admin Left 2013-05...
Shared File Links Sharel Qsync admin Userl Still Wait.. 2013-05...
Sharel Qsync admin User2 Still Wait.. 2013-05...
6. Shared File Links: List the status of shared links.
Qsync (Beta) a®e
o 2J
B Overview L
Shared File Links
u 3
L e Check the status of shared file links.
B  Devices Select User: | Local Users v | admin
By  EventLogs Search: File Name: Content Search
File Name Path Link Start Time Expiration
& Team Folder Food-1.jpg  Qsync/P.. http://61.62.220.7:8080/s.. 2013-05.. 2013-06..
IMAGO251.)... Qsyng/P... http://61.62.220.7:8080/s... 2013-05.. 2013-06..
Photo_201... Qsyng/P.. http://61.62.220.7:8080/5... 2013-05. 2013-06..
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7. Applications

Station_Managerfs2
iTunes Serverf428

Multimedia Stationle4h
DLNA Media Serverhsf
Media_Libraryls3
Web_Server|s3)

LDAP Serverhed)

VPN Service[s67
MySQL Serverhsd)

Syslog Serverfssd
Antivirushe)

RADIUS Serverlod
TFTP Serverlsoh
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7.1 Station Manager

The Station Manager is an integrated control panel for all QNAP Stations and they can be
enabled or disabled here.

Photo Station

Check “Enable Photo Station” to enable this station and click the links below to directly

login to the application.

2 »n BB =m &2 E 6 -

Station HD Station Backup iTunes Server DLNA Media Media Library Web Server
Manager Station Server <&
Photo Station Music Station Multimedia Station File Station Download Station Surveillance Station Pro

[¥] Enable Photo Station
[¥] show the photos of Sharing Management on the login screen

After enabling this service, you may click one of the following links to enter Photo Station.
Reqgular login (http://10.8.12.143:8080/photo/]
Secure login (https://10.8.12.143:8081/photo/)

Apply

Check “Show the photos of Sharing Management on the login screen” to display photo

albums on the login page. This will allow users to directly view the photos of the chosen
album as a guest.
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Photo Station!

Please note that the Photo Station can only be launched after it is enabled in the

Station Manager.

For details on the Photo Station, please refer to the Photo Stationl61® chapter.

Note: Photo Station 2 will be kept after the NAS firmware is upgraded to version 4.0.
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Music Station

Check “Enable Music Station” to enable this station and click the links below to directly
login to the application.

a4 2 =m &2 & 6 & K °

Station Backup iTunes Server DLMA Media Media Library Weh Server LDAP Server WPMN Service
Manager Station Server
Phota Station Music Station Multimedia Station File Station Download Station Surveillance Station Pro
el

Enable Music Station
After enabling this service, you may click one of the following links to enter Music Station,
Regular login (http://192,.168.0.17:80/musicstation
Secure login (htkps://192,168.0.17:8081/musicstation

Apply

Please note that the Music Station can only be launched after it is enabled in the Station

Manager.

For details on the Music Station, please refer to the Music Stationlsf chapter.
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Multimedia Station

Check “Enable Multimedia Station” to enable this station and click the links below to
directly login to the application.

]2 & = &8 =& 6 & x -°

Station Backup iTunes Server DLMA Media Media Library Web Server LOAP Server WP Service
Manager Station Server o
Photo Station Music Station Multimedia Station File Station Download Station Surveillance Station Pro

Enable Multimedia Station

After enabling this service, you may cdick one of the following links to enter Multimedia Station.
Reqular login (http: /192, 168.0,17:80/MSV2/)
Secure login (https:/f192.168.0,17:2081 M52/

Rescan media library
Daily start time: |02 v @00 v

Apply

To schedule routine scans on the Media Library, check “"Rescan Media Library” and
specify the start time for the daily scan.

Please note that the Music Station can only be launched after it is enabled in the Station
Manager.

For details on the Multimedia Station, please refer to the Multimedia Stationk4 chapter.
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File Station

Check “Enable File Station” to enable this station and click the links below to directly

login into the application.

82 2 = & & 6 » X

e o

Station Backup ITunes Server DLMA Media Media Library Web Server LDAP Server WP Service
Manager Station Server
Phato Station Music Station Multimedia Station File Station Download Station Surveillance Station Pro

Enable File Station
After enabling this service, dick the following link to enter to Web File Station.
Reqular login (http://192.168.0.17:8080/cgi-binfilernanager.htrml)
Secure login (https:/f192,168.0.17:443/cai-binfilernanager.html)

Apply

Please note that the File Station can only be launched after it is enabled in the Station

Manager.

For details on the File Station, please refer to the File Stationls93 chapter.
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Download Station

Check “Enable Download Station” to enable this station and click the links below to
directly login to the application.

2 & =B & = 6 & x -

il
Station Backup iTunes Server DLMA Media Media Library Web Server LOAP Server WPN Service
Manager Station Server &
Photo Station Music Station Multimedia Station File Station Download Station Surveillance Station Pro

Enable Download Station

After enabling this service, you may click the following link to enter the Download Station.
Reqular login (htp:/f192,168.0,17:8080/cqi-hin/Odownload/adownloadindex cail
Secure login thttps: /192,168,017 : 443 /cai-hin/Odownload/adownloadindex.cail

Apply

[ fpplytoal

Please note that the Download Station can only be launched after it is enabled in the
Station Manager.

For details on the Download Station, please refer to the Download Stationksd chapter.
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Surveillance Station Pro

Check “Enable Download Station” under “Setting” to enable this station and click the

links below to directly login to the application.

2 » 8 m & & 6 & -°

Station HD Station Backup ITunes Server DLNA Media Media Library Web Server LDAP Server
Manager Station Server 5

Photo Station Music Station Multimedia Station File Station Download Station Surveillance Station Pro

License Management

Enable Surveillance Station

[¥] Enable Surveillance Station
Regular login (http://10.8.12.143:8080/surveillance)

Apply

Expand Recording Channels

The Surveillance Station Pro offers one free recording channel. To add extra number of recording channels,
please purchase the license at QNAP License Store (http://license.gnap.com) or contact an authorized
reseller for assistance.

Step 1: Go to License Store:  hittp://license.gnap.com/

Step 2: Click "License Management” to install the license.
Current / Maximum number of recording channels: 1/ 24
Note:

-The number of recording channels supported varies by the NAS model. Please refer to the information on
http://www.anap.com before purchasing or activating the license an the NAS.

-The maximum number of recording channels supported is for reference only. The actual recording
performance may vary depending on the IP cameras, video contents, network bandwidth, recording
settings, and other running applications on the NAS. Please contact an authorized reseller or the camera
vendors for more information.

The Surveillance Station Pro offers one free recording channel. To add extra recording
channels, please purchase the license at QNAP License Store (http://license www.gnap.

com) or contact the authorized reseller at your region for details.

Note:

e The number of recording channels supported varies by the NAS model. Please refer to
the QNAP License Store (http://license.qnap.comy/) for details before purchasing or
activating the license on the NAS.

e The maximum number of recording channels supported is for reference only. The
actual recording performance may vary depending on the IP cameras, video contents,
network bandwidth, recording settings, and other applications running on the NAS.
Please contact an authorized reseller or camera vendors for more information.

e For step-by-step tutorial on adding extra channels, please refer to the QNAP website
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(Resource > Tutorials > “How to support additional recording channels on Surveillance
Station Pro?”).

e Windows users are advised to use IE 10, Chrome or Firefox for live view and playback
operations.

e Mac users are recommended to use QNAP Surveillance Client for Mac for live view and
playback operations. QNAP Surveillance Client for Mac can be downloaded at http://

www.gnap.com/download.

To check on license details, switch to the License Management Page.

Station Backup iTunes Server DLMA Media Media Library Web Server LDAP Sarvaer WPN Service
Manager Station Server S
Photo Station Music Station Multirmedia Station File Station Download Station Surveillance Station Pro
| - -
| Settings ‘ Systermn UDI: 1IFFO0O0OMOCS429BQMNAPOOOD Install License
|
E E License Mame License ID PAK Channel ... Ewxpire Days Status Action
Surveillance Station Pro - 1 Channe... TS-CaM-B5-01 - 1 - Activat..
Page 1 [8re o] Display item: 1-1, Total: 1| Show 10 v Items |

| I Apply to Al
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7.2 iTunes Server

The MP3 files on the Qmultimedia/Multimedia folder of the NAS can be shared to iTunes
by this service. All the computers with iTunes installed on LAN are able to find, browse,
and play the shared music files on the NAS.

To use iTunes Server, install iTunes (www.apple.com/itunes/) on your computer. Enable
this feature and then upload the music files to the Qmultimedia/Multimedia folder of the
NAS.

A @ m @ 3 O & i o

=1 M o

Station Backup iTunes Server DLMNA Media Media Library Webh Server LDAP Server WPM Service
Manager Station Server A

After enabling iTunes server, all the iTunes clients on the same subnet can play the music files in "Multimedia” folder on the
sarver,

Enable iTunes Server

After enabling this service, click the following link to enter iTunes Web Server configuration page.

Username:  admin
Passwoard: ...

R a1 —

Note: iTunes Server may be disabled or hidden on the following business models:
X70U, x79 Pro and x79U. To enable iTunes server, please refer to "System
Administration" in the General Settings[861 section.

To configure the iTunes server settings and add smart playlists, login the web page of
iTunes server:

http://NAS-1P:3689/index.html
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http://www.apple.com/itunes/

. Configuration
Sk o
conturtion e

= Config File Location Smnt/HDA_ROOT/ config/mt-daapd.conf
Server Name KenTestfS3([Tunes)  The name Tunes and other daap dlients should see
Logfile
Admin password admin The password for this administration interface.
Music Password The password clients need to access this server. [
Music Folder fshare/Multimedia
Remove
Music Felder Jshare/Public
Remove

Acd music folder
Extensions mp3,.mda. mip,.aif, wav,.
Playlist File
Scan Type 0 - Normal - |
Rescan Interval 180 How often should Firefly look for new files? In seconds.
Abways Scan Mo - |
| save || cancel |

Connect the PC and the NAS to the same LAN and run iTunes on the PC. Find the NAS

name under "SHARED” and start to play the music files or playlists.

& Winber Wonderland Jaaz
n" . & Depois Do Natal i Jazz
8 Let [t Snow! Let Bt SnowiLet It 5. 348 LisaOno Boss Festas Jaaz
2TV shaws & Carsling Cansirg G Lisa Ono Boas Festss Jazz
) Poceasts 8 Jregle Bl Rock 220 LisaOno Bons Festas oz
o Radio & Whits Christmas {Node de hatal) 43 Lis One Boms Fastas Jaox
@ Paz Azl (Erabms Lullsby) 39 Lisa Ono Boss Festas Jarx
SULis & Ave Maria 356 Lisa Ono B Fstas Jazr
[ unes Store @ The Cheistmas Sorg 4l Lisa Ono Boas Festas Jazz
SHARED & Exars Festas i Lisy Ong Eowrs: Festas Jar
BUnih 0ok et o
& In the Wee Smal Hours of the Mo... 137 Lisa Ono Boas Festas Jazz
¥ PLAYLISTS & Sdert Might 101 LisaGno Boas Festas Jaaz
5 Party Shffle # 01 Baautiul Wornan, mp3 o7 Colar your soul Other
Emm & 02 Salesman.mad 44
Bt oo G s b
(82 #y Top Raked 05 1wl Givi Yous Everything.mp3 400
[1 Recently Added & 06 Come Alve.mp3 w50
[ Rocently Flayed 52 07 ' 2 M g3 345
!quiﬁﬂvdzm & [ Be My Lovve: (Eneglish Wer. ), (Ho... EHee]
05 el 4143
& 10 Color Your Soul.mpd i
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7.3 DLNA Media Server

QNAP Turbo NAS supports two types of DLNA Media Servers: QNAP Media Server and
Twonky Media DLNA Server.

QNAP Media Server is developed by QNAP, while Twonky Media DLNA Server is a third

party media server.

To allow DLNA media player to access and play the multimedia contents on the NAS via
QNAP Media Server, enable QNAP Media Server and configure the Media Library for QNAP

Media Server.

To allow DLNA media players to access and play the multimedia contents on the NAS via
the Twonky Media DLNA Server, enable it and click the link (http://NAS IP:9000/) to
enter the configuration page of the TwonkyMedia DLNA DLNA Media Server.

Station Backup iTunes Server DLMNA Media Media Library \Webh Server LDAP Server WPM Service
Manager Station Server

Enable QNAP Media Server (Beta)
Service Name: MNASCO941FF
Scan now Festart

MNote:

MNote: QMNAP Media Server requires Media Library to be enabled. Please configure the settings in "Applications” = "Media
Libirary". Click here to set "Media Library".

The displayed contents of DLMA server will be based on the systemn administrator account permissions and media library
settings.

Enable TwonkyMedia DLNA Server

After enabling this service, click the following link to enter DLMNA Media Server configuration page.
http:/f192.168.0.17:9000/

Apply

Click the link http://NAS IP:9000/. Go to “"TwonkyMedia Settings” > “Basic Setup” to

configure the basic server settings.
The contents on the Qmultimedia or Multimedia folder of the NAS will be shared to the

digital media players by default. You can go to “Basic Setup” > “Sharing” > “Content

Locations” to change the folder or add more folders.
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After configuring the settings, you can upload MP3, photos, or video files to the specified
folders on the NAS.

Note: If you upload multimedia files to the default folder but the files are not shown on
Media Player, click "Rescan content directories” or “Restart server” on the Media Server

configuration page.
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7.4 Media Library

The Media Library service can scan multimedia files, such as photos, music and videos
from designated media folders and index them into the media library for their display in
multimedia applications. Thumbnails of photos, music and videos will be automatically

generated to enhance your user experience as you browse through multimedia files in

their corresponding applications.

Settings

Station Backup iTunes Server DLMA Media Media Library Web Server LDAP Server WP Service
Manager Station Server b
Settings_ Media folder Transcode Setting Transcode Records

Enable Media library &
Media library service can scan multimedia files, such as photos, music and videos from media folder and index them into the

media library. These files are compiled to a library for multimedia applications as indexing purposes. The system will
automatically generate thumbnails of photos, music and videos, and allows you to have a better experience while browsing.

Current Status: Ready
Last modified: 2013/05/12 11:12:56

® Real-time scan new files added to the library
O Scan by schedule:
Daily start time

End time

O Manual scan

Scan now

Multimedia code page setting

Source data default code page: English (CP1252) e

Rebuild media library indexing: Rebuild media library indexing will restructure the media library database. The process will
remove the old structure of media library and create a new one.

Rebuild media library indexing ]

Apply

Lwdpplytosl

Check the “Enable Media Library” to enable this service.

Note:
e iTunes Server may be disabled or hidden on the following business models: x70U, x79
Pro and x79U. To enable iTunes server, please refer to "System Administration" in the

General Settings[sé) section.
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o If the media library is not enabled, services like the Photo Station and Music Station,

as well as the DLNA Media Server will not function properly.

Scan Setting:

Three options are provided for the media scan:

e Real-time scan: New files are scanned in real time as soon as they are added to the
media folders.

e Scan by schedule: Here you can specify the start and end time for the scan, and it will
be conducted automatically on a daily basis.

e Manual Scan: The scan only starts when “Scan now” is clicked.

Multimedia code page setting:
Change this setting to the corresponding code page for non UTF media files for the NAS

to display correct information in the associated applications.
Rebuild media library indexing:

By rebuilding the media library, the NAS will scan the specified media folders and replace

the existing library with a new library.
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Media Folder

s @&
8 8 =m & &3 6 & x °
Station Backup iTunes Server DLMA Media Media Library Weh Server LDAP Server WPMN Service Py
Manager Station Server ‘\‘
-—
Settings i Transcode Setting Transcode Records
[ add || Edit || Delete | ]
Media Folder | Pictures | Music | Wideo
fMultimedia { Default ) W W W

By default, there are two folders which will be scanned for multimedia files (Multimedia
and Home). Click "Add" to add another folder to your media library.

Add a new media folder

2.

Share: | ™

Media type: Pictures Music ¥ video

[ Add | [ Cancel |

The types of files which will be scanned include pictures, music or videos. Click “Add” to
confirm the settings.

Click “Edit” to change the scanned file types and folder, and “Delete” to remove media
folders from the list.
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Transcode Setting

All ongoing transcoding tasks can be managed here. The transcoding service is enabled
by default and can transcode video files to H.264 format (with MP4 extension) which can
be played by most media players or smart phones. The video files will be converted into
240p, 360p and 720p resolutions for different devices.

2 & m &4 &Z -°

Station Backup iTunes Server DLNA Media Media Library
Manager Station Server bt
Settings Media folder Transcode Setting Transcode Records

Transcode service can help you to transcode your video contents in different
formats for you to enjoy them on varnious platforms. You can add the file to the
transcode service using File Station.

Stop

Transcode Information Status Action

/Multimedia/Metal.Gear.Solid.3.5nake.Ea... Transcoding 8% @

MMultimedia/1562.wmvy Standby @

Remove all transcode tasks

Click “Stop” to suspend all ongoing tasks in the list. Click "Remove all transcode tasks” to

remove all tasks from the list.

Adjust the order each task is executed by clicking on @l@ under the Action column

and @ to remove the selected task from the list.

Note: You can manually add the files to transcode from the File Station.

436



Transcode Records

A list of transcoded video files, their status and the time the transcoding task is finished

are listed here. Click “Clear records” to clear the history and “Refresh” to refresh the

list.
B & =m & =z °
Station Backup Tunes Server DLMNA Media Media Library
Manager Station Server v
Settings Media folder Transcode Setting Transcode Records
Transcode Information Status Finish Time -
Multimedia/2002-0525-b.mp... Succeeded 2013/05/23...
Clear records ] [ Refresh
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7.5 Web Server

Web Server

The NAS supports Web Server for web sites creation and management. It also supports
Joomla!, PHP and MySQL/SQLite to establish an interactive website.

= =] ") kot =z ) .} E3 E =) @ ¥ ©

za
Station Backup iTunes Server DLMA Media Media Library wWeb Server LDAP Server WPN Service MySQL Server  Syslog Server Antivirus RADIUS
Manager Station Server Server <
web Server virtual Host
Web Server

&fter enabling this function, you can upload the webpage files ta “Web" netwaork share to publish your website.

Enable Wweb Server @
Port number: 30

register_globals: O on @ off

Enable secure connection (S5L)
Port number: 8081

Enable WebDay
After enabling this service, dick the following link to enter to Web Server.
http:#/192.166.0.17:80/
https:/f192.168.0.17:8081/
Apply
Maintenance

Restore ko default configuration

Restore

php.ini Maintenance
The file php.ini is the system configuration file of Web Server, After enabling this function, you can edit, upload or restore this file, It is recommended to use the system default setting.

php.ini Maintenance

Upload Edit Restore

Apply to Al

To use the Web Server, follow the steps below.

1. Enable the service and enter the port number. The default number is 80.

2. Configure other settings:

i. Configure register_globals: Select to enable or disable register_globals. The setting
is disabled by default. When the web program prompts you to enable php
register_globals, enable this option. However, for system security concern, it is
recommended to turn this option off.

ii. Maintenance: Click “"Restore” to restore web server configuration to default.

ii. php.ini Maintenance: Select the option “php.ini Maintenance” and choose to upload,
edit or restore php.ini.

3. Secure Connection (SSL): Enter the port number for SSL connection.

4. Upload the HTML files to the shared folder (Qweb/Web) on the NAS. The file index.
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html, index.htm or index.php will be the home path of your web page.

5.You can access the web page you upload by entering http://NAS IP/ in the web
browser. Note that when Web Server is enabled, you have to enter http://NAS

IP:8080 in your web browser to access the login page of the NAS.

Note:

e Please be reminded that Please note that after the Web Server is disabled, all
relevant applications, including the Music Station, Photo Station, Happy Get, or
QAirplay will become unavailable.

e To use PHP mail(), go to "System Settings” > “Notification” > “"SMTP Server” and

configure the SMTP server settings.
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WebDAV

WebDAV (Web-based Distributed Authoring and Versioning) is a set of extensions to the
HTTP(S) protocol that allow the users to edit and manage the files collaboratively on the
remote World Wide Web servers. After turning on this function, you can map theshared
folders of your NAS as the network drives of a remote PC over the Internet. To edit the

access right settings, go to “Privilege Settings” > “Shared Folders” page.

Note: Currently, the WebDAV feature supports NAS user accounts only and AD and

LDAP user accounts are not supported.

To map a shared folder on the NAS as a network drive of your PC, turn on WebDAV and
follow the steps below.

Go to “Privilege Settings” > “Shared Folders”. Click the “Access Permission” button for

the designated folder under the “Action” column .

™ 1 p »
< &b r-3 9 - .
Users User Groups Shared Quota Domain
Folders Security o
Shared Folder Advanced Permissions Folder Aggregation
Create - Restore Default Shared Folders | P
| B | Folder Name Size Folders Files  Hidden “aolume Actian
[C] Dept 36 KB & 1 No Single Disk: Drive 1 2
Dawnload 53.62 GB 13 183 No Single Disk: Drive 1
Multimedia 13.42 MB 21 235 Mo Single Disk: Drive 1
] MNAS 587.25 MB 4] 891 Mo jisie}
Public 251.1 MB 9 88 Mo Single Disk: Drive 1
Recordings 32 KB 5] 1 Mo Single Disk: Drive 1
[7] TedHome Z0KB 3 1 Mo Single Disk: Drive 1
USBDisk1 694.6 GB 30966 339270 Mo Use 1 B
Page 141 Display item: 1-24, Total: 24 | Show 50 v | Items

Select "WebDAV access” from the dropdown menu on top of the page and specify the
access right. Choose the authentication level or scroll down to search for the account

to grant its access rights. Click "Apply” and all settings are complete.
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Shared Folder
Select permission type: WebD&Y access 5
Edit the user and group permissions for WehDAV access,
Shares
[1Dept ~ network share name:Public Access right:
00w Ioax Authentication by: & Local Users O Local Groups Deny access :
£ Multimedia Readonly
7 Public a .
. ull access
_JRecordings Marme Grang
[JTedHome - ~
: adrmin
I UsSEDisk1
CJUsb Ted
[Jweb
2 testol
[Jhomes
[Jtest testoz
[Jtestol tastOs
[test0z v
gtESt'B Page 1l b M2 Display item: 1-10, Total; 84
testO4
Ctastos [ allow guests to have read access to this network share (applies to web browser
s ¥ only).
Aoply Close

Next, mount the shared folders of the NAS as the shared folders on your operating

systems by WebDAYV.
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Windows XP:

1. Right click "My Computer” and select "Map Network Drive...”

MMy Documents

-

Open
Explore
Search...
Manage

PL Scan For viruses

Create Shorkout
Delete

Explare
= Rename

Properties

2. Click “Sign up for online storage or connect to a network server”.

\Wephetwork Drive Ix]|

Windmas can help you connect ta a shared nebwork Falder
and assign a drive letker ko the connection so that you can
access the Folder using My Computer,

Specify the drive letker For the cannection and the Falder
that wou wank to connect bo;

Driwe: Y1 @

Example: Yiserverishare
Reconnect at logon

Connect using a different user name,

3. Select “Choose another network location”.
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‘Where do you want to create this network place?

Select a service provider, !fywdunathweammhatﬂmwihlhpmwdq:.wselmt the: wizard will help
you create an account. To just create a shorteut, click "'Choose another network: location.™

Service providers:

MSN Communities

Share your files with otherz. or store them for your personal uze.

| <Back || Newt> | [ cCancel |

4. Enter the URL of your NAS with the folder name. Note that you should put a “#”
the end of the URL. Click “"Next”. Format: http://NAS_IP_or HOST_ NAME/

SHARE_FOLDER NAME/#
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What iz the address of this network place?

Type the addiess of the Web site. FTP site, or netwark locaton that this shortcut wall open.

/41921681, 39 My eb DAV

| <Back |{ Mex> | | Cancel

5. Enter the username and password which has the WebDAV access right to connect to
the folder.

6. Type a name for this network place.
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el I etworke Pl ace Wi zard

what do you want to name thiz place?

Create a name fior thiz shorbcut that will help vou easily identify this network place;
hitpc//192.168.1.39/MywebDaN /1.

Tupe a name for thiz network place:
MywebDaW on 192.168.1.39

| <Back || Mew> | [ Ccance

7.The network place has been created and is ready to be used.

445



At N Etworlace Wy zand HS

Completing the Add Network Place
Wizard

You have successfully created this network, place;

A shoetout for this place will appear in My Metwork Places,

Dpean this network, place when | click Finizh.

To cloze this wizard, click Finish.

Finish [ Canc&i..
| | 1

8. Now you can connect to this folder anytime through WebDAV. A shortcut has also

been created in "My Network Places”.

i MyWebDAY on 192.1/68.1.35. A =] E3
fu

il

File Edit Veew Favoribes Tools Help

'ﬁ' p Search Folders Dv

B4 hitp: 192168, 1.39{MyWebDav] £ s
(%]
Other Places A
Testing
Feed. xmi
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Windows Vista

If you are using Windows Vista, you might need to install the “Software Update for Web
Folders (KB907306)"”. This update is for 32-bit Windows OS only. http://www.microsoft.

com/downloads/details.aspx?Familyld=17c36612-632e-4c04-9382-
987622ed1d64&displaylang=en

1. Right click "Computer” and select “Map Network Drive...”

Map Metwork Drive...

Disconnect Metwork Drive...

Create Shortcut
Delete

Rename

Properties

2.Click "Connect to a Web site that you can use to store your documents and pictures”.
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What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: [}L > ]

Folder: | - Browse...

Example: \\server\share
[¥] Reconnect at logon
Connect using a gifferent user name.

Connect to 3 Web =ite that you can use to store your documents and pictures.

3. Select “Choose a custom network location”.
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Where do you want to create this network location?

Choose a custom network location
. opecify the address of a website, network location, or FTP site,

| Net || cancel

4. Enter the URL of your NAS with the folder name.
Format: http://NAS_IP_or HOST NAME/SHARE_FOLDER NAME

449



Specify the location of your website

Type the address of the website, FTP site, or network location that this shortcut will open.

5. Enter the username and password which has the WebDAV access right to connect to
this folder.

6. Type a name for this network location.
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What do you want to name this location?

Create a name for this shortcut that will help you easily identify this network location:

http://10.8.12111/MyWebDAV.

Type a name for this network location:
MyWebDAV@TS-509|

7.The Web folder has been successfully created.
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Completing the Add Network Location Wizard

You have successfully created this network location:

MyiVebDAVETS-509
A shorteut for this lecation will appear in Computer.

[¥] Open this network location when 1 elick Finish.

| Finish | | cancel |

8.You can locate the web folder in the “"Network Location” section in “"Computer”.

Total Size Free Space

Devices with Remevable Sterage (6]
l-' Dacuments

E Fictures Eﬁ DVD RW Drivee (<) CD Drive (k)
ﬂ‘ Mus:u:

5 Recently Changed g ;
=== Removable Disk (F:) = Remecvable Disk (G:)
E Searches v

i Public
- Removable Disk (H:) = Removable Disk (&)

-

MNetwork Location (3)

- Qmultimedia (\M0812119) - QBackup-James
qx 09 qa (\10£12139) @)

“ MyWebDAVETS-500

Folders :5;-

IW-PC Werkgroup: WORKGROUP

) | Processon Inted(R) Pentium(R) D CPU 2 80GHz
| Memor: 300 GB
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9.You can connect to the folder though this link via HTTP/WebDAV.

MName Internet Address
" TestingFeed  http://10.8.12.111/MyWebDAV/Testing Feedaml 624 Bytes

B Documents
E Pictures

n* Music

Mare »
Folders
BB Desktop

B w
i Public
1% Computer
&L Local Disk (C3)
a Local Disk (D)
&} DVD RW Drive (E)
== Removable Disk (F:)
. Bemnouahle Mick (517
1 itemn
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Mac 0OS X

Follow the steps below to connect to your NAS via WebDAV on Mac OS X.

Client Operating System: Mac OS X Snow Leopard (10.6.1)

1. Open “Finder” > “"Connect to Server”, and enter the URL of the folder.
Format: http://NAS_IP_or HOST_NAME/SHARE_FOLDER_NAME

. Tele Connect to Server
Server Address:
{ http://10.8.12.111 /MyWebDAV i+ o

Favorite Servers:

() ( Remove [ Browse ) (~Connect )

2. Enter the username and password which has the WebDAV access right to connect to

this folder.

i Enter your name and password for the server
| *10.8.12.111".

¥

Connect as: () Guest
{*) Registered User

Name: James

Password: sesss|

| Remember this password in my keychain

:; Cancel _: (Cunnect)

3.You can connect to the folder through this link via HTTP/WebDAV.
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Date Modted
Today, 2:00 PM

¥ SHARED

¥ SLARCH FOR

1L} Past Wk
(] A imnages
(] Al Mervies
[ Al Deocuments i

4.You can also find the mount point in the "SHARED” category in Finder and make it one
of the login items.

Note that the instructions above are based on Mac OS X 10.6, and can be applied to
10.4 or later.
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Ubuntu

Follow the steps below to connect to your NAS via WebDAV on Ubuntu.

Client Operating System: Ubuntu 9.10 Desktop

1.0pen “Places” > “Connect to Server...”

‘I'HJITFE'F-DII:‘H
[l Desktop
H_-':Dnulnen!s
| Music

i Pictures

U] Videos

|| Downloads

<3 Applications

Ly Mon Nov 2, S:25PM (O james

B computer
. Floppy Drive

Emm

Search for Files...

Racent Documents

~ [update Manager] | ]

2.Select "WebDAV (HTTP)” or “Secure WebDAV (HTTPS)"” for the Service type according
to your NAS settings and enter your host information. Enter the username and
password which has the WebDAV access right to connect to this folder. Click

“Connect” to initialize the connection.
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& 4 B MonMov 2, S26PM M james

@ | [Update Manager] | | ConnecttoServer | Bl

3. This WebDAV connection has been established successfully, a linked folder will be

created on the desktop automatically.

3 Applications Places System (@@ | Mon Nov 2, 9:29PM () james

MyWebDAVY - File Browser
File Edit View Go Bookmarks Tabs Help

Back Forwand Q X E u E Q. 3
# | _dav|[MywebDav] @ 100% @ iconview v|[
i .

Places

i james : s |

B Desktop Testing Feed.xml
1 File System

sl Network

— Floppy Drive

2 Trach

1item

-

@ | [update Manager] | [, MyWebDAV - File Brow...
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MySQL Management

Install phpMyAdmin software and save the program files in the Web or Qweb share of the
NAS. You can change the folder name and connect to the database by entering the URL

in the browser.

Note: The default username of MySQL is “root”. The password is “admin”. Please change
your root password immediately after logging in to the phpMyAdmin management

interface.

SQLite Management

Follow the steps below or refer to the INSTALL file in the downloaded SQLiteManager-*.
tar.gz? to install SQLiteManager.

1. Unpack the downloaded file SQLiteManager-*.tar.gz.

2. Upload the unpacked folder SQLiteManager-* to \\NAS IP\Web\ or \\NASIP\Qweb.

3.0Open a web browser and go to http://NAS IP/SQLiteManager-*/.

?: The symbol “*” refers to the version number of SQLiteManager.
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7.5.1 Virtual Host

Virtual host is a web server technique that provides the capability to host more than one
domain (website) on one physical host offers a cost-effective solution for personal and
small business with such need. You can host multiple websites (maximum 32) on the NAS

with this feature.

In this tutorial we will use the information provided in the table below as the reference

guide.

Host name WAN/LAN IP and Document root Demo web
port application

sitel.mysite.com WAN IP: /Qweb/sitel_mysite [Joomla!

: : 111.222.333.444 - ]

site2.mysite.com /Qweb/site2_mysite | WordPress
LAN IP: 10.8.12.45

www.mysite2.com (NAS) /Qweb/ phpBB3
Port: 80 (NAS) www_mysite2

Before you start, make sure you have checked the following items:

e Web Server: Enable Web Server in “Applications” > “*Web Server”.

e DNS records: The host name must point to the WAN IP of your NAS and you can
normally configure this from your DNS service providers.

e Port forwarding: If the web server listens on port 80 you need to configure port
forwarding on your router to allow inbound traffic from port 80 to the LAN IP
(10.8.12.45) of your NAS.

e SSL certificate import: If you are going to enable SSL connection for the website and
intend to use your own trusted SSL certificates you may import the certificate from
within the administration backend under “System Settings” > “Security” > “Certificate
& Private Key”.

Follow the steps below to use virtual host.
1. Select “Enable Virtual Host” and click “Apply”.

2. Click “Create a Virtual Host”.
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8 @ =m & F 6 & x @

Station Backup iTunes Server DLMA Meadia Media Library Web Server LDAP Server VPN Service MySQL Server 2

Manager Station Sarver

VWeh Server Virtual Host

After enabling this function, you can create multiple websites by uploading Web files to sach folder,
Enable wirtual Host

Apply

| Create a Virtual Host |

[l Host Mame Folder Mame Protocal

Part Action

3. Enter the host name and specify the folder (under Web or Qweb) where the web files

will be uploaded to.

4. Specify the protocol (HTTP or HTTPS) for connection. If you select HTTPS, make sure
the option “Enable Secure Connection (SSL)"” in Web Server has been turned on.

5. Specify the port number for connection.

6. Click “Apply”.

r
Advanced Options ®
Host name: sitel.mysite.com
Folder Mame: Sebf sitel_mysite b
Protocal: @ HTTP O HTTPS
Port: a0
Apply

7.Continue to enter the information for the rest of the sites you want to host on the

NAS.
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Station Backup iTunes Server DLMA Media Media Library web Server LO&P Server WPMN Service MySOL Server
Manager Station Server

Web Server | Virtual Host

After enahbling this function, you can create multiple websites by uploading Web files to each folder,
Enable virtual Host

Apply
Create a Wirtual Host Delate |

[ Host Name Folder Mame

Protocol Port Action

[] sitelmysite.com Mwebfsitel_mysite HTTP an
[] site2 mysite.com Anebfsite2_mysite HTTP 20

] www.mysite2.cam Anlebfueww_mysite? HTTP B0

8. Create a folder for each website (sitel_mysite, site2_mysite, and www_mysite2) and
start transferring the website files to the corresponding folders.

Crganize - Burn MNew folder

4 8 Downloads
a )i WebS'rtes/-.
> L Joomla //
> 4 phpBB3

i W WordPress sitel_mysite site2_mysite www_mysited

from Joomla (Ch\Users..\Joomla) to sitel_mysite (P:\sitel_mysite)
About 3 Minutes and 30 Seconds remaining

—

'l;;':ﬁ:' Maore details

Once the files transfers complete point your web browser to the websites by http://

NAS_host_name or https://NAS_host_name according to your settings. In this example,
the URLs are:

http://sitel.mysite.com
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http://site2.mysite.com

http://www.mysite2.com

You should see the Joomla!, phpBB3, and WordPress web pages respectively.
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7.6 LDAP Server

The LDAP server of the NAS allows the administrator to create users to access multiple

NAS servers with the same username and password. Follow the instructions below to

configure the LDAP server.

1. Enable LDAP Server:

Login the NAS as “admin”. Go to “Applications” > “"LDAP Server” and enable LDAP server.

Enter the full LDAP domain name and the password for the LDAP server, then click

A\Y 4
Apply”.
=> - = . N o~
2 & =m & 2 6 9 %
—= P M o T,
Station Backup iTunes Server DLMA Media Media Library \Weh Server LDAP Server WRMN Service
Manager Station Server
LDAP Server Users Groups Backup, Restare

Enable LD&P Server

Full domain name:
Password:

verify password:
Foot DM:

Group base DM:

Users base DM:

Apply

. Applytoal

Initialize LDAP database:

my-domain.com

ch=admin,dc=my-domain,dc=com
ou=people,dc=my-domain,dc=com

ou=group,dc=my-domain,dc=com

Initialize (Delete all users and groups from the LDAP server)

Enable this MAS to be the client of the LDAP service: Domain Security

2. Create LDAP Users:

Under the “Users” tab, click “Create a User” or “Create Multiple Users” or “Batch Import

Users”. Follow the instructions of the wizard to create the LDAP users.
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2 @ = =& & O & K o

Station Backup iTunes Server DLMNA Media Media Library \Wweh Server LOAP Server VPN Service

Manager Station Server

LOAP Server users Groups Backup/ Restore

Create - yel

Create a User Description Email Status Action
Create Multiple Users
Batch Import Users

Page 1| /1 =

Mo data to display [ Show 10 v Items

Once you have created the LDAP users, the NAS can be joined to the domain. You can

set the permissions of the LDAP users and allow them to be authenticated by the NAS.

3.Join a NAS to LDAP Domain
To allow the LDAP users to connect to the NAS, join the NAS to the LDAP domain. Go to

“Privilege Settings” > “"Domain Security”. Select “LDAP authentication” and choose “LDAP
server of local NAS” as the server type. Then click “"Apply”.

™ 1 y -
Users User Groups Shared Quota Domain
Folders Security &
O Mo domain security (Local users only)
O Active Directory authentication (Daormain member)
@ LD&P authentication

Select the type of LDAP server: LDAP server of the local NAS 2

Apply to use the LDAP server users and group from the local MAS.

L Apply

The NAS is now a client of the LDAP server. To view the domain users or groups, go to

“Privilege Settings” > “Users” or “User Groups”, then select “Domain Users” or “"Domain
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Groups”. You can also set the folder permission for the domain users or groups.

4.Join a Second NAS to LDAP Domain
You can join multiple NAS servers to the same LDAP domain and allow the LDAP users to

connect to the NAS servers using the same login credentials.

To join another NAS to the LDAP domain, login the NAS and go to “Privilege Settings” >
“Domain Security”. Select “LDAP authentication” and then “LDAP server of a remote NAS”

as the server type.

Enter the DNS name or IP address of the remote NAS, the name of the LDAP domain that

you created previously, and enter the LDAP server password. Click “"Apply”.

™ 1 ™ »
! (e 1 A
S & < g (m
Users User Groups Shared Quota Domain
Folders Security s

O No domain security (Local users anly)
O Active Directory authentication (Domain member)
@ LDAP authentication

Select the type of LDAP server: LDAP server of the remote NAS e
Status:

1P address or NAS name: 10.8.13.59

LDAP domain: my -domain.local

Example: mydomain.local

Password:  aaaaa

o Apply
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Back up/Restore LDAP Database

To back up the LDAP database on the NAS, select “"Back up Database” and specify the
backup frequency, destination folder on the NAS and other options. To restore an LDAP

database, browse to select the *.exp file and click “Import”. Click “"Apply” to apply the

settings.
=, = " e N A
a2 & =m &8 =2 6 & x
— LI i
Station Backup iTunes Server DLMA Media Media Library \Weh Server LDAP Server WRMN Service
Manager Station Server hoA
LDAF Server Users Groups Backup/ Restore

Back up LDAP Database

Back up Database

1. Backup frequency: Daily e
2, Start Time: o v :00
3, Destination folder: JPublic R

4, Backup options
® Overwrite existing backup file (LDAP_Backup.exp)
O Create a new file for each backup and append the date to the filename (LDAP_backup_yyyy_mm_dd.exp)

5. Apply

Apply

Restore LDAP Database

You can import a backup file to restore the entire LDAP configuration and contents.,
Select a backup file to import:

Browse..

Import

. Apply koAl
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7.7 VPN Service

The NAS supports Virtual Private Network (VPN) service for users to access the NAS and
resources on a private network from the Internet. Follow the instructions below for the
first time setup of the VPN service on the NAS.

1. Select a network interface to connect

2. Enable PPTP or OpenVPN service

3. Configure port forwarding by auto router configuration

4. Register myQNAPcloud service

5. Add VPN users

6. Connect to the private network by a VPN client

VPN Service Setup

1.Select a network interface to connect:
Login the NAS as “admin” and go to “Applications” > “VPN Service” > “VPN Server
Settings”. Under “General Settings”, select a network interface to connect to the desired

network which the NAS belongs to.

3& w =} i~ " 4 = A
P2 = i ; ?‘f aa .
WRM Service MySQL Server  Syslog Server Antivirus RADIUS TFTP Server
Server
YPN Server Settings WP Client Management Connection List

General Settings

Select a netwaork interface to connect to the desired network which the NAS belongs to, You can forward the VPN ports
on the router by Auto Router Configuration, and also replace the YWaM IP by myQMAPcloud name for connection,

Network interface: Ethernet 1 5

myQNAPCloud name: The myQNAPcoud service is disabled, please enable myQMAPcloud Service first,

2.Enable PPTP or OpenVPN service:
The NAS supports PPTP and OpenVPN for VPN connection. Select either one option and

configure the settings.
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PPTP Settings

The PPTP server allows users to access the LAN remotely. Use the default settings or specify the settings manually. To
understand more, please check: (http: /fwww .onap . com/go/optp html)

Enable PPTP WPN server
WPM client IP poal: 0 (B |12 | -
Advanced Settings

Open¥PMN Settings

An OpenyPM client software is required on the remote PC. Use the default WPN settings or configure the sethings
manually, To understand more, please check: (hito: /fopenvon.net’)

[0 Enahle openvPN server
VPN client IP poal: . . . -
Advanced Settings

Apply

. fpplytoal )

PPTP: Point-to-Point Tunneling Protocol (PPTP) is one of the most commonly used
methods for VPN connection. It is natively supported by Windows, Mac, Linux, Android,

and iPhone.

Note: The default NAS IP is 10.0.0.1 under PPTP VPN connection.

OpenVPN: OpenVPN is an open source VPN solution which utilizes SSL encryption for
secure connection. To connect to the OpenVPN server, OpenVPN client must be installed
on your PC. Click “"Download Configuration File” to download the VPN client settings,

certificate/key and installation guide from the NAS and upload the files to the OpenVPN

client.

Note: Upload the configuration file to the OpenVPN client every time the OpenVPN

settings, myQNAPcloud name, or the secure certificate is changed.

3.Configure port forwarding by auto router configuration:
The NAS supports auto port forwarding for UPnP (Universal Plug-and-Play network
protocol) routers. Go to "myQNAPcloud” > “Auto Router Configuration” to enable UPnP

port forwarding and open the ports of the PPTP or OpenVPN service on the router.
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Note: To connect to the PPTP server on the Internet, the PPTP passthrough options on
some routers have to be opened. PPTP uses only port TCP-1723; forward this port

manually if your router does not support UPnP.

4.Register myQNAPcloud service:

You can connect to the NAS by WAN IP or myQNAPcloud name. To configure
myQNAPcloud service, check the myQNAPcloud chapter or visit

my QNAPcloudmyQNAPcloudhttp://www.gnap.co ro_application.asp?ap_id=637.

5.Add VPN users:

Go to “Applications” > “VPN Service” > "VPN Client Management”, click *Add VPN Users”.
The local NAS users will be listed. Select the users who are allowed to use the VPN
service and their connection method (PPTP, OpenVPN, or both). Click “Add”.

== - = I y L o
2 2 @ leed iz () & F3
— P M o T
Station Backup iTunes Server DLMA Media Media Library Wweb Server LOAP Server WP Service
Manager Station Server o
I WPMN Server Settings ¥PM Client Management Connection List
Add WPH Users
[ Username Status FRTP OpervPi
[T admin Ready & &
[ Ted Ready [ [
Page 141 & Display item: 1-2, Tatal: 2 | Show 10 v Items
| wtipplyto Al
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Add ¥PMN Users

Lsername

testol

testo2

testd3

Ermployeeld7?2
Ermployesl7?3
Employeed74
Ermployeeld7?s
Employeel7a
Employeeld7??
Employes0d78

Page

L

Jo)
FPTR OpenvPM

(] (]

(] (]

(al

(]

(]

(] (]

(] (]

(] (]

(] (]

(] (]
Display iterm: 1-10, Total: 82

Apply Cancel

6.Connect to the private network by a VPN client:

Now you can use your VPN client to connect to the NAS via the VPN service.
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VPN Client Setup

PPTP on Windows 7

1. Go to “Control Panel” > “*Network and Sharing Center”. Select “Set up a new

connection or network”.

WG*[; « Metwork and Internet » Network and Sharing Center - ] by H Search Control Panel 2
Centrol Panel Home ®
View your basic network information and set up connections
Change adapter settings * _& 0 See full map
Change advanced sharin s
m:g: 9 afred-PC Network Internet
(This cemputer)
View your active networks Connect or disconnect
Network Access type Intemet
Public network Connections: § Local Area Connection
Change your networking settings
? St up & néw connection or nebwork
Set up & wireless, broadband, dial-up, ad hoc, or VPN connection; or Set up & router o scoess
pent,
Connect to a nebwork
Connect or reconnect bo a wireless, wired, disl-up, er VPN netweork connection.
Cheese b Griegroug End 1.h.)r|ng apleoni
Cap alse Access files and printers located on other network computers, or change sharing settings.
HomeGroup g Troubleshoot problems
Internet Opticns Disgneose and repair network problems, or get troubleshooting information,
‘Windews Firewall

2.Select “Connect to a workplace” and click “"Next”.
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Choose a connection option

Connect to the Internet
Set up o wireless, broadband, or disl-up connection to the Intemnet.

§ Set up & new netwerk
Configure 8 new router or access point.

Set up a dial-up connection
Connect to the Internet using a dial-up connection.

3. Select “Use my Internet connection (VPN)".

How do you want to connect?

= Use my Internet connection (VPN)
Connect using a virtual private netwerk (VPN) connection through the Internet. h

5@ B

+ Dial directly
Cennect directly to a phone number without going through the Internet.

1 W

What is & VPN connection?

4. Enter the MyQNAPcloud name or the WAN IP of the NAS and enter a name of the

connection. Then click “Next”.
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@ Q;; Cennect to & Werkplace
Type the Internet address to connect to

Your network administrator can give you this address.

Internet address [ExampleContoso.com or 157.54.01 or 3fe] 234::1111)

Destination name VPH Connecticn

Use a smart card

iy Allew cther people to use this connection
This opticn allows anyone with access to this computer to use this connecties

5. Enter your username and password which is added from the NAS for VPN access. Click

“Connect”.
= 3
Q i Connect to s Werkplace
Type your user name and password
User name
Password:
Shiow charscters
Remember this password
Ecm.,-.l.-‘. cptlnral_:
Cancel
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PPTP on Mac OS X 10.7

1. Choose “Apple menu” > “"System Preferences”, and click “"Network”.

ann Systern Preferences
|2 |» || Showal | q
Personal
- &8 M B 3 o @ @
General Deskrop & Dack Missian Language Security Spotlight Universal
Screen Saver Control & Text & Privacy ACCEss
Hardware
Y B { =2 L = 0
CDs & DVDs Displays Energy Keyboard Maouse Trackpad Print & Scan Sound
Sawer
Internet & Wireless
54 @ A & 0 @
iCloud Mail, Contacts  MobileMe Mebaork Bluetooth Sharing
& Calendars
System
» ® ¢ @ 4
2R v G ( _ -
Users & Parental Date & Time  Softeare Speech  Time Machine Startup Disk
Groups Controls Update
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.Click “Add (+)" at the bottom of the list, and choose “VPN" as the interface.




800 Network
[<i0 ][ showai ] o
Select the interface and enter a name for the new service.
Interface + Wi-Fi T
Bluetooth DUN N
Service Nang — ] 'fl_—Fl Off
o Blutooth PAI -.; | has the 1P
Mot Conmected =
6tod
[+ Ask to join new networks
Kncwn networks will b joined automatically.
If N kndwn metworks ane avaslable, you will
be asked before joining a new network.
= == +/ Show Wi-Fi status in menu bar Advanced... | ()
{ﬂ
™ Click the lock to prevent further changes. Assist me, .. Revert Apply

3. Choose the VPN type according to the settings of the NAS to connect. Enter the

service name.

475



SNINI Metwork

[ <& ][ showai ] Q,
Select the interface and enter a name for the new service.
Interface: | VPN H
VPN Type: | PPTP & [AFP-ELOR )
| has the P
@ Bluetooth PAL | corvice Name: | VPN (PPTP) |
| Cancel | ]

Known networks will be joined automatically.
If mo known petworks are avaiable, you will
b asked before joining a new network.

] s [+ Show Wi-Fi status in menu bar , .ﬂ_.du_i._n:_t_!d_._._._

il
i_i Click the lock 1o prevent further changes. Assist me... Revert Apply

4.1In “Server Address”, enter the myQNAPcloud name or the WAN IP of the NAS. In

“"Account Name”, enter your username which is added from the NAS.
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800 MNetwork
[« » || Showan | Q
Location: | Automatic :
& Wi-Fi —
Connsct - Status: Not Configured
® F.lLIIE.I:D?'[II‘!f" 9
(3 -
i o] Configuration: | Default .
Server Address:
Account Name:
Encryption: | Automatic (128 bit or 40 bit) B
_Authentication Setings.....
Connect
o o _| Show VPN status in menu bar Advanced... 7
]
J_-{ Click the lock to prevent further changes. Assist me... F_t\_‘:w_ert ; _Ap_ph.f

5. Click “"Authentication Settings”, and enter the user authentication information given by

the network administrator.
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800 Network
|« » || Showan | Q

Location: .ﬁ;.utﬁmél:ic-

=
=

a8 Wi-Fi
R Status: Mot Configured

Bluetooth PAN

fidsorhidalhd
!~ S R Configuration: | Default -
Server Address:
Account Name:
Encryption: | Automatic (128 bit or 40 bit) =

I Authentication Settings... I

| Connect
r == .| Show VPN status in menu bar | Advanced... '{_‘,'{:
Ll
I Click the lock to prevent further changes. Assist me... . Revert Applhy

6.After entering the user authentication information, click "OK”, and then click

“Connect”.

478



PPTPoniOS 5

1.Go to “Settings” > “General” > “Network”, select “VPN".

push notifications.

Cellular Data Network >

Data Roaming

Turn off data roaming when
traveding 1o disable email, MMS, web
browsing, and other data senvices.

Personal Hotspot >
VPN Naot Connected »
Wi-Fi Off >

2.Select “Add VPN Configuration”.

VPN (Y oFF’

Choose a Configuration...

Tony
¥: Custom Q
Add VPN Configuration... »

3.Select “"PPTP”, and enter the Description, Server, Account, and Password for the

connection.
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" cance  Add Configuration
L2TP m IPSec
' Description
Server
Account
RSA SecurlD O ore)
Encryption Level Aute ¥ |
sendAlTae  @E)
. Preww

4.Return to “Settings” > “General” > “Network” > "VPN”, and enable “VPN".

VPN ™= '

) OFF
Choose a Configuration...
Tony '
¥: Custom @
Add VPN Gonfiguration... ¥

480



OpenVPN on Windows

1. Download OpenVPN from http://openvpn.net/index.php/open-source/downloads.html

2. Install OpenVPN client on Windows. The default installation directory is C:\Program
Files\OpenVPN.

3. Run OpenVPN GUI as administrator.

4. Download OpenVPN configuration file and certificate from the NAS (“Applications” >
“VPN Service” > "VPN Server Settings” > “OpenVPN Settings”)

5. Edit openvpn.ovpn and replace "OPENVPN_SERVER _IP” with the OpenVPN server IP.

6. Put “ca.crt” and “openvpn.ovpn” into the configuration folder under OpenVPN

configuration subdirectory (C:\Program Files\OpenVPN\config).

Note: If the OpenVPN client is running on Windows 7, add the firewall rules in the
advanced settings of OpenVPN.

OpenVPN on Linux

1. Download OpenVPN from http://openvpn.net/index.php/open-source/downloads.htm

2. Install OpenVPN client on Linux.

3. Download OpenVPN configuration file and certificate from the NAS (“Applications” >
“VPN Service” >"VPN Server Settings” > “OpenVPN Settings”).

4. Edit openvpn.ovpn and replace "OPENVPN_SERVER_IP” with OpenVPN server IP.

5.Put “ca.crt” and “openvpn.ovpn” into the configuration folder under OpenVPN

configuration subdirectory.

6. Run OpenVPN.
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OpenVPN on Mac

1. Download the disk image of OpenVPN client from http://code.google.com/p/tunnelblick/

2. Launch Tunnelblick.

3. Download OpenVPN configuration file and certificate from the NAS (“Applications” >
“VPN Service” > “VPN Server Settings” > “OpenVPN Settings”).

4. Edit openvpn.ovpn and replace OPENVPN_SERVER_IP (alfred.mygnapnas.com) with
OpenVPN server IP.

5. Put “ca.crt” and “openvpn.ovpn” into the configuration folder under OpenVPN

configuration subdirectory.

6. Run OpenVPN.
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7.8 MySQL Server

Note: To use this feature on the TS-x39/509/809 series, please update the system
firmware with the image file enclosed in the product CD or download the latest system

firmware from http://www.gnap.com.

You can enable MySQL Server as the website database.

Enable TCP/IP Networking:

You can enable this option to configure MySQL server of the NAS as a database server
of another web server in remote site through Internet connection. When you disable this
option, your MySQL server will only be configured as local database server for the web
server of the NAS.

After enabling remote connection, assign a port for the remote connection service of
MySQL server. The default port is 3306.

After the first-time installation of the NAS, a folder phpMyAdmin is created in the Qweb/
Web network folder. You can enter http://NAS IP/phpMyAdmin/ in the web browser to
enter the phpMyAdmin page and manage the MySQL database.

Note:

e Do not delete the phpMyAdmin folder. You can rename this folder but the link on the
MySQL server page will not be updated. To connect to the renamed folder, you can
enter the link http://NAS IP/renamed folder in the web browser.

e The phpMyAdmin folder is created after the first-time installation. When you update

the firmware, the folder remains unchanged.

Database Maintenance:
e Reset root password: Execute this function to reset the password of MySQL root as
“admin”.

e Re-initialize database: Execute this function to delete all the data on MySQL database.
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a

MySOL Server  Syslog Server Antivirus RADIUS TFTP Server
Server

MySQL Server

You can enable MySOL server as the website database.

Enable MySQL Server
Enable this option to allow remote connection of MySQL server,

Enahble TCR/IP networking

Port number: 3306
Mote: You can install the phpMyadmin package to manage your MySQL server. To install the phpMyadmin, please click here.

Database Maintenance
You can reset the database password or re-initialize the database.

_ Reset Root Password || Re-Initialize Database |
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7.9 Syslog Server

Server Settings

To configure the NAS as a Syslog server and allow it to receive Syslog messages from
the clients, enable Syslog Server. Select the protocols (TCP and/or UDP) the NAS uses
to receive Syslog messages. Specify the port humbers if necessary or use the default
port number 514. Click “"Apply” to save the settings. After enabling the NAS as a Syslog
server, enter the NAS IP as the Syslog server IP on the Syslog clients to receive the

Syslog messages from them.

Log Settings

Specify the maximum log size (1-100 MB) of the Syslog messages, the location (NAS
shared folder) to which the logs will be saved, and the file name. Once the logs have
reached the maximum size, the log file will be automatically archived and renamed with
the archive date as MylLogFile_yyyy_mm _dd, for example MyLogFile_2011_12_31. If
multiple log files are archived on the same day, the file will be named as
MyLogFile_yyyy_mm_dd.[number]. For example, MyLogFile_2011_12_31.1,
MyLogFile_2011_12_31.2, and so on. Click “"Apply” to save the settings.
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MySOL Server  Syslog Server Antivirus RADIUS TFTF Server
Server
Server Settings Filter Settings Syslog Wiewer

Server Settings

Enable Syslog Server
Enahle TCP
TCP port: 514

Enable UDP

UDP port: 514
Log Settings
Maxirum log size (MB): S0
Log file: Public > [ messages

Email Notification
If the severity of a received log message is higher the selected severity level, the system will send an alert email autornatically.
Enable the email notification
Severity level: Emerg 2
Mote: The SMTP server must be configured first for alert mail delivery. Click this to configure the SMTP server

Apply

. Apply ta sl

E-mail Notification:

The NAS supports sending e-mail alert to dedicated e-mail addresses (maximum 2,
configured in “System Settings” > “Notification” > “Alert Notification”) when the severity
of the received Syslog messages match the specified level. To use this feature,
configure the SMTP server settings in "System Settings” > “Notification” > “"SMTP
Server”. Next, enable e-mail notification and select the severity level in "Applications” >

“Syslog Server” > “Server Settings”. Click "Apply” to save the settings.

Severity Level Description
(smallest

number the

highest)
Emerg 0 Emergency: the system is unusable.
Alert e-mails will be sent when Syslog messages of levels
0-4 are received.
Alert 1 Alert: immediate action required.
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Alert e-mails will be sent when Syslog messages of levels

1-4 are received.

Crit 2 Critical: critical conditions.
Alert e-mails will be sent when Syslog messages of levels

2-4 are received.

Err 3 Error: error conditions.
Alert e-mails will be sent when Syslog messages of levels

3-4 are received.

Warning 4 Warning: warning conditions.
Alert e-mails will be sent when Syslog messages of level

4 are received.

Email Notification
If the severity of a received log message is higher the selected severity level, the system will send an alert email automatically.
Enable the email notification

Severity level: Emerg ot

MNote: The SMTF server must be configured first for alert mail delivery, Click this to configure the SMTP server

Apply
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Filter Settings

This feature should only be operated by system administrators who are familiar with
Syslog filters.

Follow the steps below to create Syslog filters for the NAS to receive Syslog messages
that match the criteria.

1. Click “Add a Filter”.

. ) L L - T
g § L= & 54 a
MySOL Server  Syslog Server Antivirus RADIUS TFTF Server
Server
Server Settings Filter Settings Syslog Viewer
Add a Filter |
[l Filter Status Action

2. Define the filter settings and click "Add”. To edit the filters or add the filters manually,
click "Manual Edit” and modify the contents in the dialog. Click “Apply” to save the
filter.
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Add a Filter

Facility v equals » auth b Add
Severity » | |equals » | | Emerg b Remove |
it (fsyslogseverity-text == 'emerg") (] Manual Edit

then Public/messages

Apnply Cancel

3.The filters will be shown on the list. The NAS will only receive the Syslog messages

that match the filters which are in use.

Button

Description

Enable a filter

(W

Disable a filter

Edit the filter settings

Delete

Delete one or more filters
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MySOL Server  Syslog Server Antivirus RADIUS TFTF Server
Server
éerver Settings || Filter Settinas | Syslog Wigwer
Add a Filker || |

[ Filter Status Action
] ($syslogseverity-text == 'emerg’) Disable
[T]  ($syslogseverity-text =='"emerg') and ($syslogfacility-text == 'auth’) Enable
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Syslog Viewer

Use the web-based Syslog viewer to view the available Syslog messages on the NAS.
Select to view the latest logs or the logs in a particular archived file. The log files can be

accessed on the directory configured in “Syslog Server” > “Server Settings” > “Log
Settings”.

MySQL Server |Syslog Server Antivirus RADIUS TFTP Server
Server
Server Settings Filter Settings Syslog Viewer

Latest Log B

Date Time Facility Severity Hostname Application P.ID M.ID Message
2013-05-22 10:24:14 +0.. auth Info NASCFO59E glogd 7531 - glogd[7531]...
2013-05-22 10:24:10 +0.. auth Info NASCFO59E glogd 7531 - glogd[7531]...
2013-05-22 10:23:46 +0.. dasmon Info NASCFO59E glogd 7531 - glogd[7531]...

Page i /1

@

Display item: 1-3, Total: 32 [Show |10 v Items
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7.10 Antivirus

Overview

Use the antivirus feature to scan the NAS manually or on recurring schedule and delete,
quarantine, or report files infected by viruses, malware, Trojans, and other malicious

threats. To use this feature, select “Enable antivirus” and click “Apply”.

Update:

Select “Check and update automatically” and specify the interval in days to update the
antivirus definitions automatically. Click “"Update Now"” next to online update to update
the antivirus definitions immediately. Users can also download the update files from
http://www.clamav.net and update the antivirus definitions manually.

The NAS must be connected to the Internet to use this feature.
Quarantine:

View the quarantine information of the disk volumes on the NAS. For the details, go to

“Applications” > “Antivirus” > “Quarantine”.
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MySQL Server  Syslog Server Antivirus RADIUS TFTP Server
Server

| Owerview | Scanlobs | Reports ' Quarantine

Antivirus

Enable antivirus
Virus definitions: 2013/05/20 10:17

Last virus scan: 2013/05/15 19:44:29
Last infected file found: &

Status: Scanning...

Update

Check and update automatically. Frequency in days: 1

Online update: Update now

Manual update { “.cvd ): Browse...
Import

Update file available at:  http://www.clamav.net

Quarantine

Single Disk: Drive 1 : —

Apply
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Scan Jobs

The NAS supports manual and scheduled scanning of all or specific shared folders. Up to

64 schedules can be created and maximum 5 scan jobs can run concurrently. To create

a scan job, follow the steps below.

1. Go to “Applications” > “Antivirus” > “Scan Jobs”. Click “"Add a Scan Job”.

=i ==, b=
. ) (] [~ o
8 § = ® o4
MySQL Server  Syslog Server Antivirus RADIUS
Server
Overview Scan Jobs Reports Quarantine
Add a Scan Job
Job Name Last Scan
Page 141 =

a" -

TFTP Server

Duration

Infected Files Action

No data to display | Show 10 v Items

2. Enter the job name and select the shared folders to scan. To scan a specific shared

folder, select the share and click “"Add”.
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Scan Job Creation

Select Folders

Job Mame: 01
0 All folders

@ Spedcific folders

Add

|ch:wr'|Iuad |

Folders

Step 1/5 Mext

»

m

Action

Cancel

3. Multiple shared folders can be selected. To remove a shared folder, click @ next to

the share name. Click “Next”.

Scan Job Creation

Select Folders

Job Mame: 01
) All folders

@ Specific folders

v Add

Folders

/Download

Step 1/5 MNext

»

m

Action

Cancel
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4. Define the schedule for the scan job. Click "Next”.

r

Scan Job Creation

Schedule

Select the scan frequency for the previously selected folders:

@ Scan now

Scan freguency b
Scan daily Start time: gl - »
Scan weekly Start time: | b
day: b
Step 2/5 Back Mext Cancel
L -

5. Select to scan all the files in the shared folder(s) or quick scan to scan only potentially
dangerous files. Select “Exclude files or folders” and specify a file, a folder, or a file
extension to be excluded from the virus scan. Separate each entry by a space in the
same line or enter one entry per line. For example:

/Public/testfile.txt
/Download
*.log
*.exe *.com
*.txt

Click “Next”.

496



Scan Job Creation

L

File Filter

Scan all files
@ Quick scan (Only potentially dangerous file types listed below)

=.380;%.bat;®.bin; *.blf;*.bll;*.bmp;*.bmw;*.boo;*.chm;*.cih; *.cla;®.cla =
s5;*.cmd; *.cnm; *.com;*.cpl; *.cxq; *.cvyw; *.dbd; * . dev; *.dib; *.dib; *.dll;*. [
dilx; *.drv; *.eml;*.exe; *.ezt; .gif; *.hlp; *.hsq; *.hta; *.ini; *.iva; ®.iws;=.Jp | =
eg:;*.Jpag:*.Js: . Ink; ®.lok: *.mxq; *.0ar;*.000 ¥ . 053 F.0zd; *.pog F.pdf: F.p "
gm;*.php;*.php2;*.php3;*.phpd;*.php5;*.pid: *.pif: *.plc:*.png; *.pr:¥.q |4
it;*.scr;*.5cr:*.shs;*.ska;*.smm; *.55y; *.swf; *.sys: * tif; * .tps; *.vb:*.vba
Fovber® vbs:F vbx® vexe: ® vsd: F ovxd: Fowmf E o ws T wsc: T wsf T wsh:

Exclude files or folders

-

Step 2/5 Back Mext Cancel

m

6.Enable other scan options:

e Specify the maximum file size (1-4096 MB) allowed for scanning.

e To scan compressed files in the shared folder(s), enable “Scan compressed files”.

Specify the maximum amount of data (1-4096 MB) in an archive file for scanning if
applicable.
e To scan MS Office and Mac Office files, RTF, PDF, and HTML files, select “Deep scan

for document files”.

Click “Next"”.
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Scan Job Creation

Scan Options

¥ Maximum file size for scanning (MB) 25
[¥] Scan compressed files content

¥ Maximum file size for scanning (MB) 100

Deep scan for document files &

Step 4/5 Back Mext Cancel

N

.Specify the actions to take when infected files are found.

e Only report the virus: The virus scan reports are recorded under the “Reports” tab. No
actions will be done to the infected files.

e Move infected files to quarantine: The infected files will be quarantined and cannot be
accessed from the original shared folders. Users can view the virus scan reports under
the “Reports” tab and delete/restore the infected files under the “Quarantine” tab.

e Delete infected files automatically: Note that The infected files will be deleted and

cannot be recovered.
To receive an alert e-mail when an infected file is found or after scanning has completed,

configure the SMTP server settings in "System Settings” > “Notification” > “SMTP

Server”. Click “Finish” to create the scan job.
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Scan Job Creation

Action to take when infected files are found

@ Only report the virus

Move infected files to quarantine
' Delete infected files automatically Use with caution
Send an alert email if an infacted file is found.

Send an alert email after scanning

Note: The SMTP server and recipient must be configured first for alert mail
delivery in "Control Panel” = "System Settings” = "Notification”

Step 5/5 Back Finish

8. The scan job will run according to the specified schedule.

¢« 7 n .

Antivirus RADIUS TFTP Server
Server
Overview Scan Jobs FRepaorts Quarantine

Add a Scan Job ]

Job Name Last Scan Duration Infected Files Action

01 Proceeding -- 0 @33

| |Page /1] b bl | R Display item: 1-1, Total: 1 | Show 10 v Items
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Button

Description

Run the scan job now.

Stop the scan job.

Edit the scan job settings.

Download the last virus scan summary. The file can be opened by a text

editor, such as WordPad.

X @M

Delete the scan job.
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Reports

View or download the reports of the latest scan jobs on the NAS.

Button Description

editor, such as WordPad.

@ Download the virus scan report. The file can be opened by a text

@ Delete an entry on the list.

DOWNLOAD Download all the virus scan logs on the list as a zip file.

Report options

e Specify the number of days (1-999) to keep the logs

e Enable the option “Archive logs after expiration” and specify the shared folder to save

the logs once the number of days to keep the logs has been reached. Click “Apply All”

to save the changes.

el 7z

- ) o
Antivirus RADIUS TFTP Server
Server
‘ Qverview Scan Jobs Reports Quarantine

Mumber of days to keep the logs: 10
[[] archive logs after expiration.
Save the archive files in the folder:

Apply

Job M... Last Scan Duration Infected Files Action

o1 2013/05/22 10:59:51  -- 0 (B)(%)

01 2013/05/22 10:58:28  stopped 0 @@

Page il /1 ] Display item: 1-2, Total: 2 | Show 10 | Items
[ Download All Logs
|
L Apply Al

m
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Quarantine

This page shows the quarantined files on the NAS. Users can manually delete or restore

the quarantined files, or restore and add the files to the exclude list.

Button

Description

(®)

Delete an infected file. The file cannot be recovered.

Restore an infected file to its original shared folder.

Restore an infected file and add the file into the exclude list

(scan filter).

Restore Selected Files

Restore multiple files on the list.

Delete Selected Files

Delete multiple files on the list. The files cannot be recovered.

Delete All Files

Delete all the files on the list. The files cannot be recovered.

_x;‘:; tij A== ; “* A
n X F & @ v
LDAP Server VPN Service MySQL Server  Syslog Server Antivirus RADIUS
Server A
Overview Scan Jobs Reports Quarantine
| File Name Path Virus name Job Name Action
Page 1)/1 & No data to display | Show |10 |~ Items
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7.11 RADIUS Server

The NAS can be configured as a RADIUS (Remote Authentication Dial In User Service)

server to provide centralized authentication, authorization, accounting management for

computers to connect and use a network service.

To use this feature, follow the steps below:

1. Enable RADIUS Server on the NAS in "RADIUS Server” > “Server Settings”. Click
\\Apply".

= =) ‘& - 4 =L s
t!j ‘ ! '-:;*'! D .
MySOL Server  Syslog Server Antivirus RADIUS TFTF Server
Server
Server Settings RADIUS Clients RADIUS Users

Enable RADIUS Server

[0 Grant dial-in access to system user accounts

Mote: RADIUS server only supports PARP, EAP-TLS/PAP, and EAP-TTLS/PAP authentication schemes for system user accounts,

Apply

L Applytoal

2.Add RADIUS clients, such as Wi-Fi access points and VPN, on the NAS in “RADIUS
Server” > “RADIUS Clients”. Up to 10 RADIUS clients are supported.
a. Click “Create a Client”.
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F 2 @ ¥ ” .
| e b > LS
MySQL Server  Syslog Server Antivirus RADIUS TFTP Server
Server
Server Settings RADIUS Clients RADIUS Users
Create a Client

[ Mame IP Address Prefix Length Action
] Wirelessapi 192.168.1.0 24 MIE

b. Enter the client information and click “"Apply”.

F

Create a Client

MHarne;
IP Address:
Prefix Length:

Secret Eey:

WirelessAP2
192.168.2.0
24

11111111

Apply

Cancel

c. The clients are shown on the list.
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£ =) @ -4 g <

MySOL Server  Syslog Server Antivirus RADIUS TFTF Server
Server
| Server Settings RADIUS Clients RADIUS Users
Create a Client
[ Mame IP Address Prefix Length  Status Action
| Wirelessapl 192.168.1.0 24 Enabled ()
[ wirelessapz 192.168.2.0 24 Enahled (=)
. [ wirelessaps 10.0.1.0 24 Enabled (10)(=)

3. Create RADIUS users and their password in "RADIUS Server” > “"RADIUS Users”. The
users will be authenticated when trying to access the network through the RADIUS
clients. The maximum number of RADIUS users the NAS supports is the same as the
maximum number of local NAS users supported. See http://docs.gnap.com/nas/en/index.
html?users.htm for details.

a. Click “Create a User”.

o i T Tl
i .
= (=) ‘¥ - 4 ar
L 4 g Gk
MySOL Server  Syslog Server Antivirus RADIUS TFTF Server
Server
Server Settings RADIUS Clients RADIUS Users
_ 2
[ username Status action
userl Enabled @
Page 1 /1 & Display item: 1-1, Total: 1| Show 10 v | Items

b. Enter the username and password. The username supports alphabets (a-z and A-2Z)

and numbers (0-9) only. The password must be 8-32 characters (a-z, A-Z, and 0-9
only). Click “Apply”.
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Create a User
Mame: Lsers
Password: | aeeeee..
verify Password: [ ee e ea .
Apply Cancel

3. Specify to grant dial-in access to local NAS users. Enable this option to allow the local
NAS users to access the network services through the RADIUS clients using their NAS

login name and password. Click “"Apply”.

F o @ 7 oo :

[ —
MySOL Server  Syslog Server Antivirus RADIUS TFTF Server
Server
Server Settings RADIUS Clients RADIUS Users

Enable RADIUS Server

| Grant dial-in access to system user accounts

Mote: RADIUS server only supports PAP, EAP-TLS/PAP, and EAP-TTLS/PAP authentication schemes for system user accounts.

Apply

Note: The RADIUS server only supports PAP, EAP-TLS/PAP, and EAP-TTLS/PAP

authentication for local NAS user accounts.

506



7.12 TFTP Server

Configure the NAS as a TFTP (Trivial File Transfer Protocol) server for configuration
management of network devices and remote network booting of computers for system
imaging or recovery. TFTP is a file transfer protocol with the functionality of a very basic
form of FTP. TFTP does not provide user authentication and cannot be connected by a
standard FTP client.

Follow the steps below to use this feature:
1.Select “Enable TFTP Server”.

2. The default UDP port for file transfer is 69. Change the port number only when

necessary.

3. Specify a folder on the NAS as the root directory of the TFTP server.

4.Enable TFTP Logging: Enable this option and specify the directory to save the TFTP
log file (opentftpd.log). It is recommended to view the log file by Microsoft Excel or
WordPad on Windows OS or by TextEdit on Mac OS.

5. Assign read only or full access to the clients.

6. Restrict the TFTP client access by specifying the IP address range or select

“Anywhere” to allow any TFTP client access.

7. Click “Apply”.
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g &

MySOL Server  Syslog Server Antivirus RADIUS TFTF Server
Server

Enable TFTP Server
UDP port: [t=]
You need to specify a root directory for the TFTP server.

Root directory: fMultimedia het

Enable TFTP logaging

The log file(s) will be saved in the selected folder. If the size of a log file exceeds 1MB, the file will be archived
automatically.

Save log files in: JfPublic w2
Access right: Read only e
Allow TFTP access from:

@ anywhere
O Certain IP range only
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8. QNAP Applications

Backup_Station[s10
myQNAPcloud_Servicels781
File_Stationlse
Photo_Stationle18
Music_Stationks
Multimedia_Stationk4
Download_Stationlesd)
HD_Stationles?)

Surveillance_Station Prof1d)

App_Centerf28
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8.1 Backup Station

The Backup Station offers a variety of backup solutions. The QNAP NAS can serve as a
backup server and provide backup space for server and PCs. In addition, files within the

NAS can be easily backed up to external devices, remote devices, or cloud storage.

Backup Server

Rsync Server

Enable Rsync server to configure the NAS as a backup server for data backup from a
remote Rsync server or NAS server. The default port number for remote replication via
Rsync is 873. Specify the maximum download rate for bandwidth control. 0 means
unlimited.

Enable backup from a remote server to the local host:

Select this option to allow data backup from a remote server (NAS) to the local server
(NAS).

Allow remote Rsync server to back up data to the NAS:

Select this option to allow data backup from an Rsync server to the local server (NAS).
Enter the username and password to authenticate the Rsync server which attempts to
back up data to the NAS.
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Backup Station ®®0

0 2

Backup Server : ; -
a2 L By using this function, you can back up the data on the local server to a remote

server of the same NAS series, and also allow backup from remote server to the

local server.
RTRR Server
Part number: 873
Time Machine
= e Maximum download rate (KB/s): 1]
BE Remote Replication
NAS to NAS Enable backup from a remote server to the local host
Rsync Allow remote Rsync server to back up data to NAS
T Username: rsync
&8 Cloud Backup Password: senen
Amazon 53 Apply
ElephantDrive
Symfarm

2 External Backup
External Drive

USB One Touch Copy
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RTRR Server

To allow real-time or schedule data replication from a remote server to the local NAS,

select “Enable Real-time Remote Replication Server”. You can specify the port number for

remote replication. The default port number is 8899. Specify the maximum upload and

download rate for bandwidth control. 0 means unlimited. To allow only authenticated

access to back up data to the local NAS, specify the access password. The client server
will be prompted to enter the password to back up data to the NAS via RTRR.

o

Backup Station o0

B Backup Server

Rsync Server

Time Machine

BE Remote Replication
MNAS to NAS
Rsync
RTRR

&% Cloud Backup
Amazon 53
ElephantDrive
Symfaorm

2 External Backup
External Drive

USBE One Touch Copy

Real-time Remote Replication (RTRR) Server allows you to perform one-way
synchronization from the local NAS to a remote server, or other way round.

[¥] Enable Real-time Remote Replication Server

Port number: 8899
Maximum upload rate (KB/s): 0
Maximum download rate (KB/s): 0
Password

Password: sensanes
Verify password: ssssmsss

Network Access Protection

@ Allow all connections

' Allow connections from the list only
Add

Genre IP Address or Net.. Access right Action

Note: If the list is empty, all connections to the server will be allowed.

Apply

You can specify the IP addresses or host names which are allowed to access the NAS for

remote replication. Up to 10 rules can be configured. To allow all connections, select

“Allow all connections”. To specify the IP addresses or host nhames, select “Allow

connections from the list only” and click “Add”.
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Metwork Access Protection

7 Allow all connections

@ Allow connections from the list only

add ||

O] ' Genre IP Address or Net_. Access right Action

Mote: If the list is empty, all connections to the server will be allowed.

Apply

Enter an IP address or specify a range of IP addresses by entering the IP and subnet
mask. Select the access right "Read Only” or “Read/Write”. By selecting “Read/Write”,

the client server is allowed to delete the files on the local NAS. Click “Finish” to exit.

Add IP Address

Enter the IP addresses that are allowed to connect to the server.

IP Address Format: IPvd | ¥

Single IP address

IP address:
@ Specify IP addresses of certain network by setting IP address and
netmask
IP address: 10 .8 . .0
Subnet Mask: 255. 0 > 0 2. O w7
Access right: |Read;"Write o
Fead Only
‘Read/Write

Finish Close

After saving the access rule, click "Apply” and the NAS will restart to apply the settings.
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Metwork Access Protection

Allow all connections

@ Allow connections from the list only

Add
] Genre IP Address or Met._. Access right Action
[ MNetwork 10.8.0.0/8 Read/Write

MNote: If the list is empty, all connections to the server will be allowed.

Apply
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Time Machine

You can enable Time Machine support to use the NAS as a backup destination of multiple
Mac by the Time Machine feature on OS X.

Backup Station 2® 08
o 2
B Backup Server Time Machine Support =~ Manage Backup
Rsync Server
RTRR Server After enabling the Time Machine function , you can use the NAS as one of the Mac OS5

= ¥ Time Machine backup destinations.

e A Enable Time Machine support
BE Remote Replication

Display name: TMBackup
NAS to NAS ) )
Username: TimeMachine
Rsync
Password: anses
RTRR.
. H H . s ~ H .
& Cloud Backup Volume: Single Disk: Drive 1 Free Size: 283GB
Amazon 53
ElephantDrive Capacity: 0 GB (0 means unlimited)
Symform Note: When using the Time Machine function, AFP service will be enabled
automatically. Mote that all the Time Machine users share the same network share for
: External Backup this function.
External Drive Apply |

USB One Touch Copy

To use this function, follow the steps below.

Configure the settings on the NAS:
1. Enable Time Machine support.
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Backup Station SR ]

0 2

B Backup Server Time Machine Sgrrt | Manage Backup

Rsync Server

RTRR Server After enabling the Time Machine function , you can use the NAS as one of the Mac OS5

= ¥ Time Machine backup destinations.

= o Enable Time Machine support
Be Remote Replication

Display name: TMBackup
NAS to NAS ) )
Username: TimeMachine
Rsync
Password: annese
RTRR.
4 Cloud Backup Volume: Single Disk: Drive 1 Free Size: 283GB
Amazon 53
ElephantDrive Capacity: 0 GB (0 means unlimited)
Symform Mote: When using the Time Machine function, AFP service will be enabled
automatically. Mote that all the Time Machine users share the same network share for
2 External Backup this function.
External Drive _qulv_l

USBE One Touch Copy

2. Enter the Time Machine password. The password is empty by default.

3. Select a volume on the NAS as the backup destination.

4. Enter the storage capacity that Time Machine backup is allowed to use. The maximum

value is 4095GB. To specify a larger capacity, please enter 0 (unlimited).
5. Click “Apply” to save the settings.
All the Time Machine users share the same shared folder for this function.

Configure the backup settings on Mac:

1.Open Time Machine on your Mac and click “"Select Backup Disk"”.
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E:Jala Time Machine

Q|

QD

Select Backup Disk...

-
Time MaCh"'lE Time Machine keeps copies of everything on your Mac,
including system files, applications, and settings, as well as
your music, pictures, and other important files. Since Time

Machine keeps daily backups, you can revisit your Mac as it
oFfF [ T ON | iopearedinthe past
™ Show Time Machine status in the menu bar
0
d Click the lock to prevent further changes. @

2.Select the TMBackup on your NAS from the list and click “Use for Backup”.

A TMBackup
on "NASAABBOE™

® ( Set Up Time Capsule ) ( Cancel ) ( Use for Backup )

3. Enter the username and password to login the QNAP NAS. Then click “"Connect”.
e Registered username: TimeMachine

e Password: The password you have configured on the NAS. It is empty by default.
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Enter your name and password for the server
“NASAABB18" so that Time Machine can access
it.

Connect as: () Guest
(*) Registered User

Name: TimeMachine

Password: t_-------- ]

{ Cancel j} ( Cnnnect)

4. Upon successful connection, the Time Machine is switched “"ON”. The available space

for backup is shown and the backup will start in 120 seconds.

[ Mela Time Machine
[ <] » ][ Showan | C

NASAABRLE

Name: TMBackup
k:
\ Available: 168.09 CBof 311.9 GB

Oldest Backup: —

Select Disk... Latest Backup: --

Options... Mext Backup: 103 seconds. ..

Ti"‘lEI Machine Time Machine keeps:

= Hourly backups for the past 24 hours
+ Daily backups for the past month

— = Weekly backups for all previous months
oFr [ | oN

The cldest backups are deleted when your disk becomes full.

™ Show Time Machine status in the menu bar

i
I}{ Click the lock to prevent further changes. @

The first time backup may take more time according to the data size on Mac. To recover
the data to the Mac OS, see the tutorial on http://www.apple.com.

Manage Backup

You can manage the existing backup on this page.
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Backup Station e®e

o 2
B Backup Server Time Machine Support Hanaﬁ Back&
Rsync Server Single Disk: Drive 1 55
RTRR Server [ Name Size Date Modified

[7] admin’s Mac mini.sparsebundle 6.13 GB 2013/05/27 18:52:20

BE Remote Replication
MAS to NAS
Rsync
RTRR

a8 Cloud Backup
Amazon 53
ElephantDrive
Symfarm

2 External Backup
External Drive

USE One Touch Copy

Volume (drop down menu on top right side of the screen): Display Time Machine

backup tasks stored in the volume.

Name: The name of the Time Machine backup (the sparse bundle disk image which was

created by Time Machine).
e Size: Size of this Time Machine backup.
Date Modified: Last modified date of this Time Machine backup.

Delete: Delete the selected Time Machine backup.
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Remote Replication

NAS to NAS and Rsync

The NAS data can be backed up to a remote NAS or Rsync server by Rsync remote

replication. If the backup destination is a NAS, go to "Main Menu” > “Backup Station” >

“"Rsync Server” and enable the remote NAS as an Rsync backup server.

1.To create a replication job, click “"Create a Replication Job”.

Backup Station

D

D

~

B Backup Server

Raync Server the remate server in order to use this function,

RTRR Server Create a Replication Job || Options
Time Machine [T Job Name Sour... Destination Schedule Status

BE Remote Replication

Rsync
RTRR

a® Cloud Backup
Amazon 53
ElephantDrive
Symform

2 External Backup
External Drive

USE One Touch Copy

NAS Replication allows you to replicate the files of a local folder to a folder of a remote server. You must enable Rsync server on

Action

2. Specify the server type, NAS or Rsync server, of the remote server

Click “Next”.

. Enter a job name.

Create a Replication Job

R

rRemote Replication Job | backup
Mame:
Remote site: Settings

Local site: NASCI41FF

3. Enter the IP address, port number, username and password to login

The default port number is 873. Note that the login username must

the remote server.

have read/write

access to the remote server and sufficient quota limit on the server. Click "Test” to

verify the connection. Then click “Apply”.
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P
Advanced L2
L
Mame ar IP address of the remote 192.,168.0.17
SEMVEr:
User Mame: admin
Password: e
Port humber: 873
Femote Host Testing: Test
b
Apnply Cancel
n‘ "

4. Specify the local folder by clicking the Source folder box. After expanding and locating
the folder, double click the folder to set it as the directory where the data will be

replicated from.

Create a Replication Job 2]
Remote Replication Job | hackup
Marme:
Remote site: Settings |
Local site: NASCO41FF
Source folder: Destination folder:
|iBDisk1/500G/temp/ESLPOD |»| . v | add
= (I film b =
= I temp Destination folder Action
] Comic
# [ JERook
CJESLPOD

H [ ]Exercise

@[] InDesign —:0 Total Folder(s):0

#(JTomas.Dvorak.- ey | Schedule:Replicate Maw

ﬂi_'_“lmkv :up immediately,

= [ Jpsychology

HI Tl sntwAare ¥
& | &

Apply Cancel
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5. Specify the destination folder Destination folder box. Locate the folder in the folder
tree and double click the folder to set it as the directory where the data will be

replicated to. And, click "Add" to add this pair of replication folders.

Create a Replication Joh

Remote Replication Job | backup

Mame:
Remote site: Settings
Local site: MASCO41FF
Source folder: Destination folder;
fUSEDIsk1/S00G/ temp/ESLP ¥ | fPublic ¥ Add
= JDownload -
Source folder 8 [JRecordings Action
H [ ]wWeb
H [ JUsh
H 1 JPublic
H_Jhomes
Total File Size:0 Total File(s;:o  ®OMultimedia
; H | _Jtest
Options Backup frequency &C3Dept

Execute backup imr e pisk 1

H[1USBDisk3
H[USBDisk2 w

Spply Cancel

Note: The order of selecting the source and destination folders can be changed. The

above is just an example.

6. Click "Backup frequency" to configure the backup frequency.
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Create a Replication Job R
Remote Replication Job  backup
Mame:
Remote site: | Setfings |
Local site: NASCO41FF
Source folder: Destination folder:
W W
&y ailable space: 222,96 GR

Source folder Destination folder Action

JUSEDisk1/500G/tamp/ESLPOD =%  /Public (%)
Total File Size:812.00 MB Total Fileis): 38 Total Folder(s):0

Options j | Backup frequency J' Schedule:Replicate Mow
¥ Execute backup immediately.
Apply Cancel

Select to replicate the data immediately or specify the backup schedule.

P =
Backup frequency ®
Select schedule:
' Replicate Now
O Daily
O weekly
& Monthly o1 v
' Repeat Every + hour(s)
Time oo (o0 v
Apply Cancel
L r

7. Specify other options as follows for the remote replication job by clicking the "Options"

button and click "Apply".
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Enable encryption: Select this option to execute encrypted remote replication. Note
that you must turn on “Allow SSH connection” in "Network Services > “Telnet/SSH"
and specify the same port number for SSH and encrypted remote replication.

Activate file compression: Turn on this option to allow file compression during the data
transfer process. This option is recommended for low bandwidth environment or remote
replication over WAN.

Perform incremental replication: When this option is turned on, after the first-time
replication, the NAS will only back up the files that have been changed since the last
backup. The files of the same name, size, and modified time will not be copied again.
You are recommended to turn on this option for the replication job which will be
executed for more than once in order to shorten the backup time.

Delete extra files on remote destination: Select the option to synchronize the source
data with the destination data (one-way synchronization). Extra files on the
destination will be deleted. Source data will remain unchanged.

Handle sparse files efficiently: A sparse file is a type of computer file that contains
large blocks of zero-byte data. Turning on this option may reduce the time required for

remote replication.

-

Options 2]

[] Enable encryption, port number; 22

(Mote: You have to enable 55H connection on the remote host, and
use the "admin" account to execute the encrypted replication job.
Besides, the port number must be the same as the S5H port of the
remote host.)

] Activate file compression

[ 1 Perform incremental replication

[] Delete extra files on remote destination
[l Handle sparse files efficiently

Mazimum transfer rate (KBfs): 0

Spply Cancel

8. Click “Apply”. If you select the "Execute backup immediately" option, the replication
task will start at once. Otherwise, it will be performed according to your schedule.
Note that the job is recursive. Do not turn off the local NAS and the remote server

when remote replication is running.
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Create a Replication Job

Mame:
Remote site:

Local site:

Source folder;

Source folder

Remote Replication Job | hackup

Settings
MNASCO41FF

Destination folder:

Available space:822.96 GB

Destination folder Action

SUSBDisk 1/500G/temp/ESLPOD =% /Public

Total File Size:812.00 MB

_ Optians

Total File(s): 38

Total Folder(s):0

Backup fregquency Schedule: 00:00 Monthly 01

Execute backup immediately.

Apply

Cancel

L=

Backup Station

BN

B Backup Server
Rsync Server
RTRR Server
Time Machine

BE Remote Replication

A

Rsync
RTRR.
& Cloud Backup

Amazon 53
ElephantDrive
Symform

: External Backup
External Drive

USB One Touch Copy

M&S Replication allows you to replicate the files of 3 local folder to a folder of a remote server. You must enable Rsync server on the

remote server in arder to use this function,

Create a Replication Job

] 10b Mame Source  Destination

Options

Schedule

backup USBDi... 192.162.0.17/Public/ 00:00 - Monthly: 1

Replicating 7 %
Remain time :00:02:02

Action

DCYE @

Icon

Description

Start a replication job immediately.

Stop a running replication job.

View Rsync logs (replication results).

Edit a replication job.

CHONANONG

Disable replication schedule.

525




Enable replication schedule.

To configure the timeout and retry settings of the replications jobs, click “"Options”.

Backup Station e®e
i | @
B Backup Server
MNAS Replication allows you to replicate the files of a local folder to a folder of a remote server. You must enable Rsync server on the
Rsync Server remote server in arder to use this function.
RTRR Server Create a Replication Job Options
Time Maching [[] 1oh Mame Source  Destination Schedule Status Action
BE Remote Replication | . Repli 9
i 4 % plicating 0 % -
! backup USBDI.. 192.168.0.17/Public/ 00:00 - Monghly: 1 ReRlcatng D o DR EE)

Rsync
RTRR

48 Cloud Backup
Amazon 53
ElephantDrive
Symform

-

= External Backup
External Drive

USE One Touch Copy

e Timeout (second): Specify a timeout value for each replication job. This is the
maximum number of seconds to wait until a replication job is cancelled if no data has
been received.

e Number of retries: Specify the number of times the NAS should try to execute a
replication job should it fail.

e Retry intervals (second): Specify the number of seconds to wait in between each
retry.

For example, if you entered 600 seconds for timeout, 3 retries, and 60 seconds for retry
intervals, a replication job will timeout in 600 seconds if no data is received. The NAS will
wait for 60 seconds and try to execute the job a second time. If the job timed out again,
the NAS wait for another 60 seconds and retry for a third time.

7

Options

You can configure the following settings for the Remote Replication jobs. It
iz recommended to use the default values,

Timeout (second): 600
Mumber of retries: 3
Retry intervals (second): a0

Apply Cancel
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RTRR

Real-time Remote Replication (RTRR) provides real-time or scheduled data replication
between the local NAS and a remote NAS, an FTP server, or an external drive, or
replication between two local folders. In real-time mode, the source folder will be
monitored and any files that are new, changed, and renamed will be replicated to the
target folder immediately. In scheduled mode, the source folder will be replicated to the

target folder according to the pre-defined schedule.

If the backup destination is a NAS, you must first enable RTRR server (*Main Menu” >
“Backup Station” > “RTRR Server”) or FTP service (*"Main Menu” > “Control Panel” >

“Network Services" > “FTP”) on the remote NAS.

NAS models Firmware Maximum number of
replication jobs
supported

Intel-based NAS Prior to v3.5.0 64*

v3.5.0 or above 32*
ARM-based (Non Intel- Prior to v3.5.0 RTRR replication not
based) NAS supported.

v3.5.0 or above 8%

*Each job supports maximum 5 folder pairs.

If your NAS models are not listed below, please visit http://www.gnap.com for details.

Intel-based NAS TS-x39 series, TS-x59 series, TS-x69 series, TS-509,
TS-809, TS-809 Pro, TS-809U-RP, SS-439 Pro, SS-
839 Pro, TS-x59 Pro+, TS-879 Pro, TS-1079 Pro, TS-
879U-RP, TS-EC879U-RP, TS-1279U-RP, TS-EC1279U-
RP

ARM-based (Non Intel-based) TS-x10, TS-x12, TS-x19 series
NAS

Follow the steps below to create a replication job.

1.To create a real-time or scheduled remote replication, click “Create a Replication Job”.
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o

Backup Station

B packup Server
Rsync Server
RTRR Server
Time Machine

28 Remote Replication
MAS to MAS
Rsync

a8 Cloud Backup
Amazon 53
ElephantDrive
Symfarm

2 External Backup
External Drive

USE One Touch Copy

RTRR (Real-time Remote Replication) allows one-way data replication between two serversflocations (including FTP server) in real
time or according to the specified schedule. You must enable RTRR ar FTP server on the remote server in order to use this function,

Create a Replication Job ] Qptions J

+ Target DeviceJob Name Status Action

2. When the wizard shows up, click “Next”.

W
Create a Replication Job

Synchronization Job Wizard

This wizard helps you create a sync job through the following steps.

1. Connect to a remote host,

2. Create folder pairs for sync operations.

3. Configure real-time or scheduled sync options.,

Click "Mext" to start,

Step 1711 MNext Cancel
L
3. Select the synchronization locations. Make sure the destination device has been
formatted and folders have been created. The NAS supports:

e Synchronize data from a local folder to a remote folder (NAS or FTP server)
e Synchronize data from a remote folder (NAS or FTP server) to a local folder
e Synchronize data from a local folder to another local folder or an external drive

Click “Next”.
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Create a Replication Job

Select Sync Locations

Select the target folder for synchronization.

® Local folder to remote folder
Synchronize files from a local folder to a remote folder,

O Remote folder to local folder
Synchronize files from a remote folder to a local folder,

(O Local folder to local folderfexternal drive

Synchronize files from a local folder to another local folder or external
drive,

Step 2f11 Back Mest Cancel

4.Enter the IP address or host name. Select the server type (FTP server or NAS server
with RTRR service enabled).
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Remote replication to FTP server

Specify the port number and if you want to enable FTP with SSL/TLS (Explicit) for
encrypted data transfer. If the FTP server is behind a firewall, enable passive mode.

Enter the username and password with read/write access to the server. Click "Next”.

F
Create a Replication Job

Configure Remote Host Settings

IP Address/Host Mame: 192.168.0.17
Server type FTP Server M e
Port; 21

] FTP with SSL/TLS (Explicit)
Passive Mode

Lsername:; admin
Password:  aaeaaaan
Maximurm transfer rate (KB/fs): 0

Test |
Success 24.917 MB/s

Step 3711 Back MNext Cancel
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Remote replication to NAS with RTRR service

Enter the IP address of the RTRR service-enabled server. Specify the connection port
and select whether or not to enable secure connection. The default port number for
remote replication via RTRR is 8899. Enter the password for RTRR connection. Click
“NeXt".

F
Create a Replication Job

Configure Remote Host Settings

IP Address/Host Mame: 192.168.0.17
Server type RTRER Service M e
Port: ga99

[] Enable secure connection (55L)

Passwaord:
Maximurm transfer rate (KB/fs): 0

Test
Success 30,591 MB/s

Step 3711 Back MNext Cancel

5.Select the folder pair for data synchronization.
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Create a Replication Job

Select Folder Pair

Local source folder Remote destination folder
[Download/Blender_Foundati | =% | jUsh B

Add More Folder Pairs

Step 4f11 Back Mest Cancel

Note: If a folder or its parent folder or child folder has been selected as the source or
destination in a folder pair of a replication job, you cannot select the folder as the
source or destination of another folder pair of the same job.

6. Each sync job supports maximum 5 folder pairs. Select more folder pairs and click
“Add”. Click “Next".
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Create a Replication Job

Configure Multiple Folder Pairs

Remote destination folder:

Local source folder:
» Add

JRecordings » - JPublic

Local source folder Remote destination folder Action

[Download/Blender_Fouw... =» /fUsh @

Step 5f11 Back Mest Cancel

7.Choose between real-time and scheduled synchronization. Real-time synchronization
copies files that are new, changed, and renamed from the source folder to the target

folder as soon as the changes are made after the first-time backup.

Note: RTRR does not support bi-directional synchronization in the current version. The
folder pair cannot be synchronized between two NAS servers in real-time mode. To
synchronize the data between the folder pair of two NAS servers, please use scheduled

backup.

Scheduled synchronization copies files from the source folder to the target folder
according to the pre-configured schedule. The options are:

e Replicate Now: Replicate data immediately.
e Periodically: Enter the time interval in hour and minute that the backup should be

executed. The minimum time interval is 5 minutes.
e Hourly: Specify the minute when an hourly backup should be executed, e.g. enter 01

to execute backup each first minute of every hour, 1:01, 2:01, 3:01...
e Daily: Specify the time when a daily backup should be executed, e.g. 02:02 every day.
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Weekly: Select a day of the week and the time when a weekly backup should be
executed.
Monthly: Select a day of the month and the time when a monthly backup should be

executed.

[~

Create a Replication Job

Replication Options

O Realtime

Realtime synchronization copies files that are new, changed, and renamed
from the source folder to the target folder as soon as the changes are
made,

& schedule

Scheduled synchronization copies files that are new, changed, and
renarmed from the source folder to the target folder according to the pre-
configured schedule,

Replicate Mow "

Configure policy and filter

Stepb6f11 Back Mext Cancel

8.

To configure synchronization policy, select “Configure policy and filter” and click

“Next”.

Select whether or not to enable the following options:

Delete extra files: Delete extra files in the target folder. Deletions made on the source
folder will be repeated on the target folder. This option is not available for real-time
synchronization.

Detect sparse files: Select this option to ignore files of null data.

Check file contents: Specify to examine file contents, date, size, and name to
determine if two files are identical. This option is not available for real-time
synchronization.

Compress files during transmissions: Specify whether or not the files should be
compressed for synchronization operations. Note that more CPU resources will be
consumed.

Ignore symbolic links: Select this option to ignore symbolic links in the pair folder.

Extended attributes: Select this option to keep the information in extended attributes.

534




e Timeout and retry settings: Specify the timeout period and retry settings if a

synchronization operation fails.

F3
Create a Replication Job
Configure synchronization policy
Timeout and Retry Settings %/
Timeout (second): 120
Retry intervals (second): &0
[] Detect sparse files &
[] cCompress files during
O] Ignore symbaolic links & transmission &
[] Extended attributes &
Step 7f11 Back Mest Cancel
9. Specify the file size, file types to include/exclude, and file date/time to filter data

synchronization.

File size: Specify the minimum and maximum size of the files to be replicated.

Include file types: Specify the file types to be replicated.
Exclude file types: Specify the file types to be excluded for replication.

File date/time: Specify the date and time of the files to be replicated.
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e =
Create a Replication Job
Remote Replication Wizard
M

File size & File dateftime &

Min size: 0 = From: |2000/01/01 ™

Max size: 1000 KB v To: |201Z2/01/01 ™

Include file types &

[] Documents Pictures [ wideo ] applications

Music [] Temporary [] others

files

Exclude file types &

[] Documents [ Pictures ] wideo [] applications

] Music Temporary  [] Cthers

files F
Step 8/11 Back Mest Cancel
L r |
10.Enter a job name. Click “Next”.
¥ |
Create a Replication Job
Enter a sync job name
Job Mame: Blender_Foundation_-_Elepha--=R
Specify a name for the sync job. Itis a
reguired field and cannot be empty.
Step 911 Back Mest Cancel

L
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11.Confirm the settings and click “"Next”.

r o
Create a Replication Job
Confirm Settings
Folder Pairs 1: [/Download/Blender_Foundation_- A
_Elephants_Dream_1024] --=
[/Usb]
Server type : Local folder to remote folder
Server type ! RTRR Service
Host Mame: 192.168.0.17:3399
Schedule Type: Real-time
Policy: Timeout (second): 120
Retry intervals (second): 60
File size: Okb ~ 1000kb
File dateftime: 2000/01/01 ~ 2012/01/01
Include file types: Music
Pictures
Exclude file types: Temporary files “w
Step 10/11 Back Mext Cancel
- |

12.Click “Finish” to exit the wizard.
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Create a Replication Job

Setup complete

Congratulations. ¥ou have finished all the steps for Quick Configuration.

Step 11411

Finish

o

B Backup Server
Rsync Server
RTRR Server
Time Machine

28 Remote Replication
MAS to MAS

Rsync

a8 Cloud Backup
Amazon 53
ElephantDrive
Symfarm

~~

% External Backup
External Drive

USE One Touch Copy

RTRR

Backup Station

RTRR (Real-time Remote Replication) allows one-way data replication between two servers/lacations (including FTP server) in real
time or according to the specified schedule, You must enable RTRR or ETR server on the remote server in order to use this function.

Create a Replication Job J Options ]

= Target Device/loh Mame Status
<8 192.166.0.17 Enabled
%! Blender_Foundation_-_Elepha-->»Remate:Ush (Realtime)  Standhy @ =

Icon

Description

Enable connection to a remote server.

Start a replication job.

Stop connection to a remote server or external drive.

Stop a replication job.

@ | @ E

View job status and logs; download logs.
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Edit the settings of a replication job.

Edit the connection settings of a remote server.

Delete a replication job.

This button is available only after a replication job is stopped or the

Delete connection settings to a remote server.

connection to the remote server is stopped.

To edit the replication job properties, click “Options”.

B Backup Server
Rsync Server
RTRR Server
Time Machine

AR Remote Replication

MAS to MAS

Rsync

48 Cloud Backup

Amazon 53
ElephantDrive
Symfarm

-

= External Backup
External Drive

USE Cne Touch Copy

Backup Station

RTRR {Realtime Remote Replication) allows one-way data replication between two serversflocations (including FTP server) in real
time or according to the specified schedule. You must enable RTRER or ETE server on the remate server in order to use this function.

Create a Replication Job J[ Qptions

- Target Deviceflob Name

<8

192.168.0.17

2 Blender_Foundation_-_Elepha-->Remaote:Ush (Realtime)

Status Action
Enabled ®
Standby @@ X

Under “Event Logs” you can select to enable “"Download Detailed Logs” and specify the

maximum file size of the log file. You can also select to send an e-mail alert when
synchronization fails or completes. Note that the SMTP server settings must be properly

set up on the NAS (“System Settings” > “Notification”).
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Options

Event Logs Palicy Filter

Download detailed logs
Maximum log size (MB): 10 MB (Max 1GB)
Enable this option to include more information in the log file, You can also specify the
maximum file size,
Send an alert email in the following condition(s)
[] synchronization failed

[] synchronization has completed.

Mote: The SMTP server must be configured first for alert mail delivery.,
iClick this to configure the SMTP server

Apply Cancel

Specify the replication policy in “Policy” and filter settings in “Filter”. These will become

the default settings for all RTRR replication jobs.
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Options
Event Logs Pulil::! || Filter
Timeout and Retry Settings &
Timeout (second): 120
Murnber of retries: 2
Retry intervals (second): &0
[] Delete extra files & [] Detect sparse files &
[] compress files during [] check file contents &
EEANSIISS N [] Ignore symbolic links &
[] Extended attributes &
Apply Cancel
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Download replication job logs

To view the status and logs of a replication job, click .

0

Backup Station

D
e @
[~ @

B Backup Server
Rsync Server
RTRR Server
Time Machine

28 Remote Replication
MNAS to NAS
Rsync

4B Cloud Backup
Amazon 53
ElephantDrive
Symform

2 External Backup
External Drive

USE One Touch Copy

RTRR (Real-time Remote Replication) allows one-way data replication hetween two servers/locations (including FTP server) in real

time or according to the specified schedule. You must enable RTRR ar ETP server on the remote server in order to use this function.

Create a Replication Job J Options J
- Target Deviceflob Name Status
=) 192.166.0.17 Enabled

2 Blender_Foundation_-_Elepha-->Remote:Ush (Real-time)  Standby

You can view the deta

ils of a replication job.

| 4

Job Status and Logs

Job Status

Job Mame:

Total File(s):
Total File Size:

Elapsed Time:

Status:

Schedule Type:

Job Logs

Blender_Foundation_-_Elepha--=Remote: Ush

Real-time  Folder Pairs: 1
] Total Folder(s): 2
Average Transmit 1.0KB
00:00:00 SEBRH:
Time Left: 00:00:00
Standby

]

You can view the job logs or download the logs by clicking “Download Logs”. The log file

can be opened by Microsoft Excel or other text editor software. Note that this button is

only available after you have enabled “"Download Detailed Logs” in “"Options” > “"Event

Logs” and executed the replication job once.
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Job Status and Logs

Job Status Job '—E
Date Time
2013/05/28 16:19:27
2013/05/28 16:19:27
2013/05/28 16:19:27
2013/05/28 156:19:27
2013/05/28 16:19:27

Download Logs

Content

Job [Web--=Remote:Download] started.

Synchronize files between a local folder and

an external drive.
The number of folder pairs = 1.
Pairl = [Web, Download].

Schedule type: Realtime.

QK

-
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Cloud Backup

Amazon S3

Amazon S3 (Simple Storage Service) is an online storage web service offered by AWS
(Amazon Web Services). It provides a simple web services interface that can be used to
store and retrieve the data from anywhere on the web. With Amazon S3, you can upload
the data from your NAS to Amazon S3 or download the data from Amazon S3 to your
NAS.

Note that you need to register an AWS account from http://aws.amazon.com and pay
for the service. After signing up for an account, you need to create at least one bucket
(root folder) on Amazon S3 by an Amazon S3 application. We recommend the Mozilla

Firefox add-on “S3Fox"” for beginners.

Backup Station SHCNC

0 2
B Backup Server

R s This function allows you to upload the data from the NAS to Amazon 53, or vice wersa.

2 NCoERSh Note: Please synchronize the system time with an Internet time server hefore using this function, To configure the system date and time,

RTRR Server please click here

Time Machine Create a Replication Job
BB Remote Replication Job Mame Usage Ty... Schedule Status Action

MAS to NAS
Rsync

RTRR

& Cloud Backup

ElephantDrive

Symform
-
% External Backup

External Drive

USE One Touch Copy Disclaimer: The cloud storage services are pravided by the third party wendars on an "as is” basis. QNAP is not liable for the data security
or any loss or damage of data that may have been caused by using these services,

After setting up the Amazon S3 account, follow the steps below to back up the data to

or retrieve the data from Amazon S3 using the NAS.

1. Click “Create a Replication Job”.

2. Enter the remote replication job name.

3. Select the usage type: “Upload” or "Download” and enter other settings. A bucket is
the root directory on Amazon S3. You can test the connection to the remote host

testing by clicking “"Test”. Other settings are optional.
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Create a Replication Job

Amazon 53

Usage Type: Upload 2
Access Key; AKIAIZI0ISUDAHMN4E
Secret Key: e e a e
Remote Path aws-uploads f
(Bucket/Directory):

Remote Host Testing: Test

Maximum number of retries | 10

(0-99;

Maxzimum upload rate

(kBfs):

] Perform incremental replication

[] Delete extra files on remote destination
Enable Server Side Encryphion &

[l Enable Reduced Redundency Storage &)

Step 275 Back Mext Cancel

4. Specify the local directory on the NAS for replication.
5. Enter the replication schedule.

6. Click “Finish”. The replication job will be executed according to your schedule.
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ElephantDrive

To use ElephantDrive Service, select “Enable ElephantDrive Service”. Enter your e-mail
and password for the ElephantDrive service. If you do not have an account, enter the
information and click “Create”.

Backup Station

D
®
2

B Backup Server

Reync Server elephant
RTRR Server

reiechice Enable ElephantDrive service

B2 Remote Replication ElephantDrive service: (®]
MAS to MAS

E-mall: —

Password:  aaaaa.

Rsynec

RTRR

verify password: eaeas
4 Cloud Backup

Create

fmazon 53

Key Features:

Symform = Military grade encryption
= Atomatic backups
2 External Backup = Easy to use file sharing

s = Access files from anywhere
Exfernal Drive

If you do not have an ElephantDrive account, enter the above information and dick "Create" to create an
USE One Touch Copy e

Get a business account with 50 GB of storage (free 30-day trial) or a basic account with 2 GB of free storage!
Status: -

For account management and data backup, please go to ElephantDrive website,
https: /fwww . elephantdrive.com/gnan

Disclaimer: The coud storage services are provided by the third party wendors on an “as is" basis. QHAP is not
liable for the data security or any loss or damage of data that may have heen caused by using these services.

Spply

Click “"OK” to confirm.

After creating an account, click “"Apply”. The NAS will help you login the ElephantDrive
service.

After you have logged in ElephantDrive service on the NAS, you can go to ElephantDrive
website (http://www.elephantdrive.co nap) and manage the backup.
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Backup Station 2 M e

ﬂ ol

B Backup Server
Rsync Server

’ elephant

RTRR Server

Time Machine Enable ElephantDrive service

BE Remote Replication ElephantDrive service: @
MAS to MAS E_mail:
Rsync
L Password: ...
RTRR

Werify password:  aeaaes
48 Cloud Backup

Creats |

Amazon 53

Key Features:

Symform = Military grade encryption
= Automatic backups
2 External Backup = Easy to use file sharing

= Access files from anywhere
External Drive

1If you do not have an ElephantDrive account, enter the above information and click "Create" to create an

USE One Touch Copy account

Get a4 business account with 50 GB of storage (free 30-day trial) or a basic account with 2 GB of free storage!
Status: Logged in

For account management and data backup, please go to ElephantDrive website,
httos /fwww elephantdrive.com/anap

Disclaimer: The cloud storage services are provided by the third party vendors on an "as is" basis. QNAP is not
liable for the data security or any loss or damage of data that may have been caused by using these services,

| Anply

Login your ElephantDrive account. You can manage the backup and restore jobs on the

website (https://www.elephantdrive.co nap).

elephantdrwe Tour  Plans  Features | Logln

Beyond Backup: Your files and folders Everywhere @

load Eleph

Supported Platforms:  [® windows [ Mac ﬂl Ancroid Beta ) nias
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Symform

To use Symform cloud backup, go to “Backup Station> Cloud Backup > Symform”. Click

“Get Started Now” to install Symform. The NAS will download, verify, and install the

package automatically.

Backup Station

o ?
|5
B Backup Server
powered by
symferm
RTRR Server y
Time Machine Back up your folders to the Symform Cloud Storage Metwork for FREE when you contribute excess local drive
B8 Remote Replication =RatE
e T Key Features:
o = Patented RAID 96 technology for safe, distributed cloud backup
Rsync = Extending QMAP device to the Symform cloud for secondary backup and disaster recovery
= Fast data seeding and instant restore
RTRR = File sharing across multiple devices and locations
48 Cloud Backup Click here for pricing and offers,
Amazon 53
ElephantDrive : - : :
2 * The free cloud storage is earned by contributing your excess local storage from your QNAP device,
o Disclaimer: The cloud storage services are provided by the third party vendors on an "as is" basis. QNAP is not
« External Backup liable for the data security or any loss or damage of data that may have been caused by using these services,
External Drive
USE One Touch Copy
H A\ . ”
Click “Configure”.
Backup Station ’_'* @ 2
?

Le

B Backup Server
Rsync Server
RTRR Server
Time Machine

B® Remote Replication
NAS to NAS
Rsyno
RTRR

& Cloud Backup
Amazon 53

ElephantDrive

External Backup

-
-

External Drive

USE One Touch Copy

powered hy
symferm

Back up your folders to the Symform Cloud Storage Network for FREE when you contribute excess local drive
space.

Key Features:

Patented RAID 96 technology for safe, distributed cloud backup

Extending QNAP device to the Symform cloud for secondary backup and disaster recovery
Fast data seeding and instant restore

File sharing across multiple devices and locations

Click here for pricing and offers.

Enable Symform

_ Uninstall

* The free cloud storage is earned by contributing your excess local storage from your QNAP device,

Disclaimer: The cloud storage services are provided by the third party vendors on an "as is" basis. QNAP is not
liable for the data security or any loss or damage of data that may have been caused by using these services.

Apply

Enter your e-mail address and click “Sign-In” to activate Symform on the NAS. An

activation code will be sent to this address.
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Symform config

Welcome to Symform, the world's safest and most cost-effective cloud storage.

Let's get started
Eweryone gets 10GE of Symform cloud storage for free When you need more cloud storage you can buy more —
either with contributed space or with §. Or as we say, "You can pay with Bytes or Bucks".

If you need help at any point during the short installation, please visit the Symform support forums.

Please enter your Email: ﬁ
Let's get you set up! Please fill in your details below and sign in.
First Name: l:l i
Last Name: |:|
Confirm Password: |:| &

@ 2013 Syrmform, Ine. All Rights Reserved

|2

|

Check your e-mail to get the activation code and finish the setup.

Configure Symform according to the instructions.

Symform config

S y m f@ rm De Vil:e Manager Cloud Dashboard

Home aeneral Logout

Let’s get started

Everyone gets 10GE of Symform cloud storage for free. YWhen you need more cloud storage you can buy mote - either with contributed space orwith $. Or as we say, "You can pay
with Bytes or Bucks".

Step 1:

Step 2:  Enter network speed and business hours

Step 3:  Configure folder synchronization

Step 4:  Configure local disk space contribution

Step 5:  Configure bandwidth limits

2013 Symform, Inc. All Rights Reserved

When done, the folders chosen during the setup will be backed up to Symform Storage
Cloud.
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After Symform is activated, you will be able to see the device configuration. Click “Cloud
Dashboard” to have access to Symform Cloud Dashboard and check the status of all the

devices that are running Symform Storage Cloud.

Note about Symform service:

e Web administration interface TCP port: 59234

e Contribution TCP port: Defined randomly during Symform setup and can be changed if
necessary.

e All TCP outbound ports are mandatory.

e The hard drive standby function of the NAS may not work when contribution is in use,
because Symform service always reads and writes data on the hard drives.

e Symform with contribution requires network bandwidth. If contribution is enabled,
there will always be communication between the NAS and Symform Cloud. This may

cause network utilization and the bandwidth can be limited as needed.
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External Backup

External Drive

The NAS supports real-time and scheduled data backup between the internal disks
volumes on the NAS and external USB/eSATA storage devices. To use this feature, follow

the steps below.

Note: If an external storage device is encrypted by the NAS, make sure it is unlocked

in “External Device” > “External Storage” before creating any backup jobs.

1.Connect one or more external storage devices to the USB or eSATA (if available)
interfaces of the NAS.

2.Click “Create a new job”.

Backup Station e®e

o @

B Backup Server
L The backup function allows you to replicate the data between the local disk volume and an external storage device. You can create
Rsync Server a backup job and map it to a specific disk volume. The external storage device with backup job assigned can always be recognized
e by the NAS whichever the USB or eSATA interface it is connected to,

erver

Ti Machi = 7
1Me Maching Create alob ][r Options |
B8 Remote Replication =
+ Target Device/Job Name Status Action
MNAS to MNAS
Rsync
RTRR

a® Cloud Backup
Amazon 53
ElephantDrive

Symform

2 External Backup

USE One Touch Copy

3. When the wizard is shown, read the instructions carefully and click “Next”.
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Create a Job

Synchronization Job Wizard

This wizard helps you create a sync job through the following steps.
1. Connect to an external storage device.

2. Create folder pairs for sync operations.
3. Configure real-time or scheduled sync options.

Click "Mext" to start,

Step 1/9 Mest Cancel

4. Select the backup locations.

a.Select an external disk volume* from the drop-down menu. The NAS supports EXT3,
EXT4, FAT, NTFS, and HFS+ file systems. The general information of the storage
device will be shown.

b. Select “"Map this backup job to the volume ID only” to map the backup job to this
particular external storage device. The NAS will recognize the device and execute
the backup job according to the settings automatically every time it is connected to
the NAS via any USB/eSATA interface.

c.Select to back up the data from local disk volume to the external storage or vice
versa.

d. Click “Next".

*Multiple partitions on the external storage device will be recognized as individual disk

volumes.
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Create a Job

Select Sync Locations

Select the target folder for synchronization.

Select a disk volume: LISBDisk1 2
Manufacturer: Storelet

Model: Transcend

File System: MTFS

Size: 3,99 GB f B6953.63 GB
Volume ID: 247 C43CATCA30204

Map this backup job to the volume ID only
& From local disk to external storage

(& From external storage to local disk

Step 279 Back Mest Cancel

5. Select the source and destination folders for backup. Then click *Add”. Up to 5 folder

pairs can be created. Click “Next”.
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Create a Job

Configure Multiple Folder Pairs

Local source folder: Remote destination folder:
/Dept/Sales v =% JUSBDiskl v Add
Local source folder Remote destination folder Action
/Dept/Sales =) /USBDiskl @
Step 379 Back Mext Cancel

Note: If a folder or its parent folder or child folder has been selected as the source or
destination in a folder pair of a backup job, the same folder cannot be selected as the

source or destination of another folder pair of the same backup job.

6. Choose between real-time and scheduled backup. Real-time backup copies files that

are new, changed, and renamed from the source folder to the target folder as soon as

the changes are made after the first-time backup.

Scheduled backup copies files from the source folder to the target folder according to

the schedule. The options are:

Replicate Now: Copy the data immediately.

Periodically: Enter the time interval in hour and minute that the backup job should be
executed. The minimum time interval is 5 minutes.

Hourly: Select the minute when an hourly backup should be executed, e.g. select 01 to
execute the backup job every first minute of an hour, 1:01, 2:01, 3:01...

Daily: Specify the time when a daily backup should be executed, e.g. 02:02 every day.
Weekly: Select a day of the week and the time when a weekly backup should be

executed.
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e Monthly: Select a day of the month and the time when a monthly backup should be
executed.

e Auto-Backup: Execute data backup automatically every time the device is connected
and detected by the NAS.

To configure the backup policy and filter settings, select “Configure policy and filter”.
Click “Next”.

Create a Job

Replication Schedule

) Realtime

Real-time synchronization copies files that are new, changed, and
renamed from the source folder to the target folder as soon as the
changes are made.

® Schedule
Scheduled synchronization copies files that are new, changed, and

renamed from the source folder to the target folder according to the
pre-configured schedule,

Muorthly 05

oo w00 0w

o1

Configure policy and filter

Step 49 Back Mext Cancel

7.Select whether or not to enable the following options:

o Delete extra files: Delete extra files in the target folder. Deletions made on the source
folder will be repeated on the target folder. This option is not available for real-time
data backup.

e Detect sparse files: Select this option to ignore files of null data.

e Overwrite the file if the source file is newer or the file size is different -

e Check file contents: Examine the file contents, date, size, and name to determine if
two files are identical. This option is not available for real-time data backup.

e Ignore symbolic links: Select this option to ignore symbolic links in the pair folder.
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Create a Job

Configure synchronization policy

Delete extra files &
Detect sparse files &
Cwerwrite the file if the source file is newer or the file size is different.

Check file contents &

MEEMEM

Ignore symbalic links &

Step 5/9 Back Mest Cancel

.Create filters for the backup job.

File size: Specify the minimum and maximum size of the files to be copied.
File date/time: Specify the date and time of the files to be copied.
Include file types: Specify the file types to be copied.

Exclude file types: Specify the file types to be excluded for data copy.
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Create a Job

Configure synchronization filter
File size & File dateftime &

[ Min size: v From: 2000/01/01 |3

Max size: 1000 @ KB v To: 2012/01/01 A
Include file types &
[] Docurments [ Pictures Video [l applications
C] Music O] Temporary files[] oOthers
Exclude file types &
[] Docurments [ Pictures [ wideo [] applications
] Music Temporary files[ ] Others
Step 679 Back Mext Cancel

9.Enter a name for the backup job. A job name supports up to 63 characters; it cannot

start or end with a space. Click “Next”.
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Create a Job

Enter a sync job name

Sales--=LSBEDiskl

Specify a name for the sync job. It is a reguired field and cannot be empty.

Step 7/9

Back

Mest Cancel

10.Confirm the settings and click “Next”.
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Create a Job
Confirm Settings
Job Mame: Sales-—-=USBDiskl
Folder Pair Mumber: 1
Folder Pairs 1: [/CeptiSales] = [fUSBDisk1]
Schedule Type: Maonthly ---/1 0:0
Palicy:
File size: -—- ~ 1000kk
File date/time: 2000/01/01 ~ 2012/01,/01
Include file types: Video
Exclude file types: Temporary files
Step 89 Back Mext Cancel

L

11.Click “Finish” to exit the wizard.
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Create a Job

Setup complete

Congratulations. ¥ou have finished all the steps for Quick Configuration.

Step 9/9 Finish
e
12.The backup job and the status will be shown on the list.
il Backup Station [SHCN ]
o 2
Backup Server
a L) The backup function allows you to replicate the data between the local disk volume and an external storage device, You can create
Rsync Server a hackup job and map it to a specific disk volume. The external storage device with backup job assigned can always be recognized
by the NAS whichever the USE or eSATA interface itis connected ta,
RTRR Servar
Ul CEEARG | Create a lob ] ~ Options J
BE Remote Replication .
- Target Device/lob Name Status Action
MNAS to NAS
AE! Storelet Transcend (MTFS, 698,63 GB)
Rsync
RTRR. [ sales--=USBDisk1 (Schedule: Monthly ---/01 00:00) -

a® Cloud Backup
Amazon 53
ElephantDrive

Symfarm

2 External Backup

USE One Tauch Copy

Button |Description
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Start a backup job.

Stop a backup job.

Edit the settings of a backup job.

EHONONGS

View the job status and logs.

Download the logs of a backup job.

Delete a backup job.

()

This button is available only after a backup job is stopped.

To disable the backup schedule of a backup job, click and select “Disabled” under
“Settings” > “Schedule Type” and click “"OK".

7

Synchronization Job Property

Settings Folder Pairs Palicy Filter
Backup Storelet Transcend (MTFS, 698.63 GB)
destination:
volume 10 247C43C67C439204
Job Mame: Sales-—=USBDisk1
Schedule Type: |3 Disabled

) Realtime
O Schedule

oIk Cancel

Default Backup Job Settings
To edit the default backup job properties, click “Options”.
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Backup Station eoee

o

B Backup Server
1 The backup function allows you to replicate the data between the local disk wolume and an external storage device. You can create
Rsync Server a backup job and map it to a specific disk volume. The external storage device with backup job assigned can always be recognized
PR by the NAS whichever the USE or eSATA interface it is connected to,

erver

Ti Mach
ime Machine Create 3 lob Qptions

BE Remote Replication -
+ Target Device/Job Mame Status Action
MNAS to NAS
El\ Storelet Transcend (NTFS, 698.63 GB)
Rsync
RTRR
& Cloud Backup
Amazon 53
ElephantDrive
Symform

: External Backup

ernal Drive

USBE One Touch Copy

Under “Event Logs” you can select to enable “"Download Detailed Logs” and specify the
maximum file size of the log file. Select to send an e-mail alert when a backup job fails or
completes. Note that the SMTP server settings must be properly set up in "System

Settings” > “Notification”.

M =
Options

Event Logs = FPaolicy Filter

Download detailed logs
Maximurmm log size (MB): 10 MB (Max 1GB)

Enable this option to include more information in the log file, Youw can also specify the
rmaxirmum file size,
Send an alert email in the following condition(s)

Synchronization failed

[] synchronization has completed.

Mote: The SMTP server must be configured first for alert mail delivery.
Click this to configure the SMTP server

Apnply Cancel

a "

Specify the backup policy in “Policy” and filter settings in “Filter”. These will become the
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default settings for all the backup jobs.

[P
Options
Event Logs Pulil::z Filter
[] Delete extra files & [] Detect sparse files &
] overwrite the file if the source ] check file contents &
f|I.e iz newer ar the file size is [0 1gnaore symbolic links @
differant.
Spply Cancel
L
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I =
Options
Event Logs Policy Filter

File size & File dateftime &

Min size: 0 KB v Fraom: 2000401401 A

Max size: 1000 | KB | v To: 2012401401 A

Include file types &

[] Documents Pictures [] wideo [] applications

] Music ] Temporary files [] Others

Exclude file types &

[] Documents [l Pictures [ wideo [] applications

] mMusic Temporary files [] Others

Spply Cancel

L

Download Backup Logs
1.To download the logs of a backup job, make sure the option “Download Detailed Logs”

in “"Options” > “"Event Logs” has been enabled.
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Options

Event Logs

Policy Filter

Download detailed logs

Enable this option
rmazimum file size.

Maximum log size (MB): |10 | MB (Max 1GB)

to include more information in the log file, You can also specify the

Send an alert email in the following conditionis)
Synchronization failed

[] synchronization has completed.,

Mote: The SMTP server must be configured first for alert mail delivery.
Click this to configure the SMTP server

Apply Cancel

2. Click in “Action” column of a backup job.

o

Backup Station =)

B Backup Server
Rsync Server
RTRR Server
Time Machine

BE Remote Replication
MNAS to MAS
Rsync
RTRR

&% Cloud Backup
Amazon 53
ElephantDrive
Symfarm

2 External Backup

External Drive

USE One Touch Copy

The backup function allows you to replicate the data between the local disk volume and an external storage device, You can create
a hackup job and map it to a specific disk volume. The external storage device with backup job assigned can always be recognized
by the MAS whichever the USE or eSATA interface it is connected to.

|_ Create aJob | Options |

- Target Device/loh Name Status Action

A@, Storelet Transcend (MTFS, 698,62 GB)

7 sales--»UsBDiskl (Schedule: Monthly /01 00:00) - B

3. Go to “Job Logs” and click "Download Logs”. The log file can be opened by Microsoft

Excel or any other text editor software. Note that this button is only available after

you have enabled “Download Detailed Logs” in "Options” > “Event Logs” and executed

the backup job once.
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Job Status and Logs

Job Status Job Logs
Date Time
2013/05/28 16:19:27
2013/05/28 16:19:27
2013/05/28 16:19:27
2013/05/28 16:19:27
2013/05/28 16:19:27

Download Logs

Content

Job [Web--=USBDisk1] started.

rs

Synchronize files between a local folder andi-
an external drive with volume ID: 380C-EADI

The number of folder pairs = 1.
Pairl = [Web, USBDisk1].

Schedule type: Realtime.

Ok

=

USB One Touch Copy

Enable the USB one touch copy button to back up data from the front USB drive to the
NAS or vice versa. This feature is not supported by TS-809U-RP, TS-879U-RP, TS-

EC879U-RP, TS-1279U-RP, TS-EC1279U-RP.

Smart Import (Beta)

When users connect an external device, such as a camera, to the front USB port, all

photos and videos on the device will be imported to the NAS automatically without

pressing the “Copy” button. Imported files will be stored in "SmartImport,” a newly

created folder, under the default backup directory. During each import, only new photos

and videos will be imported to a new folder.
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Backup Station = ® e
) ?
st
B Backup Server
[ Configure the behavior of the USE one touch copy button to back up the data from the front USE drive to the NAS or vice versa.
R 5
T & smart Import (Beta) ) USB One Touch Copy O &s an external storage drive
RTRR Server
Time Machine Smart Import (Beta)
BE Remote Replication
Default Backup Directory: | Multimedia o
MAS to NAS : .
wWhen you connect an external device, such as a camera, to the front USB port, all the photos and videos on the device will be
Rsync imparted to the NAS automatically without the need to press the “COPY" button. Imported files will be stored in 3 newly created
folder, "SmartImport”, under the default backup directory. During each import operation, anly new photos and videos will be
RTRR imported to a new folder. If you want to customize the backup configuration, please select "USB One Touch Copy".
& Cloud Backup
Amazon 53 Apply
ElephantDrive
Symform
2 External Backup
Esternal Drive
: : H A\ "
For customized backup configuration, please select "USB One Touch Copy.
USB One Touch Copy
Backup Station Aa®e
o @

B Backup Server
B Configure the behavior of the USE one touch copy button to back up the data from the front USE drive to the NAS ar vice versa.

R S
Sync Server © Smart Import (Beta) ® USB One Touch Capy O As an external storage drive

RTRR Server
Tirne Machine USB One Touch Copy

28 Remote Replication s
L o You can configure the backup mode of pressing the "COPY" button when an esternal drive is connected to the front USE port,

MAS t0 NAS @ Backup from the front USE drive to the MAS
PR O Backup from the NAS to the front USE drive
RTRR

Backup method:  Synchronize N
&8 Cloud Backup 2 s . . =
WARNIMNG! Files are copied from the source to the destination. Extra files on the destination will be deleted, files of the same names

Armmazon 53 will be overwritten by the source. Source data will remain unchanged.
ElephantDrive Handle sparse files efficiently
Symfarm
S Add Options
% External Backup -
Saurce folder Destination folder Action
External Drive
FrontUSB/HP 180G/GY-PRT “» /Download (]

Unmaunt the front USE drive manually
Enable Alarm Buzzer

Note:

1. Backup: Press the Copy buttan for 2 seconds and release the button, (If the alarm buzzer is enabled, you will hear a short beep
meaning backup has started). The USB LED light blinks when data backup is in process, Please wait for the backup to finish and
the USE LED to hecome steady light.

[

. Unmount the front USE drive: Press the Copy button for about 8-10 seconds till the USE LED light turns off. (If the alarm buzzer is
enabled, you will hear two short beeps meaning unmount has started).

w

. After the backup task has completed or failed, the Copy button will become invalid. To use the one touch copy function again,
remove the front USB drive and connect it to the MAS again.

Apply

e Backup direction: From the front USB drive to the NAS or vice versa.
e Backup method:
A.Create directory: A new directory will be created on the destination and the source

data will be copied to this directory. The new directory will be named as the backup
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date (YYYYMMDD). If there are two or more backups on the same day, the directory
will be named with YYYYMMDD-1, YYYYMMDD-2... and so on.

B. Copy: Back up data to the destination share. If the same file exists, the destination
file will be overwritten.

C.Synchronize: Back up data to the destination share and clear the redundant files. If

the same file exists, the destination file will be overwritten.

Note: If there are multiple partitions on the source storage device, a new folder will be
created for each partition on the destination as the backup folder. The backup folder
will be named with the backup date and the partition number, YYYYMMDD-1 for
partition 1, YYYYMMDD-2 for partition 2... and so on. If the source storage device
contains only one partition, the backup folder will be named as YYYYMMDD only.

e Handle sparse files efficiently: A sparse file is a type of computer file that contains
large blocks of zero-byte data. Turn on this option may reduce the time required for
backup.

e Source and destination folders: Specify the folder pairs for backup and click “Add”.
Maximum 9 folder pairs can be added.

e Options: Click “Options” to set up notification of the backup jobs by e-mail, SMS, or
instant messaging (IM).

e Unmount the front USB drive manually: When enabled, users can press the Copy
button for about 8-10 seconds until the USB LED light turns off and remove the front
USB drive from the NAS.

e Enable the alarm buzzer:

1. One short beep: Backup has started.

2.Two short beeps: The front USB drive is being unmounted.

Data copy by front USB port

The NAS supports instant data copy backup from the external USB device to the NAS or

the other way round by the front one touch copy button. To use this function, follow

the steps below:

1. Make sure a hard drive is installed and formatted on the NAS. The default shared folder
Qusb/Usb has been created.

2. Turn on the NAS.

3. Configure the behavior of the Copy button on “Backup Station” >“USB One Touch
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Copy” page.

4. Connect the USB device, for example, digital camera or flash, to the front USB port of
the NAS.

5. Press the Copy button once. The data will be copied according to your settings on the
NAS.

Note: Incremental backup is used for this feature. After the first time data backup, the

NAS only copies the changed files since the last backup.

Caution: Files are copied from the source to the destination. Extra files on the

(=

destination will be deleted; files of the same names will be overwritten by the

source. Source data will remain unchanged.

As an external storage drive

When an external device is connected to the front USB port, it will be identified as an

external storage drive connected to the port.

Backup Station S

®
3

i

[

B Backup Server
B Configure the behavior of the USE one touch copy button to back up the data from the front USE drive to the NAS or vice versa.

Rsync Server
i O Smart Import (Beta) ) USE One Touch Copy @ As an external storage drive

RTRR Server

Tire Machine As an external storage drive

28 Remote Replication % = i .
i 4 when an external device is connected to the front USE port, it will be treated as an external storage drive like being connected to

MNAS to MAS the back USB port.
Rsync

Apply
RTRR.

a® Cloud Backup
Amazon 53
ElephantDrive
Symform

2 External Backup

External Drive
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8.2 myQNAPcloud Service

The myQNAPcloud service is a function which provides host name registration, mapping
of the dynamic NAS IP to a domain name, and auto port mapping of UPnP router on the
local network. Use the myQNAPcloud wizard to register a unique host name for the NAS,
configure automatic port forwarding on the UPnP router, and publish NAS services for
remote access over the Internet.

myQNAPcloud

[SHCN . ]

=) e

myQNAPcloud Welcome to myQNAPcloud! You may

1) Remote Access Services rom 3 v
Auto Router Configuration
VPN

Get Started

DDNS/Cloud Portal

@ myQNAPcloud

CloudLink (Beta)

& Cloud Services .
Remote Access Services

Symform
ElephantDrive Auto Router Configuration VPN DDNS/Cloud Portal
Amazon 53
(=1] PPTP @) (=]
@ Open VPN (@) _U,

Enable this function to allow
access to your NAS from the
Internet via an UPnP router.

QNAP Windows utility
myQNAPcloud connect allows you
to establish VPN connections for
secure data transfer over the
network.

Create your personal cloud to
publish various application
services at the myQNAPcloud
portal.

loudLin| S
N ®

The CloudLink feature allows you
to access the files on the NAS
and monitor the status by mobile
apps when you are at home or
on the go.

m

To use the myQNAPcloud service, make sure the NAS has been connected to an UPnP
router and the Internet and click the myQNAPcloud shortcut from the NAS Desktop or
Main Menu.
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Photo Station

Music Station

wideo Station

Multimedia Station

Download Station

File Station

[allfi-f - [©

Surveillance Station Pro

SYSTEMS

Control Panel

ﬁ Storage Manager

& Users

§ Backup Station

©

my QAP Cloud.

Qsyne (Beta)
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myQNAPcloud wizard

The first time you use the myQNAPcloud service, you are recommended to use the
myQNAPcloud wizard to complete the settings. Follow the steps below:
1. Click “Get Started” to use the wizard.

2. Click “Start”.

=
Welcome to myQNAPcloud!
- -
- -
b bl T
Hello! Welcome to myQNAPcloud wizard.
This wizard helps vou set up the QNAP MAS for remote access on the
Internet by the steps below:
1. Create or sign in a myQMNAPcloud account
2. Reqister yvour NAS
3. Enable myQMAPcloud remote access services
Start
[ Qu:t -.I
ul
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3. Fill out all required fields, agree to the terms and conditions and click "Next” to create
a myQNAPcloud account. (or, click "Sign in myQNAPcloud account” to login to your

myQNAPcloud account if you already have an account.)

Welcome to myQNAPcloud!

Create myQNAPcloud account

Please create a myQNAPcloud Account to proceed. { or Sign in myQNAPcloud
account )

myQNAPcloud ID (QID) ©  |vour email

Password : Password (Must be & characters long at least)
Verify Password:

First name:

Last name:

Mobile number: Taiwan ¥ | |Mobile number:
(optional)

] 1agree to myONAPcloud Terms of Use and QNAP Privacy Policy

I'd like to receive the latest E-news from QNAP.

Step 1/4 Mext Cancel
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Welcome to myQNAPcloud!

Sign in myQNAPcloud account

Please sign in myQNAPcloud account to proceed ( or Create myQNAPcloud
account )

myQNAPcloud ID (QID) : | yvour email

Password : Password

Forgot your password?

Step 1/4 Mext Cancel

4. Enter a name to register your NAS and click “Next”.
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Welcome to myQNAPcloud!

Register your myQNAPcloud device name

Please enter a name to register your ONAP NAS. This name will be used to access
r MAS remotely.

I_Elkeqnad |
er finishing the wizard, you can access your QNAP NAS remotely with the
following Internet address:
likegnap.mygnapcloud.com
I
fd 1
™

Step 2/4 | Back MNext Cancel

5. The wizard will configure your router automatically.
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Welcome to myQNAPcloud!

Configuring your router...

Please wait patiently. The router configuration will be completed in a
minute.

£

]
b

Configuring network environment and applying myQNAPcloud services...

EEEEEERR | 15%

Step 3/4

iTi

6. Review the summary page and click “Finish” to complete the wizard.
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Welcome to myQNAPcloud!

summary

Congratulations! You have completed the following settings. You can now access
your QNAP NAS remotely on the Internet.

@ Auto router configuration (UPnP port forwarding)
Setup successfully

@ myOQNAPcloud device name likegnap

Connect to the QNAP NAS from the myQNAPcloud website
| (http:/ /www.mygnapcloud.com) by entering the device name, or use the
following Internet address:

name: likegnap.mygnapcloud.com

@ Publish NAS services on the cloud portal:
QTs, Photo Station, Music Station

H (+) Enable VPN server

ONAP provides the Windows utility myQNAPcloud connect that allows you to I
establish VPN connections for secure data transfer over the network.

f () Enable the CloudLink function i
Access the files on your NAS remotely, or monitor and manage system status.

ﬂ Step 4/4 Finish

7.If any of the settings is unsuccessful, follow the instructions provided to troubleshoot
the issues. After the wizard is finished, a confirmation e-mail will be sent to the e-mail
account specified. Click “"Confirm Registration” from the e-mail and proceed to

complete the registration process.
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QNP

Dear SirfMadam,

Thanks for registering myQNAPcloud account.

Your myQNAPcloud 1D (QID) is [ I NEG——_—_—_—_—_—

Click the link below to confirm registration:

Confirm Registration

Motice: The link will automatically expire after 30 days.

When someone creates a QNAP User Account, this email will be sent automatically. Your email address must be validatad.
Then, you can start to access more services provided by QNAP with the QNAP User Account.

For more information, please refer to: 81T F ST &5 myQNA Pcloud

Thank you,
QNAP Customer Support
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Manage and configure your myQNAPcloud account

Click "Manage myQNAPcloud Account” on top of the page after launching myQNAPcloud

or log into your account at http://www.mygnapcloud.com.
myQNAPcloud  myaNApcloud 1D @iD) : [ IEEEEG———

myQNAPcloud Device Name : likegnap #

O myanarcloud

I Enter device name

Connection Logs at a Glance l.-' 'n ﬁ"

w
automatically records your connecfion history Password -
, Linux, 105 or Android devices.

Sign up
now!

D Handy utilities assist you anytime |:| Remote access on the go

click your login ID next to the “Enter device name” box and select "My Devices” from the
drop down menu to review your device details, including the name, DDNS address, LAN
and WAN IP.

i@ Enter device name
AL
s My Account

P

Sign out
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http://www.myqnapcloud.com

@ myQ NAPcloud il Enter device name

AL My Profile
A— o
fii My Devices Himonap
— BT
— myQNAPcloud device name likegnap
_ myQNAPcloud internet likegnap.mygnapcloud.com
address
likegnap
LAN IP 192.168.1.20
]
WAN P —
]
|

Or, select "My Account” to check your profile, change your password and monitor your

account activity.

il Enter device name
Fiit

¥
*

My DEVICES

My Account

Sign out

@ myQNA Pcloud i Enter device name

AL My Profile

X Pprofile
Your myQnAPcloud ID (QIC) NG

I Profile

Change password
Activities

First Name [N
i My Devices
Last Name

Gender Female

Get latest QNAP  yes
information from email

Preferred language  English

# Edit
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@ myQNA Pcloud il Enter device name

L My Profile

Profile o Change password

Change password

Activities Old password Your old password
i My Devices New password | Must be 6 characters long at least

Confirm password Must be 6 characters long at least

Change

@ myQNA Pcloud il Enter device name

L My Profile
— B Activities
Change password
Device Platform Action Time

| | Activities |

i My Devices
Web sign in 2013-06-17 11:58 AM

Regist
Il!m NAS i i 2013-06-14 07:09 PM
device
likegnap
Unregiste
I’!m NAS L 2013-06-14 07:06 PM
device
likegnap
Iﬂm NAS e 2013-06-14 10:28 AM
device
r Register on a
I NAS : 2013-06-13 03:32 PM
device
+« Next Previous —
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Access NAS services via the myQNAPcloud website

To access the NAS services via the myQNAPcloud website, specify the NAS you

registered with in the search box and click “"Go!”.

il HomeNAS
B

The published public NAS services will be listed.

@ myQ NAPcloud il Enter device name

e& Welcome to likegnap's Cloud Portal

[C] Show published entrance of secure connection (SSL).

@ Published Services

File Station Photo Station Music Station

& Private Services

Enter the Access Code to browse more private services.

User Name Access code Submit

Enter the access code to browse private services.

@ Private Services

Enter the Access Code to browse more private services.

Lser Mame Arcess code Uit
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@ myQNA Pcloud il Enter device name

ﬁ& Welcome to likeqnap's Cloud Portal

) Show published entrance of secure connection (SSL).

@ Published Services

QTs File Station Photo Station Music Station

@ Private Services

®

WebServer MultimediaStation

Note: For configuration on private NAS services, please refer to the DDNS/Cloud Portal

section later in this chapter.
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Auto Router Configuration

In "Remote Access Services” > "Auto Router Configuration”, you can enable or disable
UPnP port forwarding. When this option is enabled, your NAS is accessible from the

Internet via the UPnP router.

D
C)
2

myQNAPcloud

~

o

@ myQNAPcloud

" Remote Access Services

[] Enable UPAP Paort forwarding

Autn Router Configuration Enable this function to allow access to your MAS from the Internet via an UPnP router,
¥=] Mote: This function only works with the UPRP supported devices,
DDNS/Cloud Portal | . Status: N/a
CloudLink (Beta) L?\\
a8 Cloud Services w
Apply

Note: If there is more than one routers on the network, only the one which is set as
the default gateway of the NAS will be detected.

Click "Rescan” to detect the router if no UPnP router is found on the local network and

“Diagnostics” to check the diagnostic logs.

Enable UPnP Port forwarding
Enable this function fo allow access to your NAS from the Internet via an UPnP router,
Mote: This function only works with the UPnP supported devices,

L - Status : Mo UPnP router found on the netwaork 4

W Rescan Diagnostics
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Network Diagnostics
------ MAT PMP Diagnostics ------ [E]
initnatpmpi) returned 0 (SUCCESS) b
using gateway : 10.8.12.1
sendpublicaddressrequest returned 2 (SUCCESS)
readnatpmpresponseorretry returned -7 (FAILED)
------ UPnP Diagnostics ------
upnpc @ miniupnpc library test client. (c) 2006-2011 Thomas Bernard
Go to http://miniupnp.free.fr/ or http://miniupnp.tuxfamily.org/
for more information.
List of UPNP devices found on the network: :
desc: http://10.8.12.103:2869/upnphost/udhisapi.dli?content=uuid:f45aff05-fech-4607 -
g8f14-78d35a7bf0a1
st: upnp:rootdevice
Close
L -

If the UPnP router is incompatible with the NAS, click @ and then click “UPnP Router
Compatibility Feedback...” (http://www.gnap.co o/compatibility_router.html) to

contact the technical support.

L e e e e

Your router does not support UPnP protocol or you
have not enabled the UPAP function on the router,

UPnP FRouter Compatibility Feedback. .,

21K

Select the NAS services to be allowed for remote access. Click “"Apply to Router”. The
NAS will configure the port forwarding on the UPnP router automatically. You will then be

able to access these NAS services from the Internet.
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Service Name Ports Protocol
Webh Administration (includes File Station, D... 8080 TCP
Secure Web Administration 443 TCP
FTP/FTPS with SS5L/TLS Server 20,21 TCP
Telnet Server 13131 TCP
S5H server, SFTP server 22 TCP
“Weh Server, Multimedia Station 20 TCP
Secure Web Server 8081 TCP
Femote Replication 873,8899 TCP
WPMN Server (PPTP) 1723 TCP
YPM Server (OpenPH) 1194 LDP
Note:

e If more than two NAS are connected to one UPnP router, please specify a different
port for each NAS. If the router does not support UPnP, users are required to
configure port forwarding manually on the router. Please refer to the links below:

e Application note: http://www.gnap.co o/notes.html

e FAQ: http://www.gnap.com/faq

e UPnP router compatibility list: http://www.gnap.co o/compatibility router.html
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DDNS/Cloud Portal

With the Cloud Portal, web-based NAS services such as web administration, Web Server,
Multimedia Server, and File Station, can be published to http://www.mygnapcloud.com.
By enabling the NAS services in this step, they are opened for remote access even if
they are not published.

Enable My DDNS Service in "Remote Access Service” The NAS will notify myQNAPcloud
Server automatically if the WAN IP address of the NAS has changed. To use
myQNAPcloud Service, make sure the NAS has been connected to an UPnP router and
the Internet.

myQNAPcloud SN ]

o ?

@ myQNAPcloud | Mx DONS Cloud Portal
) Remote Access Services
Auto Router Configuration ™ Enable myQNAPcloud DDNS service

VPN Enable myQNAPcloud DDNS service and complete the settings to connect to your NAS by a web browser with the following URL:
likegnap.mygnapcloud.com

CloudLink (Beta) To change myQNAPcloud DDNS domain name, please click here

48 Cloud Services

Symform
ElephantDrive

Amazon 53

Note:

e The myQNAPcloud name of each QNAP NAS is unique. One myQNAPcloud name can
only be used with one NAS.

e A registered myQNAPcloud name will expire in 120 days if your NAS remains offline
within the period. Once the name is expired, it will be released for new registration by
other users.

In "Remote Access Services” > “"DDNS/Cloud Portal” > “Cloud Portal”, the web-based NAS
services are shown. Select “Publish” to publish the NAS services to myQNAPcloud
website. Select “Private” to hide the published NAS services from public access. The
private services on myQNAPcloud website are only visible to specified users with the

myQNAPcloud access code.
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Note that if a disabled NAS service is published, the service will not be accessible even

the corresponding icon is shown on myQNAPcloud website (http://www.myQNAPcloud.

com).
HyDONS | Cloud Portal
Publish Services
ou can publish NAS services to myQMaPcloud website, (httos: /fwww mygnapcloud.com).
Select "Publish” to publish the NAS services to myQMNaPcloud website,
Select "Private” to hide the published NAS services from public access. The private services on myQMAPcloud website are only visible to
specified users with myQNAPCloud Access Code.
MAS Services Status Publish Private
\Web administration Enabled 7
File Station Enabled v
Web Server Enabled v
Multimedia Station Enabled v v
Photo Station Enabled i
Music Station Enabled v
Secure Web administration Enabled Fi
Secure File Station Enabled v
Secure ‘Web Server Disabled
Secure Multimedia Station Disabled
Secure Photo Station Disabled
Secure Music Station Disabled

Set myQNAPcloud Access Code: Enter a code of 6-16 characters (a-z, A-Z, 0-9 only).
The code is required when NAS users attempt to view the private NAS services on the
myCloudNAS website.

myQnNAPcloud Access Code

Set the myQMAPCloud Access Code! | |
Mote: The code must be 6-16 characters (a-z, &-7, 0-9 anly).

Click “Add Users” and specify maximum 9 local NAS users who are allowed to view the

private NAS services published on the myQNAPcloud website.

User Management

Click "add User" and specify the local NAS users who are allowed to view the private NAS services published
on myQNAPCloud website, These users may also use the myQMNAPcoud Connect at the same time for remote
access, Maximum 9 users can be specified.

Select the users and click "Send Invitation" to send an email with instruction to access the services.

Lsername myQMAPcloud Connect (WPMN) myQMAPCloud Website
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http://www.myQNAPcloud.com

Select the connection method: the myQNAPcloud Connect (VPN) utility and/or
myQNAPcloud website. Click “Apply”.

[ Select users and their privileges

Usernanme myQJMAPcloud Connect (WPM) myQMAPcloud Website

admin | [ 25

test01l [l [l

test02 i:J B

test03 [} [}

Employes072 [ [

Employe=073 | ]

Employee074 | ]

Employeed7?s [ ]

Employeed?a [ &

Employeed?? [l [l v
Page 19 b M| & Display itern: 1-10, Total: 83

Apply Cancel

Click “Apply” to save the settings.

myQNAPcloud Access Code

Set the myQMNAPCloud Access Code: 111111
Note: The code must be 6-16 characters (3-z, A-Z, 0-9 only).

User Management

users may also use the myQraPcloud Connect at the same time for remote access. Maximum 9 users can be specified.
Select the users and click "Send Invitation" to send an email with instruction to access the services,

Delete ] Add Users ] Send Invitation ]
[ username myQMAPcloud Connect (WPN) myQNAPcloud Website
[v] | Ted [v] V]
LAonly

Click "Add User" and specify the local MAS users wha are allowed to view the private NAS services published on myQNAPcloud website. These
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To send the instructions of myQNAPcloud services to users via e-mail, select the user(s)

and click Send Invitation | .

Note: To use this function, the mail server settings must be properly configured in
“System Settings” > “Notification” > “"SMTP Server”.

Enter the e-mail address. Click “Send”.

F 1
Invite users with email notification to access service
Lsernane E-rnail Status
Ted |

Send Close
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CloudLink (Beta)

The Cloudlink is a new service provided by QNAP for remote access to your QNAP NAS
over the network without changing the settings of your router, even if UPnP is not

supported. Check “Enable CloudLink (Beta) service” to enable this service.

[¥] Enable CloudLink (Beta) service
CloudLink is an innovative technology provided by QNAP for remote access to your QNAP NAS over the network without changing the
settings of your routers. It may work even if your router does not support UPRP. You may enter your myQNAPcloud device name in QNAP

applications to connect to your NAS. However, your NAS is required to have access to the Internet.
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8.3 File Station

The File Station allows the users to access the NAS on the Internet and manage the files

by a web browser.
Before getting started

Enable the service in “Control Panel” > “Applications” > “Station Manager”. Click the link

on the page to access the File Station.

82 & =m &2 = 6 & @ -

Station Backup iTunes Server DLMA Media Media Library Web Server LDAP Server
Manager Station Server <
Photo Station Music Station Multimedia Station File Station Download Station Surveillance Station Pro

Enable File Station
After enabling this service, click the following link to enter to Web File Station.
Reqular login (htkp://192,168.0.17: 8080/ cai-bin/filernanager.hitml)
Secure login (https: /192 .162.0.17: 44 3/cqi-hin/filemanager.html}

Apply

\Applytoal

The File Station can be launched from the Main Menu or the File Station icon on the

Desktop.
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= AT 1R

APPLICATIONS

Photo Station
Music Station

wideo Station

@
n Multimedia Station
X

Download Station

] File Station
(o} Surveillance Station Pro

SYSTEMS

Control Panel

Storage Manager

Users

RBackup Station

my QNP oud

Qsync (Beta)

App Center

BEQOFE®

Quick Start

You can upload, download, rename, move, copy, or delete the files and folder on the
NAS.

File Station 28
o Bl = Ocrsterocer  Fupbss A woreacon v & @ @
Dept
& NASC941FF | * 2
]

» [ Download E Admin 2013/05/16 22:09:51 Folder

» [ home HR 2013/05/16 22:09:59 Folder

7|l Production 2013/05/16 22:10:05 Folder

P [ Multimedia

. e

» £ Public Sales 2013/05/16 22:10:13 Folder

» (1 Recordings E test 2013/05/16 22:10:20 Falder

» [ test

» [ Usb

» (] USBDisk1

» [] USBDisk2

» (] USEDisk3

P [ wWeb

& your-06b82fedsf

& Qsync

E Recycle Bin
2 Share
& File sharing
@ Recycle Bin
4 4 \Page il b bR Display item: 1-5, Total; 5 | Show | 2! | Items

Upload files

To use this feature, install Adobe Flash plug-in for your web browser.
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1. Select a folder and click ,Lpload.'

2. Click “"Browse” to select the file(s).

3. Select to skip or overwrite the existing file(s) in the folder.

4. Click to upload a file or “"Upload All” to upload all the selected files.

F
Upload = &
Upload destination: ftest
Browse Clear
Filzs to be uploaded: (3) Total size: 102,06 KB Lploaded files(0) Total size: 0 BYTES
Mode MHame Size % Transfer Rate Time Remaining
@ z 004-Beowulf bt 3378 KB 0% 0 BYTESISe:.
@ £ 002-The Ddyssey.td 3217 KB 0% 0 BYTES/Sec.
@ - 003-The Aeneid bt 36.12 KB 0% 0 BYTESISe:.
£ >
Upload All
If the file aready exists: @& Skin (O Owverwrite
Close
Note: The maximum size of a file that can be uploaded to the NAS by the File Station is
2GB without JAVA plug-in.
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Download files

1. Select a file or folder to download.

2. Right click the mouse and select “Download” to download the file. Please note that if

all files within a folder are selected, they will be compressed and downloaded as a zip

file.

003-The Aeneid txt

004-Beowulf.t: © Create folder
@ Copy
¢ Share
K

Crevnd | (al=| I:j

B 1Move
W Celete

X Cut
®) Compress(Zip)

& Properties

Create folders

1. Select a shared folder or folder in which you want to create a new folder.

5 Click | € Create folder |

3. Enter the name of the new folder and click “"OK”.
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Rename files or folders:

1. Select a file or folder to rename.

2. Right click the mouse and select "Rename” to rename the file.

[] applepg

& Fstestzip | @ Create folder
1 ER Lly-1.ipg (B Copy
e I
[ == Metal.Gear.§ «® Share
1 [ rose.ipg
3 | B Open
] EJ SpaceMagici
¥ Download
| Rename
B 1ove
W Delete
X Cut

%) Compress(Zip)

#f' Properties

3. Enter the new file or folder name and click “"OK".
Copy files or folders

1. Select the files or folders to copy.

2. click \EB1Copy |

3. Click the destination folder.

& paste |

4. Click and confirm to copy the files or folders.
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Move files or folders

1. Select the files or folders to move.

2. Right click the mouse and select “Move”.

SR
off NI

apple.jpg

Fstest.zip
Lily-1.jpg
Metal.Gear.5ol

rose.jpg

SpaceMagician

Q) Create folder
[® copy

% Share

P~ COpen

¥ Download

B rename

M Delete

Gk

) Compress(Zip)

#f Froperties

3.Select the destination folder. Click “"OK”.

Delete files or folders

1. Select a file or folder to delete.

2. Right click the mouse and select “Delete”.
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Lily-1.Jpg

] = Metal.Gear.Soli
] [ rose.jpg
B ®

SpaceMagician-

© Create folder
[® Copy
® Share

¥ Download

B Move

X Cut
) Compress(Zip)

#f Froperties

3. Confirm to delete the file or folder.
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Transcode files

1. Select a media file.

2. Right click the mouse and select “Add to Transcode”.

[ 2002-0525-b.mpeg | @ Create folder
[ - Metal.Gear.Solid.3.5¢ @B Copy
[

- Metal.Gear.5olid.3.5¢
«, Share

P~ Cpen
¥ Download

@ rename
E- Move
MW Celete

& Cut
| + Add to Transcode

B Transcode Information

%) Compress(Zip)

#f Froperties

3. Confirm to transcode the file.

Play media files

1.To play a media file in different resolutions, left click the media file and select a desired

resolution.

2002-0525-b.mpeg & 2003/08/24 11:33:04

Metal.Gear.5olid.3.5na. 240pn

Metal.Gear.S5olid.2.5na. 360p
T20p

A 2=

Cancelf Delete Transcoding

Add to Transcode
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2. The built-in QNAP Media Viewer will open to play the file.
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Extract files

1.To extract a zipped file on the NAS, right click the zipped file and select “Extract”.

M Fstest.zip
ES Lilv-1ipg @ Create folder
— MetalGear§ [Q Copy

B rose.po

(%) SpaceMagici

& Share

O OO O

= Cpen
* Download

B rename
E- 1ove
W Delete

X cut

| Euxtract files..,
B) Compress(Zip) Extract here
Extract to ftest/

#f Properties

2.Select the files to extract and configure the extraction settings.
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Extract - FStest.zip

File List | Settings
Marme Size Packed Maodified Date
001 The Tliad .t 39.06... 14.88 KB 2001/08/20 18:...
05 The Divine Come.. 37.4 KB 143 KB 2001/08/20 18:...
B 05 The Travels of Ma. . 38.02.. 15.14 KB 2001/08/20 18:...
DD?-Canterbur'ﬁf TEIlES 39.52. . 15.46 KB EDDIIDBIED 18:. ..
B 05 -Don Ouikote ikt 31.54.. 11.84KB 2001/08/20 18:...

Page I e Display iterm: 1-5, Total: 5

[7] Extract to jtest

Euxtract Select

Extract all Cancel
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File/Folder search

The File Station supports smart search of files, sub-folders, and folders on the NAS. You
can search a file or folder by all or part of the file or folder name, or by the file

extension, for example, AVI, MP3.

m [ txt] ar} =) © Create folder T+ Upload A, More Action ¥ &) () ()
e test
@ NASC941FF i
» ] Dept [} Name « Maodified Date Type Size
» [ Download [] @8 001-The lliad.txt 2001/08/20 18:36:54 THT File 39.06 KB
* C' home [[] @ 002-The Odyssey txt 2013/05/26 08:34:26 T=T File 32,17 KB
2 | Hitees [ ® 003-The Aeneid tit 2013/05/26 08:34:28 THT File 36.12 KB
b (] Multimedia
o = G
» £ Public ] 004-Beowulf txt 2013/05/26 08:34:21 TAT File 33.78 KB
» £ Recordings [ ® 005-The Divine Comedy .txt 2001/08/20 18:37:38 T«T File 374 KB
» i test | [[] =1 006-The Travels of Marco Polo.txt 2001/08/20 18:37:44 TXT File 38.02 KB
» ] ush [ w 007-Canterbury Tales.txt 2001/08/20 18:37:52 TxT File 39.52 KB
L | Wt [ © 008-Don Quikote.tst 2001/08/20 18:37:58 T*T File 31.54K8
» [ useDiskz - -
% ) ] W 001-The Iliad txt 2001/08/20 18:36:54 THT File 39.06 KB
» (3 UsBDIsk3
» £ web [ = 005-The Divine Comedy.txt 2001/08/20 18:37:38 TxT File 374 KB
your-06b82fedSf [[] ®3 006-The Travels of Marco Polo.txt 2001/08/20 18:37:44 TxT File 38.02 KB
% Qsync [[] @ 007-Canterbury Tales.txt 2001/08/20 18:37:52 TxT File 39.52 KB
= Recydle Bin [[] @ 008-Don Quizote.tst 2001/08/20 18:37:58 T«T File 31.54 KB

click the down arrow in the search box to reveal additional options. Check “Music”,
“Video”, “Photo” to list corresponding files within the folder or specify detailed criteria in

the advanced search (such as file size or type.)

. ﬂ 'f. Search Q ”_\' E =

] Music
[] wideo
[] Phata
[ advance Search

i NASCO41FF
P[] Dept
b [ Download
P[] home
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Mount ISO Shares

To mount an ISO file on the NAS as a shared folder, follow the steps below:

Locate the ISO file on the NAS. Right click the file and select "Mount ISO”".

m @

| © Mount IS0

© Create folder
@ copy

< Share

P~ Cpen

+ Download

@ rename
E- Move
W Celete

. Cut

%) Compress(Zip)

#f Properties

Enter the share name and click "OK".

Mount IS0

L

Share folder name: |SpaceMagician-Images

(B34

Cancel

Click “OK"” to confirm.

604




System message

This IS share [SpaceMagician-Images] has
been mounted successfully.

(8]4
L 8

The ISO share will appear on the folder list. You can access the contents of the ISO
image file. You can login the NAS web interface with an administrator account and

specify the access rights of the users in “Privilege Settings” > “Share Folders”.

2l % spaceMagician-I

= SpaceMagician-Images
@ NASC941FF £ . g
» £ Dept = Name - Modified Date Type Size
» (] Download (=] EI 2dicon 1970/01/01 08:00:00 Folder
» (O home [ £3 oeDriver 1978/01/31 11:05:30 Folder
» & homes O [ birects 1978/01/31 11:05:30 Folder
» [ Multimedia
- e [ Madel 1970/01/01 08:00:00 Folder
» £ Recordings [ ModelTex 1978/01/31 11:05:30 Folder
» @ SpaceMagician-Images =] EI Picture 1978/01/21 11:05:30 Folder
4 55 test O[3 Plant 1978/01/31 11:05:30 Folder

To unmount the share, right click the folder name and select "Unmount”. Click “Yes” to

confirm.
P @ SpaceMagician-Images | = £ niekoea
4 3 test 8 Unmount
P[] @Recycle
b £ uUsh * Add To Favorites
b [ USBDisk1 ¢ Remove from Favorites
3 USEDisk2
- : #f Properties
P[] USBDisk3
P[] Wehb
& your-06b82fedsf —— o
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Set file/folder level permission

You can set file or folder level permissions on the NAS by the File Station. Right click a

file or folder and select “Properties”.

B ey

(&) SpaceMag] @ Create folder
B Copy

5 Share
P~ Cpen
¥ Download

[ rename
E- Move
W Celete

M CuE

) CompressiZip)

£ Properties

If the “"Advanced Folder Permissions” option is disabled in “Privilege Settings” > “Shared
Folder” > “Advanced Permissions”, the following settings will be shown. Define the Read,
Write, and Execute access rights for Owner, Group, and Others.

e Owner: Owner of file or folder.

e Group: Group owner of the file or folder.

e Others: Any other (local or domain member) users who are not the owner or a member

of the group owner.
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Fropetties Permission

Permission

Owner: ¥ read M write ¥ Execute

Group: ¥ Read ¥ write ¥ Execute

Others: ¥ Read ¥ write  [] Execute

(0]

If a folder is selected, you can choose “Apply changes to folder(s), subfolder(s) and file
(s)” to apply the settings to all the files and subfolders within the selected folder. Click

“OK” to confirm.

Froperties Permission

Permission
Owner: ¥ read ¥ write ¥ Execute
Group: ¥ read ¥ write ¥ Execute

Others: V] Read V] write [V Execute

[l apply changes to the falder(s),
subfolderis) and file(s)

Ok

If the “Enable Advanced Folder Permissions” option is enabled in “Privilege Settings” >
“Shared Folder” > “Advanced Permissions”, you will be able to specify the file and folder

permissions by users and user groups. Click +.
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Froperties Permission

Permission

O ner: Read W rite Execute
Group: ¥ read [ write V] Execute
Others: Read Write Execute

[l apply changes to the falder(s),
subfolderis) and file(s)

]

Permission
Marme Preview

2 Ted =}
2 admin Read/Write iy
2 testoi Deny Access I
1 testoz Deny Access I
2 testD3 Deny Access I
Create User o= =a
Guest access right:  Deny access st

Select the users and user groups and specify the Read and Write rights. Click “Add”.
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Select users and groups

Local Users g
Mame Preview RO R Deny
Employee0? 2 = [ A

Ernployee073 Read/\rite

O
<]

< O
ER E E 5N E
E SR E E IERE E

Employee07 4

<]

Employee075 Deny Access

Employeed?6

Employeel77
Employe=07a Deny ACcess [}
Employes079 Read/\rite M
Employe=020 Deny &ccess M [
Employeedsl Deny &ACCcess | [l [ 2
& E1R
Page 14 M| @ Display item: 1-79, Total: 79
Add Cancel
b |

To remove the permissions on the list, select the user(s) or user group(s) and click -.
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Froperties Permission
: Permission
Mame Preview
Ted R
adrmin Read/\Write Wy
testOl Deny Access I
test0z Deny Access I
ftesti3 Deny Access I
Create User ELS =3
Guest access right: | Deny access et
OwWhEr: | sdmin =z
[ Only the owner can delete the contents
[ ] only admin can create fles and folders
Apply changes to files and subfolders
[ apply and replace all existing permissions of this
folder, files, and subfolders
Ok

You can also define the file and folder owner by clicking . Select a user from the list

or search a username. Then click “Set”.

r g
Local Users 25

Search to select the user:
adrmin Ea

Employee0?2
Employeed?3
Employeed?4
Employee0?s
Ermployeed?a
Employeed?7

Feeel e i =3,

Set Cancel

L =]

The following options are available for folder permission settings. You are recommended
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to configure folder permissions and subfolder permissions in “Privilege Settings” > “Share
Folders”.

Only the owner can delete the contents: When you apply this option to a folder, the
first-level subfolders and files can be deleted only by their owner.

Only admin can create files and folders: When you apply this option to a folder, only
administrators can create files or folders.

Apply changes to files and subfolders: Apply changed permissions settings except
owner protection to all the files and subfolders within the selected folder. The option
“Only the owner can delete the contents” will not be applied to subfolders.

Apply and replace all existing permissions of this folder, files, and subfolders: Select
this option to override all previously configured permissions of the selected folder and
its files and subfolders except owner protection. The option “"Only the owner can

delete the contents” will not be applied to subfolders.

Froperties Permission
Permission
Mame Preview
Ted R
adrmin Read/\Write Wy
testOl Deny Access I
testoz Deny Access I
testo3 Deny Access I
Create User o7 -
Guest access right: | Deny access et
OwWher: | 3dmin &
[ ] only the owner can delete the contents
[ ] only admin can create files and folders
Apply changes to files and subfolders
[ ] apply and replace all existing permissions of this
folder, files, and subfolders
]
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Share Files

To share the files on the NAS by the File Station, right click the file(s) and select

“Share”.

&3 Lily-1.jng
Fl T Metal.Gearl @ Create folder
| [ rose.pg (B Copy
(]

(@) SpaceMagil o) Share

P~ Cpen
¥ Download

@ rename
B Move
M Celete

xoct
®) Compress(Zip)

#f Properties

Note: This feature can only be used by admin.

Select the IP or domain name of the NAS. Select to create the link(s) in SSL (optional)

and specify the expiration settings and enter a password (optional).
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Create Dovwnload Links

Domain namefIP: |jntest.myqnapcluud.cum |V

[] create the link(s) in SSL (https: /0
Expiration: & Expire in: 07 w Dayisl g | Hour(s)
O walid until: G v | v

O Always valid

Password protection (optional): Random

[] share the download links through email:

Create Cancel

To share the links by emails, select “Share the download links through email” and enter

the contents. Click “Create”.
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L — T T = — e —

Create Dovwnload Links

Domain name/IP: e
[ create the link(s) in SSL (https: /0

Expiration: ® Ewxpire in: 07 v Davis) go « Hour(s)
O walid until: E = =

O always valid

Password protection (optional):

Random
Share the download links through email:
To: ]
Subject: To Share with You!
Content: I've shared the following file(s) with youw using

OMAP Turbo MAS:

*Mote: Separate the email addresses by comma () or a semi-colon (),

Lp to 5 email addresses can be sent.

Create

Cancel

“System Settings” > “Notification” > “"SMTP Server”.

Note: To use this function, the mail server settings must be properly configured in

Confirm the information and click “"Start Sharing”.
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Sharing Links

1. ,-’tEStirDSE.I'Ei
bt Jshare.cgitssid=04agllieH

Period of validity: 06/02/2013 11:05

Use local computer to mail the link{s).

Start sharing Cancel

Note: Up to 1000 sharing links are supported.
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8.4 Photo Station

Photo Station is a web album for organizing and sharing photos and videos with your
friends, family, and the world. After uploading files to the NAS, thumbnails will be
automatically generated for quick preview. You can customize the album banner and the
background music for slideshow viewing. Also, you can share the photos by e-mail or

publish them to popular social websites such as Facebook, Twitter, MySpace, and etc.

Before you start

1. Enable the service in “"Control Panel” > “Applications” > “Station Manager” > “Photo

Station”. Click the link on the page to directly access the Photo Station from the

webpage.
= ~ __ e -X;t' ~
8 B m & ZF 6 & X
" — ] o mm
Station Backup iTunes Server DLMA Media Media Library \Weh Server LDAP Server WRMN Service
Manager Station Server

Photo Station Music Station Multimedia Station File Station Download Station Surveillance Station Pro

Enable Photo Station
After enabling this service, you may click one of the following links to enter Photo Station,
Regular login (http://192,168.0.17:80/photo/)
Secure login (httns://192,168.0.17:8081 /photo /)

Apply

. Applyfa Al

Note: The option “"Show the photos of Sharing Management on the login screen”, once
enabled, will show a photo album on the NAS login page, and other users can directly
click that album on the login page to view photos contained with that album as a

guest. For details on this option, please refer to the Station Manager{o41 chapter.

2. Upload or copy videos or pictures to the designated media folders and scan them
using the Media Library before launching the Phone Station (if this is the first time the

Photo Station is used.) For details on media folders, please refer to the Media Libraryfs3)
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chapter.

The Photo Station supports the following file format:

Images BMP (Intel-based NAS only), RAW, GIF, PNG, JPG, and JPEG

Video FLV and H.264 (AAC)

Tips on file upload:
e The maximum size of an image file is 2GB.
e The maximum size of multiple files that can be uploaded at a time is 2GB.

3. Launch the Photo Station from the Main Menu or the Photo Station shortcut on the
Desktop or login directly to the Photo Station by keying in the URL provided in the
Station Manager into a web browser ("Control Panel > "Applications" > “Station Manager”

> “Photo Station”).

ANHAS COER
APPLICATIONS

Photo Station
i Music Station

@ wideo Station

° Multimedia Station

g Download Station

B File Station

a Surveillance Station Pro

SYSTEMS

=
Control Panel

“ Storage Manager

V_QJ Uszers

E Backup Station
myQHAPeloud
Qsync (Beta)
@ App Center
! Quick Start

Note:

e The admin login credential of the Photo Station is the same as that of the NAS
administrator.

e To show photo albums on the NAS login page, check “Show the photos of sharing

management on the login screen” on the Station Manager ("Control Panel" >

"Applications" > “Station Manager” > “Photo Station”).
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Photo Station 28

E { search Qr ) |im 0O O (2 [ L"JEJE
= Photo @ E N Selected: 1, Total: 72
= video . -
@ Media Library Fol...
g Album
123
ﬂ Private Collection
Photo 1 Item(s)
Video
@ Qsync
D recent Aperture
Imported Photos 150 equiv s0
Photos Taken
Exposure t.. 1/50
Imported Videos | WeSSSSSSS___———— e
Camera pr. SAMSUNG ________
Videos 2 ken Date taken: 2012-01-30 1 Item(s)
Cameram.. GT-19300
3 slideshow 00— —///—//—//—— | 77 ...
) Lens Info
e d Sharing Managem...
Focal length 3.7
m TrashCan | EEREERE=RECESSRM 000 = e
White Bala_.  Auto White Bala
L e
| Fash Flash did not ire.
Metering M. Average
Date taken: 2011-03-21 2 Item(s)
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Menu Bar

Icon Description

E  Saanth Qv ) Search photo and video files in the Media Library by title,

photo date, tag, rating, or color label.

shpi Switch between the thumbnail browsing mode (“*%1) and

detail browsing mode (l ) to display the photos and video

thumbnails.

sy Display photos or videos as timeline. Click = to organize

L L
photos or videos chronically as timeline and to list

photos or videos by date.

Refresh the current page.

%)

Fo! Set media folders to view your photos/videos.

& Bring up the Media Folder page in the Media Library.
Left Panel

e Photo: List all photos from the media folders defined in the Media Library. Click b or

&)

5%"*;3 to upload photos from local PC. A new folder named with the date files are
uploaded will be created under the "Multimedia" folder to store your uploaded files. A

virtual album named using the date will be created as well.

*

e Video: List all videos from the media folders defined in the Media Library. Click or
=1 to upload videos from local PC. A new folder named with the date files are

uploaded will be created under the "Multimedia" folder to store your uploaded files.

e Media Library Folder: List all photos and videos by folders defined in Media Library. click

a folder in the list to enter its next level, 5
folder directly in the path on top to go straight to that folder.)

to go back one level up (or click the
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=] photo T :) Media Library Folder / Multimedia /

= video Photo Title Type
E 1005JazzNumber Two E

i Media Library Fol... @

v

g Album

Note:

e The folders “"Multimedia” and “"Home Folder” are set as the media folder for photos,
pictures and videos by default.

e Please note that the “Multimedia” and “Download” folders are public folders accessible
to all users while "Home Folder” can only be accessed by its owner (users for whom
the “Home"” folder is created) and NAS administrators. For your private photos and
videos reserved only to yourself, please consider storing them only in the "Home
Folder".

« For configuration on media folders, please refer to the Media Libraryks® chapter. For
user setup and configuration, please refer to the “User” section in the Privilege
SettingsBod chapter.

e If the photos or videos uploaded do not show up in the Photo Station, please scan
the Media Library and wait until the scan is finished. For details on the scan, please

refer to the Media Libraryl43% chapter.

e Album: List all virtual albums. Click to add an album. Note that all entries listed
under an album are only links to the physical files. This can effectively conserve your

NAS storage space. Right click an album to rename or to download that album. Click

@ to delete an album.

e Private Collection: the “Photo” under “Private Collection” lists all photos in the “"Home

n

folder, while the “Video” lists all videos in the “Home"” folder. Click to add an
album. Note that, unlike album, all entries listed under an album are physical files. So,
when a file is dragged and dropped to the album under “Private Collection”, that file is

moved to that album. Right click an album to rename, download, remove, or add it to

sharing management. Click @ to delete an album.
e Recent: Include photos and videos recently imported (within a month) from local

device or taken with a camera or recording device.

e Slideshow: List all slideshows. Click to add a slideshow. Drag and drop photos to
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add them to a slideshow. Right click a slideshow to rename or download that slideshow.

o =
Click %ﬂfﬁ to delete a slideshow. click a slideshow and then —— on top to play that

slideshow.
Sharing management: List all photos, videos, albums and slideshows already shared
using the sharing feature in the right panel. Right click an entry, a menu will show up

and choose to download, e-mail, publish and share that entry from the menu (refer to

the Sharing feature in the right panel later in this chapter for details). Click ;‘}% to
delete a slideshow.

Trash Can: all photos and videos deleted can be found here and right click the deleted
item in the Trash Can to recover or permanently delete them. Note that only deleted

physical files (instead of virtual links) will show up in the trash can.

Right Paneland Photo/Video Sharing Management

o EXIF ( ): Review photo/video EXIF information and photos can be
geotagged here.

e Info (! 1): Edit and browse photo/video details, tags and descriptions.

e Sharing ( ): Drag files to this area and share them via a link. There are
three methods the links can be shared:

1. E-mail ( 'x‘ ): Share a link via e-mail. Specify the sender, recipient, subject
and message body of the e-mail and click "Send” to send the e-mail. Make sure your
e-mail account is properly configured. Go to “Control Panel” > “System Settings” >

“Notifications” > “"SMTP Server” for e-mail configuration.

L
2. Social Sharing ( ): Share a link with selected files on social networking
sites. Specify the subject and message body and click the social networking site

icon to share.

3. Link ( 4

message. Under “Select Link Format”, select the DDNS name, LAN IP or WAN IP

): Share a link by directly pasting it into an e-mail or instant

address (note that the myQNAPcloud.com DDNS name is only available after it is

registered in myQNAPcloud. Please refer to the myQNAPcloudls78 chapter for details)
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and HTML format (click to choose a URL link, HTML code, vB Forum code or Alt
Forum code) from the drop down menu. Click “Create Link”, specify the name of the
album displayed on the page seen as recipients open the link. Copy and paste the

URL link in the dialog window to your preferred applications.

Select Link Format
I onapcloud.com v

|URL |~
htto: /g v onapcloud com/photo

Create Link Cancel
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Photo and video operations

Right click a photo or video, a drop down menu will show up, and users can choose to

perform a desired action from the list.

samplelD j
- (o) | [ G |
.—-.x
sampledd Vi
' = £ QouriEs
am Dawnlaad _,,;;.-.1.'«--“ Dpen
et e
‘ sarmpledd add To e —— Download
Add To Share W
: 2epmrit 2 Add To
F i Set Coardinates ,,U.Iiir‘;‘;lkﬁ'!
i sample e P
: #dd Tag e T s Add To Share
Edit (Pixlr Editor) Add Tag
sampledl
Delet
e Delete
FEEEEEREN
s : FEEENERENR
Photo Video
Operation Description

Rate the photo.

[ 90) | [ (5o |

Rotate the photo 90 degrees clockwise or counter-clockwise.

View Switch to the viewing mode.

Open Switch to the viewing mode.

Download Download the photo.

Add to Add the photo to an album, “Private Collection”, “Sharing

Management” or “Slideshow.”

Add to Share

Add the photo to the “Sharing Management” in the right panel.

Set Coordinates

Set GPS information of a photo.

Add Tag Add a tag to the photo.
Edit Edit the photo.
Delete Delete the photo.
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FEEEEEN Color-label the photo.

EHO
To tag, rate or color label multiple photos or videos, first click on top of the screen
or hold the Ctrl key on the keyboard, select your desired photos or videos and right click

the photos or videos to perform desired actions.

After photos or videos are tagged, rated, or color labeled, they can be searched by their

rating, color label or tag in the search box.

'f- -\ F—1 L1 1]
[ Search Qv ) |iml) | EER
Clear |
0 Title
tideo 1
O Photo date
older
M| Tag
Libum i T A S S
013-06-02 —
O BEEEER
Irivate Crollaction T e i s g =

624



Photo and video viewing mode

Double click a photo to switch to the viewing mode.

Photo Station o®8

sample007.jpg

Photo Station 2 ®e

1562.wmv

Video viewing mode

Use the buttons on the menu bar for viewing operations.

Icon Description

u Auto play photos or play a video.
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o)

Rotate the photo counter-clockwise by 90 degrees (for photos only.)

Rotate the photo clockwise by 90 degrees (for photos only.)

Play the last photo or video.

Play the next photo or video.

Download the photo or video.

EEOOEE

Delete the photo or video. Please note that the photos or videos deleted in

the viewing mode will first be marked with an “*X” on that photo or video (

) and only deleted as you exit the viewing mode. To unmark

a photo or video, first select the marked photo or video and clock m

again.

Switch back to the browsing mode.
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Play slideshows

L=
Select an album or slideshow and click to switch to the viewing mode.

Photo Station

Medium

Use the buttons on the menu bar for slideshow or album operations.

Description

Play the slideshow or album.

Go to the last slide.

Go to the next slide.

o« -
/ Turn the background music on ( ) or off ( ).

Show the photo title.

-
0
o
=

Switch back to the browsing mode.

———— Switch between different playlists defined in the Music Station (from
es1l iprivale)
the "My Playlist” in the left panel.) Please refer to the Music Station

lb3h chapter for details.

Set a different slide transition effect.
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Set the slide speed.
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Geotag photos

To geotag a photo, first select a photo, click “Large Map” under the EXIF tab.

O] 2 e

Large Map

Enter the name of the location in the search bar on top and hit the Enter key in your

keyboard. Right click the map and click "Set Coordinates”.

|i_ Yiew Map 2]
- 9 Coordinates(35.6895, 139.6922) || Tokyo G. ?
i o = ImmTmE T T ™=
e o Wl | BEH E
rae 8T8 e ngEn| | SEEN
§M¥H‘i '
faulid 2 = B BFE_FFE (012) (FEmf)  RUFISERS
[+ BT RSy e hL3 - FERLEE
it EHECTEES BPR
tﬂj A
& L
(+) ®maza L
T EEE
HEFF L
: M L HEhR |$FEEE
ﬁﬁ@l;@ s B HESSH e
TE 4 ﬁmgﬂ I s I T3
4TH b i[ Set Coordinates ' @
o A8
I
REER ﬁﬁ;
= -
- e SmmmUR) o
:| S etela 17 FRETH I
=] Fh SR
= ]
X MEERE
1
BEER .
_ Eﬁf”“ ey e
i $1E
=3 %‘\ frer 3 [ e mt0Y B o~ = llm J
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Media Library and Privacy Settings

Photo and video files in the Photo Station are listed according to shared folder privileges
(media folders) and settings in the Media Library. Photos and videos stored in the media
shared folders are only visible after the files are detected and scanned by the Media

Library. Users can store the files in their /home folder to hide them from other users. For

details on settings of media folders, please refer to the Media Librarylsd chapter.
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8.5 Music Station

The Music Station helps you create a personal music center on the cloud. This web-

based application is designed for users to play music files on the NAS or a media server,

listen to thousands of Internet radio stations using a web browser or a local USB speaker

connected to the NAS and share your music collections with your friends and families.

Your music collection stored on the Turbo NAS is automatically organized into categories

for easy browsing, and music alarms can also be set with the local playback feature.

Before you start

1. Enable the service in “"Control Panel” > “Applications” > “Station Manager” > “Music

Station”. Click the link on the page to directly access the Music Station from the
webpage.

82 & =B & ZF 66 & X

Station Backup iTunes Server DLMA Media Media Library Wweb Server LDAP Server WP Service
Manager Station Server
Photo Station Music Station Multimedia Station File Station Download Station Surveillance Station Pro

Enable Music Station

After enabling this service, you may click one of the following links to enter Music Station.
Regular login (http://192.168.0.17:80/musicstation/}
Secure login (htbps:/f192,162.0.17:2021 /musicstation/)

Apply

wtpplytoal

Note:

e The admin login credential of the Music Station is the same as that of the NAS
administrator.

scan them using the Media Library if this is the first time the Music Station is

e Users are recommended to upload or copy music files to the media shared folders and

launched. For details on media folders, please refer to the Media Libraryks} chapter.

2. The Music Station can be launched from the Main Menu or the Music Station icon on

the Desktop.
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E () MasleEsiR

APPLICATIONS

=]

Photo Station

Music Station

widen Station

Multimedia Station

Download Station

File Station

goroae

Surveillance Station Pro

SYSTI

EMS

5

(

Contral Panel

N

Storage Manager

Users

Backup Station

myQNAPcloud

QRP-&

Qsync (Beta)

App Center

Quick Start

O

E Search qr

Music Station

Artist

Album

Genre

Folder

Now Playing
Private Collection
My Playlist
Sample Playlist
Shared Playlist
Social Sharing
My Favorites
Recently Added
Frequently Play
My Favorite Radio
Tuneln

Recycle Bin

<< P P>l

Bad to the Bone
George Thorogood &

Beautiful Isle of Som
Bandari

L5

Baiaozinho
Lisa Ono

1

Believe Me Baby (I Li
Trisha Yearwood

Better Best Forgotten
Steps

Bextor
26 Sophie Ellis

Beyond The River

Battle To Battle

Taro Iwashiro

Taro Iwashiro

Beat On The Battle

Taro Iwashiro

[

Besame Mucho
Lisa Ono

pilongo

Lisa
Get Mare

400 / 1365 Item(s)

632

Title
Artist
Album
Album Ar.
‘fear
Genre
Track

File type
Duration
Codepage
Path




Menu Bar

Icon

Description

) | Search music files in the Media Library by artist, album, or title.

=

Switch between the thumbnail browsing mode (“—"_1), detail

browsing mode (E), list browsing mode (Et), and cover flow

browsing mode (H.) to list the songs.

E

Set privileges on file access, NAS audio output, Internet radio,
shared playlist and social sharing for users created in “Privilege

Settings” > “Users”.

Bring up the “Media Folder” page under the Media Library.

N
d

Set the music alarm.

Player

Icon

Description

Play.

Pause.

Play the previous item.

Play the next item.

Shuffle on/off.

No repeat, repeat once, or repeat all.

SEEEEE

Playing mode:

e Streaming Mode: Stream the music files to the computer or the
device and play them using a web browser.

e NAS USB Mode: Play the music files using the USB speaker
connected to the NAS.

Adjust the volume.
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Note:

e Please check supported USB speakers on the QNAP website (http://www.gnap.com >
Products > Compatibility > Others).

e Certain models designed with the 3.5mm audio output do not support the USB audio

output feature.
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http://www.qnap.com

Left Panel
e Songs, Artist, Album, Genre, and Folder: All authorized music files are listed here for

. . . . ()
users by the following categories: all songs, artist, album, genre and folder. Click \8)

next to Songs to upload songs from your PC. All imported contents are saved in the %/
Multimedia” shared folder named with date.

¢ Now Playing: Songs in the “"Now Playing” list can be reordered by drag-and-drop, or
removing songs from the list.

e Private Collection: Personal music files in the “/home” folder are listed here. The music
files belong only to the user that is currently logged in.

e My Playlist: Playlists can be created, managed, and deleted here. Up to 200 playlists
can be created, and up to 600 items can be included in each playlist. To create a

=)

|/

playlist, clicki&f. To add items to a playlist, simply drag and drop music files to the

list. Right click a playlist to rename or delete it, or add it to “"Now Playing” and click
=

Bl next to the playlist.

e Public playlist: All users can view public playlists and play music from them. Authorized
users can create, manage, and delete public playlists. A maximum of 200 public
playlists can be created, and up to 600 items can be included in each public playlist.

e Sharing management: All shared music files on the right column are listed here. Users
can edit or re-share them.

e My Favorites: All songs rated at least 1 star are listed here. All un-starred songs will be
removed from here. To rate a song, switch to the detail, list, or cover flow browsing
mode and click the star(s) under rating.

e Recently Added: Songs recently added to the Media Library are listed here.

e Frequently Played: Songs most frequently played are listed here.

e My Favorite Radio: User's favorite Internet radio stations can be added by entering the
radio URL or by searching Tuneln Radio. A maximum of 1024 items are supported.
Please note that the type of files the radio station URL points to must be MP3.

e Tuneln: Users can browse and play Internet radio stations streamed by Tuneln.

e Trash Can: All deleted music files can be found in here and permanently deleted or

restored. Trash Can is always enabled.

Note:
e Characters not allowed for "My Playlist” and “Public Playlist” include: / | \ : ? <>

* " 'and $.
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e Entries under “Recently Added” are listed based on the time they are scanned by the
Media Library.

e The Music Station only supports the following file formats: MP3, OGG, WAV, AIFF, AU,
FLAC, M4A and APE.

Right Panel and Music Sharing Management

e Lyrics ( ): Add lyrics to a song and browse them here.
e Info ( 1): Edit and browse music details here.
e Sharing ( ): Drag music files to the area under “"Songs” to share them as a

link. There are three methods links can be shared:

L
1. E-mail ( i

body of the message and click "Send” to send the e-mail. Make sure your e-mail

): Share the link via e-mail. Specify the subject and message

account is properly configured. Go to “Control Panel” > “System Settings” >

“Notification” > “"SMTP Server” for e-mail configuration.

L
2.Social Sharing ( ): Share a link with selected songs on social hetworking

sites. Specify the subject and message body and click the social networking site to

share.

4

3. Link ( ): Share a link by directly pasting it into an e-mail or instant
message. Under the “Link Code”, select the DDNS name, LAN IP or WAN IP address
for the link (Note that the myQNPcloud.com DDNS name is only available after it is
registered in myQNAPcloud. Please refer to the myQNAPcloud chapterls7d for details)
from the drop down menu. Click “Save”, and copy and paste the URL link in the

dialog window to your preferred applications.

Link Code

-.myqnapclnud.cum A

[_ Save || Cancel J
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Set music alarm

The Music Station supports setting music alarms in the local playback mode. To use this
function, a USB speaker or USB sound card must be connected to the NAS. Up to eight

music alarms can be set.

1. Click ﬁ

2. Click a schedule.

t’ T T u\‘E
Music &larm '

H o08:00 AM ®

o SLIN,MOM TUEMWED, THLUL,FRI, SAT
®
@ d
® |
® |
| @ g
I ® ¢
@ o

Close
L il

3.Set up the alarm schedule.
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Music Alarm

@ 20:29:11 PM

@SUM eMON ®TUE =WED
@THU ®FRI ®SAT

& O

Music alarm is only supported
in local playback mode of the
Music Station. To use this
function, connect a USE
speaker or sound card to the
MAS,

ok Cancel

4. Click

5. Click

6. Click

4
to select to use the default alarm or a playlist on the Music Station.

to adjust the alarm volume

"
t +
-

to play the playlist repeatedly when the alarmis on.

7. Click "OK.”

Enable/Disable music alarm

Icon

Description

Q

Enable the music alarm.

Disable the music alarm.
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Click = / to enable or disable the alarm.
F - N
Music Alarm |
@ os8:00 AM ®
2 SUM,MOMN,TUE MED, THU FRI, SAT
®
@ 1
® |
® |
| q
®
I ® ]
@ 4
Close
L Fit|

Stop music alarm
To stop the music alarm, press the one touch copy button on the front of the NAS for

two seconds.

Media Library and Privacy Settings

Music files in the Music Station are listed according to shared folder privileges (media
folders) and settings in the Media Library. Music files stored in the shared folders are only
visible to users who have “Read/Write” or “"Read Only” privileges to those shared folders,
and after the music files are detected and scanned by the Media Library. Users can store
music files in their */home” folder to hide them from other users. For details on media

folders settings, please refer to the Media Libraryl43} chapter.
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Note:

Initially, shared folders are accessible to all users. To configure shared folder
privileges for each shared folder, please go to “Control Panel” > “Privilege Settings” >
“Users”.

Advanced Folder Permissions are not supported.

Go to “Control Panel” > “Applications” > “Media Library” for detailed settings in the
Media Library.

For configuration on the Media Library and privilege settings, please refer to the
Media Libraryks3 chapter.
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8.6 Multimedia Station

The Multimedia Station is a web-based application for viewing the photos, playing music
and videos on the NAS by a web browser, and sharing files to popular social networking

sites such as Facebook, Plurk, Twitter, Blogger, and so on.

To use the Multimedia Station, follow the steps below.
1. Go to “Control Panel” > “Applications” > “Web Server”. Turn on the web server
feature. To allow access to the Multimedia Station by HTTPS, turn on the option

“Enable Secure Connection (SSL)”".

2. Go to “Control Panel” > “Applications” > “Station Manager” > “Multimedia Station”.

Enable the service.

3. Enable the option “Rescan media library” and specify the time for the NAS to scan the
media library daily. The NAS will generate thumbnails, retrieve media information and

transcode videos for the newly added files at the specified time every day.

2 »n 2 = &4 E 6

Station HD Station Backup iTunes Server DLNA Media Media Library Web Server
Manager Station Server oA

Photo Station Music Station Multimedia Station File Station Download Station Surveillance Station Pro

[¥] Enable Multimedia Station
After enabling this service, you may click one of the following links to enter Multimedia Station.
Reqgular login (http://10.8.12.143:8080/MSV2)
Secure login (https://10.8.12.143:8081/MSV2)

[¥] Rescan media library

Daily start time: 03 v |: 00 v

Apply

| Apply All

4. Connect to the Multimedia Station from the NAS Desktop or enter http://NAS_IP:80/
MSV2/ or https://NAS_IP:8081/MSV2/ (secure connection) in a web browser. Login
the application when you are prompted to. Only the administrator (admin) can create

users and configure the advanced settings.
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ONAP  juiimeois Station el LS, i Lty Entlish

Media Center - i Viawe - T

Al v | S0 | Mame

Note: The admin login information of the Multimedia Station is the same as that of the
NAS web login.

The Multimedia Station consists of the Media Center, My Jukebox, and Control Panel.

| kg

Media Center

ki . 2y | Y

My Jukebox

Caontrod Pan
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Media Center

The folders and multimedia files of the default shared folder (Qmultimedia/Multimedia) of
the Multimedia Station are shown in Media Center. You can view or play the multimedia
contents (images, videos, and audio files) on the NAS by a web browser over LAN or
WAN.

Supported file format

Type File format

Audio MP3

JPG/IPEG, GIF, PNG

Image
(The animation will not be shown for animated GIF files.)

Playback: FLV, MPEG-4 Video (H.264 + AAC)
Video Transcode: AVI, MP4, M4V, MPG, MPEG, RM, RMVB, WMV
(The files will be converted to FLV.)

_Home [ music

- — - e
N & & B | : Sort: | Name |v| Az

o

alburmol various artists

Description

Home

Return to the home directory of the Multimedia Station.

Parent Directory

Return to the parent directory.

Refresh

Refresh the current directory.

Manage Album*
You can: 1. create albums under the current directory and 2. add files to the

album by copying or uploading files to the directory.
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ﬂ Set Album Cover*

You can set up the album cover for each albumy/directory by specifying one

photo in the album/directory.

& Cooliris
Browse your photos in 3-dimensional way with Cooliris. You need to install

the Cooliris plug-in for the web browser.

n Slide Show

Start the slide show. You can set up the photo frame, background music,

and animation in the slide show mode.

Publish*

Publish the chosen photos (max. 5 photos) to popular social networking

sites: Twitter, Facebook, MySpace, Plurk, Windows Live, or Blogger. Note
that the album must be set to public (Control Panel > Set Folder Public)

before it can be published, and the Multimedia Station must be accessible
from the Internet. It is suggested to set up the DDNS for the NAS before

using this feature.

E-mail*
Send photos (max. 5 photos) to friends by e-mails. Note that you have to
set up the SMTP server in the NAS administration console before using this

feature.

Browse the files in thumbnail view (default).

Details

E Thumbnails

Browse the files in detailed view. It supports the functions: Open, Rename,

Delete, Download, and Full Image View.

A Sort

Sort the files alphabetically in ascending or descending order.

D\ Search

Search files within the current directory.

*These features can only be operated by the administrator.
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Play music

Click an MP3 file to play the music by a web browser. When you click a music file in a
folder, all the other supported music files in the folder will also be added to the playlist.

Click "X" to exit.

01 Love of My Life.mp3

D2 Can't Live a mp3

03 Celebrate Youwmp3

04 If You Could See What | See.mp3
05 Answered Prayer.np3

06 God Causes All Things to Grow.mp3
07 Love Will Be Our Home.mp3

08 Go There with You.mp3

09 How Beautiful. mp3

10 Shine on Us.mp3

11 In Remembrance le.mp3

12 Household of Faith.mp3

02:04 F04:50  Volurmez i
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View image files

When viewing an image file, click "EXIF” to view the detailed information such as file
name, size, date, and aperture. To add a caption for the file, click “Edit caption” and

enter the description. The description must not exceed 512 characters.

You can also submit your comments on the image file and view the comments from other

users on “All comments”. Each comment cannot exceed 128 characters.

i Edit caption '

Comment All comments

Hame:  admin

Comment:

(MSubmit |
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Set background music

To set the background music of an image file or a folder of image files, make sure you
have created a playlist in “"Control Panel” > “Playlist Editor” (to be introduced later) in
the Multimedia Station.

Open an image file in Media Center and click B

’?ﬂ Eﬁ* Photo Frame v

Select the playlist and click "Save”. To remove the background music, you can select

“No music”.
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Create album

To create an album (folder) by the web-based interface of the Multimedia Station, locate

the directory in Media Center. Click B (Create Album).

_Home | music

v | Sort: | Mame ||

Select “Create New Album” and enter the album name. Click “"Next”.

The album name must be 1 to 64 characters long, and cannot contain | \ : ? "< > *

Manage Album

o = -

© Create Mew Album ® Upload & Organize

To copy the files from other location in Media center to the album, select “File Copy”,

choose the files to copy and click >. Then click “File Copy” to start copying the files.
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Manage Album

Mote: The files of the same name as the files in the destination folder will be skipped.

File Copy [ File Upload ]

Zurrent Path: Homefphotos

&8 photos
&8 video

& music Song_of_Solomon_01.mp3

" File Copy

To upload files to the album, click “Browse” to select the files and click “File Upload”.

Manage Album

Mote: The files of the same name as the files in the destination folder will be skipped.

File Copny File Upload

Current Path: Homelphotos

2010-05-18_095043.png
2010-05-20_153954.pny
2010-05-18_095043.phy
2010-05-18_111205.jpy

| Browse |

Remove

"File Upload




Manage album

To manage an album (folder) by the web-based interface of the Multimedia Station,

locate the directory in Media Center. Click E (Create Album).

_Home | music

v | Sort: | Mame ||

Select “Upload & Organize” and click “Next”.

Manage Album

T

N -

To copy the files from other location in Media center to the album, select “File Copy”,
choose the files to copy and click >. Then click “File Copy” to start copying the files. To

upload files to the album, click “"Browse” to select the files and click “File Upload”.
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Manage Album

Mate: The fil f th ITIE IS he files in the destination folder will

File Copy File Upload '

ent Fath: Homelfphotos

& music
&8 photos
&8 video

Song_of_Solomon_01.mp3

File Copy

You can click E to browse the multimedia contents in details and click the icons to

open, rename, delete, or download the files or folders.

Horme J music

Al

Harme Date

Narme

Type

alburmol 2010057 Folder ] V4

warious anists 20100051 7 Folder ) 4

| 27 - Call Upon.mp3 2009011525 audia B8.136KB F_ .
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Set album cover

To set an image file as the album cover, click B

Home [ photos

®

12616-1920-1... 12&630-1600-1..,

Select the image file and click “Save”.
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Set Album Cover

“save | [ Cancel |
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Slideshow

Click n to view multiple image files in slide show. Select the playback speed
(3s/6s/9s/15s) and the slide show effect (for full screen display) from the drop-down

menu. You can also select the photo frame for displaying the image file. To view the

image files in 3-dimensional (3D) display, click E

e —

FaleZoom | v | L i Mo Frame
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Publish image files

You can publish the image files on the Multimedia Station to social networking sites such

as Facebook and Twitter. Click
Home | photos

® & O

>

01 Love of My ...

Select the image files to publish. You can publish maximum 5 photos at a time. Enter the
title and description. Then select the website to publish the files to and enter the login
information of the website. Note that the album must be set to public (Control Panel >
Set Folder Public) before it can be published, and the Multimedia Station must be
accessible from the Internet. It is suggested to set up the DDNS for the NAS before

using this feature.

Field Limitation

Title Maximum number of characters: 256

Link (the IP address or host Support alphanumeric characters, dot (.), and slash (/)
name of the NAS) only

Maximum number of characters: 256

Description Maximum number of characters: 1024
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E-mail image files

To e-mail the image files, make sure SMTP server settings have been correctly

. .
configured on the NAS. Click .

Enter the information and click “"Send”.

Field Limitation

Subject Maximum number of characters: 128

My Name The name only supports alphabets (A-Z and a-z),
numbers (0-9), dash (-), and underscore (_)

My E-mail Maximum number of characters: 128

Friend's Name

Maximum number of characters: 128

Friend's E-mail

Maximum number of characters: 128

Message

Maximum number of characters: 1024
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Play video

The NAS supports playing video files on the web browser. Simply click a video file on the
web page, the NAS will start playing it. If you click a video file in a folder, all other
supported video files in the folder will also be shown in the playlist and played. Click X"

to exit the playback page.

QONAP TS-839 Pro Turboe NAS.MP4

001197000727 seeking Yolume: i 2
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Transcode video

If the video files are in AVI, M4V, MPG/MPEG, RM/RMVB, WMV formats, you need to
transcode the file in order to play it on the Multimedia Station properly. A video file which

can be transcoded is shown with an icon like below in thumbnail view.

Ay &

Click the icon and confirm to perform video transcoding. Wait patiently when transcoding

is in process.

The video will be converted to FLV format. You can then play it on your web browser.

Only administrators are allowed to transcode a video.

QNAP does not guarantee all video formats or codecs are supported. You are highly
recommended to convert the video files into the formats that the Multimedia Station

supports before uploading the files to the NAS.

Home video
P—

sort: | Name
Drate Type
20100051 7 Folder
video
20100051 3 Viden
2010/0517 video

testAVI 0100517 video 129,870KB

feshiv 2010051 7 video 40 47TKB
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My Jukebox

You can create playlists of music files and play them in My Jukebox. The album art and

its information will be read from the ID3 tag automatically if applicable.

To create or edit your own playlist for My Jukebox, go to “Control Panel” > “Playlist
Editor”. Note that only the administrators can edit the playlists. The playlists in My
Jukebox will be shared with all the users of the Multimedia Station.

Control Panel

User Management:

You can create multiple user accounts on the Multimedia Station. Note that the user
accounts created here are different from the system accounts you create on NAS
(Privilege Settings> Users). Click “"Add User” to create a user. The maximum number of

users the Multimedia Station supports is 128, including “admin”.

Media Centér

Enter the user information. The username only supports alphabets (A-Z and a-z),
numbers (0-9), dash (-), and underscore (_). The username cannot exceed 32

characters.

Specify whether or not the useris an administrator and the folders that the user can or
cannot access. Click "Save”. Note that the password must be 1 to 16 characters long. It

can only contain A-Z, a-z, 0-9, -, !, @, #, $, %, _
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Add User

Username

Password

Yerify Password

Description
g Admin

hled
Inaccessihle Folder Accessible Folder

music photos

video

Save | | Cancel

The users are shown on the list. You can edit the user information, delete the user, or

change the login password. Note that the default account "admin” cannot be deleted.

User Management

1 1
Username | Description | Disabled | Is Admin

admin Systern Adminisiras M i i Edrt Ll-r.er

tesi I4 M Edit User Delete User Change Password
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Change Password

You can change the administrator password in this section. The password must be 1 to

16 characters long. The password can only contain A-Z, a-z, 0-9, -, !, @, #, $, %, _

Maedia Center
. Lses Managermenl
My Jukebox

= Unesname  [esciigplion
Control Panel P e e S S L gy

Uhsest Management Change Password

e Pasawor d
- Old Password

PMavliet Fotor Mew Password

Photo Frame Seftings Verify Password

Sl Foldder Public

Playlist Editor

To create a playlist, enter Playlist Editor. Select an existing playlist from the drop down

menu or click "Add” to create a playlist.

Next, select the music files from the left column (folders on the Multimedia Station) and

click > to add the files to the playlist. Click “"Save” and then “Close”.

After creating the playlist, you can play it in My Jukebox.

Maximum number of characters in a playlist | 24

Maximum number of songs in a playlist 512

Maximum number of playlists 128
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Playlist Editor

Playlist | goA

& up

w

665

12 Household of Faith.mp3

11 In Remembrance of Me.mp3

10 Shine on Us.mp3

09 How Beautiful.mp3

08 Go There with Youw.mp3

07 Lowve Will Be Our Home.mp3

06 God Causes All Things to Grow.mp3
05 Answered Prayer.mp3

04 If You Could See What | See.mp3
03 Celebrate You.mp3

02 Can't Live a Day.mp3

01 Love of My Life.mp3

(Tadd | [ Delete

Save | | Cancel || Close |




Photo Frame Settings

You can upload your photo frames for viewing the image files. The suggested resolution
is 400 (width) x 300 (height) pixels, or you can use an image with 4:3 aspect ratio. The
supported format is PNG. To add a photo frame, click "Add” and upload the file.

Photo Frame Settings

v E P

You c LIF Oy it here. The d frame resalution iz 400 (wicdth)* 300
atio in P

clasico
marco blanco
mosaico
pelicula

velloso

(Tadd | [ Delete | [ Close |

The name of a photo frame must be 1 to 16 characters long. The maximum number of
photo frames the Multimedia Station supports is 64 (including the system default photo

frames). Note that the system default photo frames cannot be deleted.
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Photo Frame Settings

FPhoto Frame List P rewien
blogue

clasico

marco blanco

Mmosaico

pelicula

velloso

Upload | | Cancel |

“add | [ Delete | [ Close |

Set Folder Public

To publish the image files to the Web, you have to make the folder public. Select the
folder to allow public access and click >. Then click "Save”. Note that the public folders

will be seen and accessed by anyone without logging in the Multimedia Station.
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Set Folder Public

fore it can be publizhed Mote that if the folder b
public: ot hout logg

Inaccessihle Folder Accessible Folder

music photos

video

“Save | [ Cancel
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8.7 Download Station

The Download Station supports BT, HTTP, FTP, RapidShare, and Magnet download
without a PC.

o Important: Please be warned against illegal downloading of copyrighted
materials. The Download Station functionality is provided for downloading
authorized files only. Downloading or distribution of unauthorized materials may
result in severe civil and criminal penalty. Users are subject to the restrictions of

the copyright laws and should accept all the consequences.

Go to “Control Panel” > “Applications” > “Station Manager” > “"Download Station”. Enable
the service.

2 &2 =B &E = 6 4 ~

e o

Station Backup iTunes Server DLMA Media Media Library \Weh Server LDAP Server
Manager Station Server <
Photo Station Music Station Multimedia Station File Station Download Station Surveillance Station Pro

Enahle Download Station

After enabling this service, you may click the following link to enter the Download Station.
Reqular login (htfp://192.168.0.17:8080/cai-bin/Qdownload/adawnloadindex.cail
Secure login (https:/f192,168.0.17: 443/ cai-bin/Qdownload/gdownlo adindex.cail

Apply

Lwtpplyto Al )

Login the Download Station

Connect to the Download Station from the NAS Desktop or Main Menu.
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Download Station

c®e

DownloadStation
BT Search || search |
J Download | SearchResults |
e + P 0D X8 @
o )
- o Wame Size Progress Download Upload Completed Time share Ratio(%) Type  Priarity
@ Downloading (0}
i h Seeding 100% =3 A K
[if] Paused (@) The Harvard Medical School Guide to Lowering Your Ch 5.75 MB coo @
% Completed (4) Handbook of Labor Economics[Team Manban]tmrg 10,22 Mp [SEEHiRE IO0% = - 1866 O
F x [Seeding 100% e = X
5 active (1) what Da Ywe Buy A Look at Goods and Services (Lightn 12,18 MB | 000 @
[ Inactive (3) Economics - Principles and applications (2nd Edition).pe 5.84 Mp [SEEding 100%1 = 158 Bjs — 722 @
TRsS @
] @
(L B IR ~ipr M Total : 4 Display 25 v records per page
SHTTP SFTP ®ET 4o tisse

Before you start to download the files, click

@

to configure the settings.

DownloadStation

|

Tasks

Download

§4 Downloading

| Search Results

Hame

(o)

+ P 0 X &,

e
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Settings

Global Settings

e Download Schedule: Select continuous download or specify the download schedule.
When setting the download schedule, select “Full speed” to use the global speed limit
(unlimited) for all the download tasks. Select “Limited” to apply the speed limit settings
of the downloaded services.

e Location of Downloaded Files: Specify the default directory on the NAS for the
downloaded files.

o Notification: Select to send a notification by e-mail and/or instant messaging when a
download task has completed. Note that the SMTP settings must be configured

properly in “"System Settings” > “Notification”.

Settings I&I
Global | [ Fe || BT | accountist |[ Rrss | addon
Download Schedule
Location of Downloaded O Continuous download
T & Download Schedule
012 345 6 7 89 1011121314151617121920212223
Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Full speed | B8 Turm off Lirnited

"Limited" applies speed limitation settings of the download services, "Full Speed"
ignores speed limitation of the download services,

Apply Cancel
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HTTP

e Connection: Specify the maximum number of concurrent HTTP downloads.

e Bandwidth Limit: Specify the maximum download rate of HTTP download tasks. 0 means
no limit.

NAS models Maximum number of concurrent
downloads
Intel-based NAS 30
ARM-based (Non Intel-based) NAS 10
Settings @
Glabal HTTP FTR BT Account List RSS Add-on
B andwidth Limnit Connection Setting

Global magimurm concurrent downloads: |10

Apply Cancel
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FTP

e Connection: Specify the maximum number of concurrent FTP downloads.

e Bandwidth Limit: Specify the maximum download rate of FTP download tasks. 0 means
no limit.

NAS models Maximum number of concurrent
downloads
Intel-based NAS 30
ARM-based (Non Intel-based) NAS 10
Settings |ﬂ_hj
Global HTTR FTP BT Account List RSS Add-on
Bandwidth Limit Connection Setting

Global maximurm concurrent downloads: |10

Apply Cancel
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BT

¢ Connection Setting:
o Specify the ports for BT download. The default port humbers are 6881-6889.
o Enable UPnP port mapping: Enable automatic port mapping on the UPnP supported
gateway.
o Enable DHT network: To allow the NAS to download the files even no trackers of the
torrent can be connected, enable DHT (Distributed Hash Table) network and specify
the UDP port number for DHT.

o Protocol encryption: Enable this option for encrypted data transfer.

Settings Ii_hj
Global HTTP FTF BT Account List RSS Add-on
Bandwidth Limit Connection Setting
BT Search Port used for incoming connections: | 6881 - G889

Enahle UPRP port mapping
Enable DHT netwaork

UDP port to use for DHT: 6881

Protocol Encryption

Outgaoing traffic: Disabled |~

Spply Cancel

e Bandwidth Limit: Specify the maximum download rate of BT download tasks. 0 means
no limit.
o Global maximum concurrent downloads: Specify the maximum number of concurrent

BT downloads.

NAS models Maximum number of concurrent
downloads

Intel-based NAS 30

ARM-based (Non Intel-based) NAS 10
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o Global maximum upload rate (KB/s): Enter the maximum upload rate for BT download.
0 means no limit.

o Global maximum download rate (KB/s): Enter the maximum download rate for BT
download. 0 means no limit.

o Maximum upload rate per torrent (KB/s): Enter the maximum upload rate per torrent.
0 means no limit.

o Global maximum number of connections: This refers to the maximum number of
allowed connections to the torrent.

o Maximum number of connected peers per torrent: This refers to the maximum number

of allowed peers to connect to a torrent.

e Seeding Preferences: Specify the share ratio for seeding a torrent and the sharing
time. The share ratio is calculated by dividing the amount of uploaded data by the

amount of downloaded data.

Settings I-?-'_hal

Global HTTP FTF BT Account List RSS Add-on

Connection

width Limit Bandwidth Limit

BT Search Global maximum concurrent downloads:
Global maximum upload rate (KBf<) [0 means unlimited]:

Globhal magimum download rate (KB/fs) [0 means unlimited]:

ollallo||wu

Maximum upload rate per torrent (KB/s) [0 means unlimited]:
Global maximurm number of connections: 200

Maximum number of connected peers per torrent: ]

Seeding Preferences

Share Ratio: 150 %o
Share Time: Manual Stop | v
Apply Cancel

e BT Search: Select the BT engines to enable for BT search on the Download Station.
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Settings Ii_ij

Global HTTP FTP BT Account List RSS Add-on
Connection Enabled Mame Wer Descripkion
Bandwidth Limit e e

Kick&ssTarrents 1.0
TarrentReackar 1.0
isahunt 1.0
BTDigg 1.0
PirateBay 1.0
Mininoya 1.0
Extratorrent 1.0

Cancel

Account List
You can save the login information of maximum 64 HTTP, FTP, and RapidShare accounts.

To add login information, click "Add Account”.

Settings Iél
Global HTTP FTF BT Account List RSS Add-on

| Add Account | Edit Account | Delete Account

Host Uzer Name Status

Cancel

The default host is rapidshare.com. To enter the login information for an HTTP or FTP

server, select “Input manually”.
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Settings Iﬁ
Global HTTP FTP BT Account List RSS Add-on

Add a New Account:

Haost: rapidshare. com | O Input manually
Mame:
Password:
Enabled: Enabled
Save Back

Cancel

Enter the host name or IP, username and password. To allow the login information to
appear for account selection when configuring HTTP, FTP, or RapidShare download,

select “Enabled” from the drop-down menu. Click “Save” to confirm or “"Back” to cancel.

Settings Iﬁ
Global HTTP FTF BT Account List RSS Add-on

Add a New Account:

Host: rapidshare.com v~ O Input manually
Mame: qggl23
Password:
Enabled: Enabled
Save Back

Cancel

To edit the settings of an account, select an entry on the list and click “Edit Account”.

To delete an account, select an entry on the list and click “Delete Account”.
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Global HTTF EhE BT

Settings

Add Account | Edit Account | Delete Account
Host

rapidshare.com

10.8.13.59

Account List

User Mame

ggqlz3

test

R55

Add-on

Status
Enabled

Enabled
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RSS

Update: Enable RSS download and specify the time interval to for the NAS to update the

RSS feeds and check if any new contents that match the filters are available.

RSS Download Manager:

You can use RSS Download Manager to create and manage filters to download particular

torrent files for BT Download.

To add a filter, click “Add".

Enter the filter name and specify the keyword to include and exclude.

Select the RSS feed to apply the filter settings.

You may also specify the quality of the video torrent files (leave it as “All” if you do
not need this function or the torrent file is not a video.)

Episode number: Select this option to specify particular episodes or a serial of episodes
of a drama work. For example, to download episodes 1-26 of season 1 of a TV
program, enter 1x1-26. To download only episode 1 of season 1, enter 1x1.

Select the time interval for automatic update of the RSS feeds. The NAS will update
the RSS feeds and check if any new contents that match the filters are available.
Click "Save” to save the filter or "Cancel” to cancel or exit.

To delete a filter, select the filter from the list and click “Delete”.

Settings [ x
Global HTTP FTP BT Account List RSS Add-on
Update Mew | Delete
ST el e ame  Last Check Date | Filter Settings
Mame:
keyword:

Doesn't contain:

Feed: v

Quality: All |
[Jepisode Mumber: [ex. 1212-14]

Check update every: |12 huurs_ v

Cancel
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Add-on
To download the YouTube videos by the HappyGet add-on to the NAS, enable the
website subscription service. For more details, please see the application note: http://

www.gnap.conmy/en/index.php?sn=5319&lang=en
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BT Download

To download a BT file, click

Download Station K]
DownloadStation ‘
Search
[ Download " Search Results I
2= +* PP D X 8 @
Al (4)
i e T TR P e P e e
@ Downloading (0) — -
W Paused (0) The Harvard Medical School Guide to Lowering Your Ch 5.75 ME [SEEding 100% = ST ooo @
&% Complsted (4) Handbook of Labor Economics[Team Manban]tmrg 10.22 Mp  [BEeding 100%:! - - - 1866 O
Active (1) what Do wwe Buy A Look at Goods and Services (Lightn 12,18 Me  [Seeding 100% - e oo0 @
[ Inactive (3) Econaomics - Principles and Applications (2nd Edition).pc 5.4 Me [SEeding 100% - - 722 B
YRS @
L< >
Mo« halll o Total 1 4 Display 25 |¥| records per page.
SHTTP @FTP ®pBT oe tTilee

Click “Add File”. Browse and select a torrent file.

t Create Task |i]

! Input UREL{Cnhe entry per line)

| Add File ' Next

Specify the folder where the downloaded files will be saved to.
Use credentials: Select this option and enter the login information to download the files.

Show torrent files: Select this option to choose the files to download after clicking “OK".
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Create Task

Mave the completed downloads ta: |Download

[JUse credentials
[] shaw torrent files

(0] 4
Select the file(s) to download and click “"OK".
Select torrent file IQJ
done-the-impossible.torrent
| [¥] File Name EXT.
¥ done-the-impossible/done-the-impossible.mov maov
= done-the-impossible/dane_the_impossible.txt tut
oK Cancel

Click the icons to manage the download tasks.

Icon Description
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Start a download task.

Pause a download task.

Delete a download task.

Start all, pause all, or pause all download tasks for a specified time
period, remove all completed tasks, remove all completed tasks and

delete data.
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HTTP, FTP, RapidShare, Magnet Download

To add an HTTP, FTP, RapidShare, or Magnet download task, click

=

DownloadStation
‘ Download ” Search Results |
Tasks _-"J':, p ﬂ * iu-__J %.

oAl 4
&1 Downloading (0}

Enter the URL of the download task (one entry per line). Then select the download type:
HTTP/FTP, RapidShare, or Magnet Link. If a username and password is required to access
the file, select “Use credentials” and select a pre-configured account (Settings >

Account List) or enter a username and password. Then click "OK”. The NAS will download

the files automatically.

T =

Create Task Ié]

Input URLIOne entry per line]  URLIs) @ 1

http: fiftp cuhk eduhkf/pubfwindows herofInch-4.3.23.2 2%

Add File Mext

Note: You can only enter maximum 30 entries at one time.
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RSS Feed

You can subscribe to RSS feeds by the Download Station and download the torrent files

&Y,
in the feeds. Click * to add an RSS feed.

B

DownloadStation
J Dowvnload Search Results
Tasks \&
& a7
Mame

4 Downloading (0
i) Paused (3)
i Completed (4)

. Active (0)
“ Inactive (7}

Y RES @

&l Feeds
FSS Download Manager

Add R5S Feed

A=t PCC Emmd

Enter the URL and the label.

Add RSS Feed

Feed URL: | | ——— < |

Label: |Mininova

Ok | Cancel |
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To download a torrent file from an RSS feed, select the file and click or right click
the feed and select “Download”.

W
DownloadStation
J Download - Search Results
7| ®
& Al (0) -
: MName
#4 Downloading (0) _
;_:I_I_'i paused (0) The Reverse Thing - Vol: 17
% Completed (0) nanobyte - singled out (320 master)
. : nanobyte - dem a talk deep (320 master
7 Active (0) ' P )
= Inactive (0) Marck Jai @marck_jai - GCF
Marck Jai @marck_jai - Lets Get It
v ]
RS5S & The Sane Vol:11
@l All Feeds [FNet048] Azotic Compounds Labaratory - Island Of
B r‘rli'lﬂ :
— Scrotal Tear - Self Castration Manual Volume One

The NAS will start to download the file automatically. You can view the download status
in the Downloading list.

To manage the RSS feeds subscription, right click an RSS feed label. You can open the
RSS Download Manager, add, update, edit, or delete an RSS feed.

Y RSS @ The San;

:.'h: All Feeds [FMetO4]

T8 vinnova N

RSS Download Manager

Add RSS Feed
Update RSS Feed
Edit RSS Feed
Delete RSS Feed

The common reasons for slow BT download rate or download error are as below:

1. The torrent file has expired, the peers have stopped sharing this file, or there is error
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in the file.
2.The NAS has configured to use fixed IP but DNS server is not configured, or DNS
server fails.
3. Set the maximum number of simultaneous downloads as 3-5 for the best download
rate.
4.The NAS is located behind NAT router. The port settings have led to slow BT download
rate or no response. You may try the following means to solve the problem:
a.Open the BT port range on NAT router manually. Forward these ports to the LAN IP
of the NAS.
b. The new NAS firmware supports UPnP NAT port forwarding. If your NAT router
supports UPnP, enable this function on the NAT. Then enable UPnP NAT port
forwarding of the NAS. The BT download rate should be enhanced.
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8.8 HD Station

The HD Station is a platform where the famous XBMC application or Chrome browser can
be installed to let you directly play back your NAS multimedia contents or browse the

internet websites on the TV screen thru the HDMI interface.

Note: Currently HD Station is supported by x69L, x69 Pro, x70 and x70 Pro Turbo NAS.

Create your lovely media environment by following the steps below:

1. Set up the environment of the HD Station: Connect the NAS to the HDMI TV with
a HDMI cable

Homi

Remote controller: There are 4 different ways to control the HD Station.
A.QNAP remote controller

B. MCE remote controller

C.USB keyboard or mouse

D.Qremote: QNAP remote app, exclusively designed for the HD Station.

Note: If you want to use the Chrome to browse an internet website, you are required
to use the mouse function on the Qremote or use the USB mouse directly connected to
the NAS.

2. Install the HD Station:
Go to “Applications” > “HD Station” and click the “Get Started Now” button. Then, the
system will install the HD Station automatically.
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a » 8 = .

Stabon HD Stabon Backup ITLIREE Sfrves
Manager srabion

Thea HD Station provides a portal for users to mstall vanous TV applications
such as XBMC and Chrome on the Has attached to the TV wia the HDM] port
and @njoy the multimadia contants.

Install Manually

Insts

3.Choose the applications to install.

HD Station: The HD Station portal, which allows you to use the following applications
on the TV screen.

XBMC: An application for you to operate and enjoy your multimedia data on the TV
screen.

Chrome: With the help of Chrome, the QNAP Turbo NAS brings endless web content to
your HDTV. Just sit back, relax, and surf the internet on your couch.

YouTube: Simply browse and click to enjoy millions of YouTube videos on your TV.
MyNAS: An application for you to enter the local NAS administration web page to view

the NAS functions and settings.
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SLatsan HD Stabtan Badkup ITURES Saryir DLMNA Medtha Mada Library Wal Server
Manager crabion Carvar

The HD Station provides a portal for users to install vanious TV applications such as XBMC and Chrome on the NAS attached
to the Tv via the HOMI port and enjoy the multimedia contents,

Disable Remoie

Chrome With the heélp of Chrome, the QNAP NAS brngs éndléss web contént = Desable

B0 wour HOTY. Just =t back, relas and surf the Intermet on your = Remove

@ couch.
M-’- NAS An apphcaban bo let you entér the local NAS admemstrabion web = Cugable
page bo wew the NAS lundtbions and setings. = Remave
XBMC ¥BMC is an award-winning free and open source (GPL) software = Disable
— medea player and entertasment hub for digital media.Enjoy the = Remave

comfort of wour kving room and play movies, photos, and music
directly on your TV. Powered by XBMIC, the QNAP NAS is now also a
Feme entertainment hub and 3 madia player!

4
g
R

YouTube Smply browse and chick to enjoy millions of videos with YouTube on = Disable
wour TV. = Remaye

Bs

Note:

Keeping staying at XBMC, Chrome, or other applications could affect the hard drive

hibernation of the NAS. Please always exit the application and return to the HD

Station portal.

e Press the power button on the remote control for 6 seconds anytime to exit an
application.

e Press the one touch copy button on the NAS for 6 seconds to restart the HD Station.

e For the best HD Station experience, QNAP recommends upgrading your Turbo NAS
memory to 2GB or more.

e To use the AirPlay function provided by XBMC, please upgrade your Turbo NAS
memory to 2GB or more.

e The HD Station will restart when formatting an USB external device.

e The first time XBMC is launched, it will index the “Multimedia” shared folder and it may

consume a lot of system resources if the folder contains a lot of multimedia files.

After installation, please choose your preferred language on the TV screen.
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Select your preferred language
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After selecting the language, you will see the HD Station portal as shown below.

4.Start using the HD Station: At the HD Station portal, simply choose the

application you want to use to start enjoying the service.
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XBMC

Enjoy the comfort of your living room and play movies, photos, and music directly on

your TV by XBMC.

Recently sd2ed movled
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Take a picture with your smart phone and watch on your TV

The first part is done by the Qfile on your phone:
a. Use the Qfile to browse your NAS

b. Choose the multimedia shared folder

c. Select the upload function

d. Take a picture and upload it to the NAS

The second part is performed by the HD Station on your TV:
e.Turn on your TV and choose XBMC

f. Choose “Pictures” like below:

g. Select the “Multimedia” folder
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View the photos on your USB device or camera

a. Connect your USB device or camera to the USB port of your NAS
b. Choose “Pictures”
c. Choose “"USBDisk”

d. Select the photo you want to view
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Import the media contents to your NAS

Use one of the several types of network protocols (Samba, AFP, FTP, and NFS) to save
the media content files in the "Multimedia" or "Qmultimedia" shared folder, or copy them
from an external USB or eSATA device.

To browse the media contents in different folders other than the default “Multimedia”
shared folder, perform the following steps:

a. Choose "Files" under "Videos"

b. Choose "Add Videos"

c. Click "Browse"
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d. Choose "Root filesystem"

— HDHomerumn Devices

=Nongs

e. Choose "share"
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f. If you want to add the "Download" shared folder, for example, choose "Download" like
below. Otherwise, just choose the shared folder you would like to add as a video

source.

Y Download

=< Nonex

g. Click "OK" to add this source.
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h.You will see the "Download" shared folder in the list.

Note:

e If you encounter any video playback quality issues with some video formats, you may
enable the following settings on the XBMC:

e Go to “Setting” > “Video” > “Playback”, and then enable "Adjust display refresh rate

to match video" and "Sync playback to display".
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Chrome

Select the Chrome application at the main page of the HD Station like below:

You may surf the web like using a web browser on your PC.

;!I- w

& [ wwwgooghe com bw

Note: In order to use this application, you are required to use the mouse function on
the Qremote, or use the USB mouse directly connected to the NAS.
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e

In order to use this function, please connect a
USBE mouse to the NAS or use Qremote app.
Are you sure you want to use this function?
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YouTube

Enjoy the YouTube contents via the HD Station.

Search Results Toyie q

HOME , HOME
- {Official Movie) THRIVE: What On Earth Will It Take?

24 hours on |_'.|'.,|||£|"_:I:'_::

Blood and Bome-Full Mowie

E_ Zomblies - Official Full LEI'II;_EH'I Movie
B

w
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MyNAS

Enter the local NAS administration web page to view the NAS functions and settings.

MyNAS

QNAP 15

Turbo System

N N
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Configure the settings of the HD Station

Configure the HD Station by choosing "Settings" at the HD Station portal.

i. App: The applications can be enabled or disabled in this feature.

Settings

ii. Display: Here you may change the screen resolution and set up to turn off the screen

after an amount of idle time.
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Settings

Resolution

Turn off the screen when idle

ii. Preferences: Here you may change the language or type of remote control and audio
output. The default setting is HDMI. If you have a USB sound card installed, you can
choose that option in the NAS Audio Output.

Settings

Language English
NAS Audio Output Default (HDMI 0/3)
Remote Control QNAP

Note: Only the QNAP remote or MCE remote control is supported. NOT all the x69
models support the internal remote and the TS-x70 models only support the MCE

remote control.
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Remote Control Mappings

11

- 15

19

22

2f

29

31

38

— 40
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10
11

12

13

14

15
16

17

18

19

RM-IR001

Action MCE Remote XBMC HD Station
Remote Control Function
Control
Power Power N/A Power 1 Power menu
Mute OK Mute 13 | Mute
Number |0,1,2,3,4,5, OK o0,1,2,3,4,5,6/18 |0,1,2,3,4,5,6,
6,7,8,9 ,7,8,9 7,8,9
Vol+, Vol- OK Vol+, Vol- 12 | Vol+, Vol-
List/Icon N/A View mode
Search N/A
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TV Out 8 N/A
Settings 7 N/A Settings
Shortcu | Red - 9 OK Red - 3 Home
t (Home) (Home)
Green 10 |OK Green 4 Video menu
(Video) (Video)
Yellow 11 |OK Yellow 22 | Music menu
(Music) (Music)
Blue 12 |OK Blue 23 | Photo menu
(Picture) (Picture)
Video Bookmark 13 |N/A Favorite
Menu
Repeater 14 | N/A Repeater
Guide 16 | N/A Help
Record 15 | N/A
CH- 17 | Previous Previous 32 | Skip back
CH+ 18 | Next Next 33 | Skip forward
Go to 20 | N/A Video
progress bar
Info 19 |OK Info 10 | File info
Play Home 21 |OK Home menu
Control
Resume 22 |N/A Now playing
Return 28 |OK Back 7 Back
Options 29 | N/A More Playback
menu
OK 25 |OK OK 7 OK OK
Up 23 |OK Up 7 Up Up
Down 26 |OK Down 7 Down Down
Right 27 |OK Right 7 Right Right
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Left 24 |OK Left 7 | Left Left
Video Move 30 |OK Move 16 |Move
Play backward backward backward
Move 31 |OK Move 31 | Move forward
forward forward
Play 32 |OK Play 15 | Play
Slow 33 | N/A Slow
Pause 34 |OK Pause 30 | Pause
Stop 35 |OK Stop 33 | Stop
Video Audio 36 | Audio List Language
Setting track
Top/ Menu |37 |Video List Movie menu
Subtitle 38 |OK Subtitle 2 | Subtitle track
Zoom 39 | N/A Zoom
Pop up 40 | N/A Movie menu
Angle 41 | N/A Angle
Input Clear (N/A) |19 |Clear
OK Enter 34 | Confirm
Switch 27
16:9/ 4:3
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8.9 Surveillance Station Pro

The Surveillance Station Pro offers live video monitoring and recording of IP cameras on
the local network or the Internet. Enable this feature in “Control Panel” > “Applications”

> “Station Manager”.

2 & =B &8 E 6 » x -°

Station Backup iTunes Server DLMA Media Media Library \Weh Server LDAP Server VPN Service
Manager Station Server
Photo Station Music Station Multimedia Station File Station Download Station Surveillance Station Pro
setings |

Enable Surveillance Station
License Management

Enable Surveillance Station
Reqular login (http://192.168.0.17:8080/surveillance)

Apply

Please visit http://www.gnap.c en/index.php?lang=en&sn=4 for the IP cameras

compatibility list.

The application is compatible with more than 1400 IP cameras, supports adding extra
number of recording channels by license management, user access control, advanced
alarm settings, etc. The Surveillance Station Pro offers one free recording channel by
default. To add extra number of recording channels, please purchase the license at the
QNAP License Store (http://license.gnap.com) or contact an authorized reseller.

The following Turbo NAS models support the Surveillance Station Pro by default.

NAS models

TS-269 Pro, TS-469 Pro, TS-569 Pro, TS-669 Pro, TS-869 Pro, TS-469U-RP/SP, TS-
869U-RP, TS-1269U-RP, TS-269L, TS-469L, TS-569L, TS-669L, TS-869L

The Surveillance Station Pro can be installed on other Turbo NAS models by installing the
add-on in “App Center” (launched from the NAS Desktop or Main Menu.)

NAS models Maximum number of recording
channels supported (by license
purchase with the Surveillance Station
Pro)

ARM series (TS-x10, x12, x19, x20, x21) 8
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x86 series (TS-x39, x59, x69, x70 Pro, SS- |16
x39, SS-469 Pro)
TS-x70U, TS-x79 series 40
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Use the Surveillance Station Pro

Click the service link on “Control Panel” > “Applications” > “Station Manager” >
“Surveillance Station” to connect to the application. Enter the username and password

when you are prompted to.

Note: For live view and playback, the Surveillance Station Pro supports the following

platforms:

e Windows PC: 32-bit Internet Explorer version 9.0 or above, Google Chrome, or Mozilla
Firefox

e Mac OS X: QNAP Surveillance Client for Mac (http://www.gnap.com/utility)

To set up your network surveillance system by the NAS, follow the steps below:
1. Plan your home network topology

2.Set up the IP cameras

3. Configure the camera settings on the NAS

4. Configure your NAT router (for remote monitoring over the Internet)

Plan your home network topology

Write down your plan of the home network before setting up the surveillance system.
Consider the following when doing so:
i. The IP address of the NAS

ii. The IP address of the IP cameras

Your computer, the NAS, and the IP cameras should be connected to the same router on
the LAN. Assign fixed IP addresses to the NAS and the IP cameras. For example,

e The LAN IP of the home router: 192.168.1.100

e Camera 1 IP: 192.168.1.10 (fixed IP)

e Camera 2 IP: 192.168.1.20 (fixed IP)

e NAS IP: 192.168.1.60 (fixed IP)
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Camera 1

®

LAN IP:192.168.1.10
~

Internet

DSL/Cable
modem

QNAP NAS

Camera 2
" g
LAN IP:192.168.1.10 LAN IP:192.168.1.60
: .
”
| '
Fd
1 -
I 3
1 ”
-~
| '
”~
~ I -
~ 1 ”
1
1

NAT rouber PC

LAN 1P:192.168.1.100 LAN IP:192.168.1.32
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Set up the IP cameras

In this example, two IP cameras will be installed. Connect the IP cameras to your home
network. Then set the IP address of the cameras so that they are in the same LAN as
the computer. Login the configuration page of the Camera 1 by a web browser. Enter the
IP address of the first IP camera as 192.168.1.10. The default gateway should be set as
the LAN IP of the router (192.168.1.100 in this example). Then configure the IP address
of the second IP camera as 192.168.1.20.

Some IP cameras provide a utility for IP configuration. You may refer to the user manual

of the cameras for further details.

Surveillance Station Pro

,,% Ed Monitor » Playback

4 Camera Settings

Ch. I No. Camera Name Brand
E. Camera Status 20NE

1 Camera 1 Axis

@ Recording Settings E SR o
@ Schedule Settings 3
H Alarm Settings )
4 System Settings

9, Advanced Settings Camera Brand: Sony .t
X Privilege Settings Camera Model; Sony SNC-DF50 2
&4 Protocol Management Camera Name: Camera 2

Surveillance Logs 1P Address: l:l

License Management port: 2009

WAN IP Address:

Port: a0
User Name: admin

Test
Password:  aeeses

[¥] Enable recording on this camera

* Please refer to http://www.gnap.com for the supported network camera list.

714




Configure the camera settings on the NAS
Login the Surveillance Station Pro by a web browser to configure the IP cameras. Go to
“Camera Settings” > “"Camera Configuration”. Enter the IP camera information, for

example, name, model, and IP address.

Click “Test” on the right to ensure the connection to the IP camera is successful.

If your IP camera supports audio recording, you may enable the option on the “Recording
Settings” page. Click “"Apply” to save the changes.

Video Compression: Motion JPEG R
Resolution: 320%240(QVGA) e
Frame Rate: 10 Bt
Quality: Level 5 b
Enable audio recording on this camera

Configure the settings of IP camera 2 following the above steps.

 (BuMoniton, ] L, o

time you connect to this page by a web browser, you have to install additional plug-ins

After you have added the network cameras to the NAS, clic

in order to view the images of IP camera 1 and IP camera 2. You can start to use the

monitoring and recording functions of the Surveillance Station Pro.
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To use other functions such as motion detection recording, scheduled recording, and

video playback, see the online help.
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Configure your NAT router (for remote monitoring over the
Internet)

To view the monitoring video and connect to the NAS remotely, you need to change the

network settings by forwarding different ports to the corresponding LAN IP on your NAT

router.
® ® } |
- - :
Camera 1 Camera 2
i

LAN IP:192.168.1.10 LAN IP:192.168.1.20 LAN IP:192.168.1.60
Port: 81 Port: 82 Port: 8000

N 1 o

~ 1 ”
E -
Y 1 4
~ 4
= 1 -’
-~ 1 '
~ ”
~ 1 -
~ ”
~ | -
~ ”
~ 1 -
~ 1 - —
Y o ) I |
Internet = _\/ ______ h‘ ________ Iﬂl;-
DSL/Cable NAT rouber FC
modem
LAN IP:192.168.1.100 LAN IP:192.168.1.32

717



Change the port settings of the NAS and the IP cameras

The default HTTP port of NAS is 8080. In this example, the port is changed to 8000.
Therefore, you have to connect to the NAS via http://NAS IP:8000 after applying the
settings.

Then login the network settings page of the IP cameras. Change the HTTP port of IP
camera 1 from 80 to 81. Then change the port of IP camera 2 from 80 to 82.

Next, login the Surveillance Station Pro. Go to “"Camera Settings” > “"Camera
Configuration”. Enter the port numbers of IP camera 1 and IP camera 2 as 192.168.1.10
port 81 and 192.168.1.20 port 82 respectively. Enter the login name and the password
for both IP cameras.

Besides, enter the WAN IP address (or your domain address on the public network, for
example, MyNAS.dyndns.org) and the port on the WAN for the connection from the
Internet. After finishing the settings, click "Test” to verify the connection.

Surveillance Station Pro

B Ed monitar »  Playback
4 Camera Settings
£ Camera Status Channel No. Camera Name Brand
= BT 1 Camera 1 Axis
® Recording Settings % GRS Sony
@ Schedule Settings 3
B Alarm Settings 4
4 System Settings
‘\, Advanced Settings Camera Brand: Axis -
A rrivilege Settings Camera Model: Axis M1011{W) et
&4 Protocol Management Camera Name: Camera 1
SULSISSeS foo 1P Address: 192.168.1.10
License Management Port: a1
WAN IP Address: myNAS.dyndns.org
Port: 81
User Nama: root

Test

Password: e

V| Enable recording on this camera

Go to the configuration page of your router and configure the port forwarding as below:
e Forward port 8000 to the LAN IP of the NAS: 192.168.1.60

e Forward port 81 to the LAN IP of IP camera 1: 192.168.1.10

e Forward port 82 to the LAN IP of IP camera 2: 192.168.1.20

Note: When you change the port settings, make sure remote access is allowed. For

example, if you office network blocks the port 8000, you will not be able to connect to
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your NAS from the office.

After you have configured the port forwarding and the router settings, you can start to

use the Surveillance Station for remote monitoring over the Internet.

Connect to the snapshots and video recordings of Surveillance Station:

All the snapshots are saved in "My Documents” > “Snapshot” (Windows XP) in your

computer. If you are using Windows 7 or Vista, the default directory is “Documents” >

“Snapshot”.
-
& Snapshot

File  Edit  “iew Fawaorites  Tools  Help

eBack - -\;) l@ pSearch [Lﬁ Folders v

: Address | C:iDocuments and Settingsiuserity Documents)s

Marne

File and Folder Tasks ¥ | BE| Camera 1 2008-05-30-17-05-12.jpg

B Camera 2 2005-05-30-16-42-01.jpg
Other Places

Details

V| Go
Size | Type

66 KE  ACDSes 9.0 JPEG L.,
208 KE ACDSee 9.0 JPEGI..

| >

Q My Computer

The video recordings will be saved in \\NASIP\Qrecordings or \\NASIP\Recordings. The

general recordings are saved in the folder “record_nvr” and the alarm recordings are

saved in the folder “record_nvr_alarm”.
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8.10 App Center

The App Center is an app store for installing apps onto the NAS. Users can search for,

install, remove and update apps through the App Center.

ﬂ Search Q )

App Center

o®8

| Update All || Refresh || Install Manually | w

Update EJ

All Apps
QNAP Select
Recommended
Beta Lab

Business Partner

B Backup/Sync

&l Business

g Content Management
4. Communications

‘\ Developer Tools

¥ Dpownload

@ Entertainment
Surveillance

9, Utilities

) Education

Surveillance
Station Pro

Surveillance
(2.0)

1. @] ¢ upsae

Video Station

Entertainment
(1.0.2)

Download Station

Download
(3.0)

+ Launch

o

Music Station

Entertainment
(4.0)

+ Launch

Multimedia
Station

Entertainment
(3.0)

+ Launch

Photo Station ? Squid
Entertainment Business
(3.0) (3.1.16.4)
« Launch « Launch
T——

-

m

The App Center can be launched from the Main Menu or the App Center icon (

A Cintaar ) on the NAS Desktop.
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APPLICATIOMNS

Music Station

Wideo Station

Multimedia Station

Download Station

File Station

Surveillance Station Pro

allwlli< - Jl©

SYSTEMS

Control Panel

Storage Manager

lzars

Backup Station

my QMAPCloud

Qsync (Beta)

jlo)i o Tl gles

App Center

Cuick Start
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Browse and search for apps

Apps are classified into categories listed in the left panel:

E—

Update 3

All Apps
QNAP Select
Recommended
Beta Lab

Business Partner

B Backup/Sync

Business

B o

Content Management
Communications
Developer Tools

Download

D |« M B

Entertainment
Surveillance
2, Utilities

“# Education

e My Apps: list apps that have been installed on the NAS. Note that the number shown (

M) is the number of app updates available now.

e All Apps: list all apps that can be installed on the NAS.

e QNAP Select: list apps developed by QNAP.

¢ Recommended: list apps recommended by QNAP (they could be developed by QNAP or
third party developers.)
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e Beta Lab: list beta apps for your first-hand experiences.
e Apps by types: from Backup/Sync to Education, those are app categories listed to

facilitate your app searches.

To search for an app, click the desired category introduced above or key in the keyword

in the search box. Note that the search box will only search for apps within the selected

category.
£ Corstation x)
My Apps All Apps
Update E3
D] station
All Apps
Entertainment
Recommended + AddTo QTS
Beta Lab

Business Partner

Backup/Sync

Bl Business

@ Content Management
M. Communications

A, Developer Tools

¥ Download

& Entertainment
Surveillance

A, Utilities

& Education
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Install, update and remove apps

To install an app, click the “+ Add to QTS” button and the installation process will begin.

D1 Station

Entertainment
(1.2.267)

+ AddTo QTS

S

After the installation process is complete, the “+ Add to QTS” button will turn to the
“Launch” button and you can directly click this button to launch this newly installed app.

This newly installed app will then show up in My Apps.

D1 Station

Entertainment

W Laun:

T -

Note:

e Make sure the NAS is connected to the Internet.

¢ QNAP is not responsible for troubleshooting any issues caused by the open source
software/add-ons. Users are recommended to participate in the discussion in the
QNAP community forum or contact the original creators of the open source software

for the solutions.
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e When installing an add-on which requires a prerequisite QPKG, the prerequisite add-on

will be added to the installation queue automatically prior to the dependent add-on.

To update an app, click "Update” and click "OK” to confirm.

Squid
&

1 .
3 Business
(2.1.16.3)

f {\_]i. i'. ]

hf' -E:J’
. . | Update All | ) . )
Alternatively, you may click — " on top right side of the screen to install all
| Refresh | .
updates and “————==' to refresh for the latest updates. The button will turn to

“Launch” to signify that the update has been complete for an app.

To remove an app, first click an installed app to open its introduction page. click

“Remove” on the page to uninstall it from the NAS and click "Ok” to confirm.
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DJ Station

W1.2.267 (2013/04/25) | Entertainment | Total Installs: 741

| & Remaove

(I

DiStation

["CINP -

| o, § T

Developer: QNAP Systems, Inc.
Resource: Forum

Language: English, @4z, §
o=, Czech, Dansk, Deutsch,
Espatial, Frangais, Italiano, B4
£5, 2, MNorsk, Polski, Pyecrad,
Suomi, Svenska, Nederlands,
Turk dili, "y, Portugués,
Magyar, EXpenat, Roman

Description:

0] Station is a live audio
streaming service that you can
set up your personal radio
station by creating custom
playlists and broadcasting your
favorite music to your friends
on Facebook, The DI Station

il o aale e —emiihe. fon

Note:

e click -'———D to enable or disable an app.

e For more apps, please visit the QNAP official site (Resources > App Center).
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Offline installation

To install apps when the NAS is offline or beta apps that are not officially available on
the QNAP App server, users can download the app files from QNAP website (http://www.
gnap.com/QPKG.asp) or forum (http://forum.gnap.com/), unzip the files, and install the

Install Manually |

apps manually by clicking on top right side of the page.

F =
Install a new app manually R

To install a package, please follow the steps below:

1. Click here to browse more QPEG add-ons including those newly
developed ones from the QPKG lab, You can download and unzip the
add-ons to your computer,

DPEG Development: If yvou would like to develop QPKG add-ons, the QDK

has the tools, documentation, and sample codes you need to create great

applications.

2, Browse to the location where the unzipped file is, and then click [Install].

Browse... Install

Close
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9. Use the LCD Panel

This feature is only provided by the NAS models with LCD panels. Please visit http://

www.gnap.com for details.

You can use the LCD panel to perform disk configuration and view the system

information.

When the NAS has started up, you will be able to view the NAS name and IP address:

For the first time installation, the LCD panel shows the number of hard drives detected

and the IP address. You may select to configure the hard drives.

Number of hard
Default disk

drives . . Available disk configuration options*
configuration

detected

1 Single Single

2 RAID 1 Single -> JBOD ->RAID 0 -> RAID 1

3 RAID 5 Single -> JBOD -> RAID 0 -> RAID 5

4 or above RAID 5 Single ->JBOD -> RAID 0 -> RAID 5 -> RAID 6

*Press the “Select” button to choose the option, and press the “Enter” button to

confirm.

For example, when you turn on the NAS with 5 hard drives installed, the LCD panel

shows:

You can press the “"Select” button to browse more options, for example, RAID 6.

Press the “Enter” button and the following message shows. Press the “Select” button to

select “Yes” to confirm.
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When you execute RAID 1, RAID 5, or RAID 6 configuration, the system will initialize the
hard drives, create the RAID device, format the RAID device, and mount it as a volume
on the NAS. The progress will be shown on the LCD panel. When it reaches 100%, you
can connect to the RAID volume, for example, create folders and upload files to the
folders on the NAS. In the meantime, to make sure the stripes and blocks in all the RAID
component devices are ready, the NAS will execute RAID synchronization and the
progress will be shown on “Storage Manager” > “Volume Management” page. The
synchronization rate is around 30-60 MB/s (varies depending on the hard drive models,

system resource usage, etc.)

Note: If a member drive of the RAID configuration was lost during the synchronization,
the RAID device will enter degraded mode. The volume data is still accessible. If you
add a member drive to the device, it will start to rebuild. You can check the status on

the “Volume Management” page.

To encrypt the disk volume*, select “Yes” when the LCD panel shows <Encrypt Volume?
>. The default encryption password is "admin”. To change the password, login the NAS

with an administrator account and change the settings in “Storage Manager” >

“Encrypted File System”.

o o G N N I e e e N G

HECEEEOOEEEEEEEE

When the configuration is finished, the NAS name and IP address will be shown. If the

NAS fails to create the disk volume, the following message will be shown.

*This feature is not supported by TS-110, TS-119, TS-210, TS-219, TS-219P, TS-410,
TS-419P, TS-410U, TS-419U, TS-119P+, TS-219P+, TS-419P+, TS-112, TS-212, TS-
412, TS-419U+, TS-412U.

The data encryption functions may not be available in accordance to the legislative

restrictions of some countries.
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View system information by the LCD panel

When the LCD panel shows the NAS name and IP address, you may press the “Enter”
button to enter the Main Menu. The Main Menu consists of the following items:
.TCP/IP

. Physical disk

.Volume

.System

. Shut down

. Reboot

. Password

.Back

0 N O L1 A W N -

TCP/IP

In TCP/IP, you can view the following options:
1. LAN IP Address

2. LAN Subnet Mask

3. LAN Gateway

4.LAN PRI. DNS

5.LAN SEC. DNS

6. Enter Network Settings

e Network Settings — DHCP
Network Settings — Static IP*
Network Settings — BACK
7.Back to Main Menu

* In Network Settings - Static IP, you can configure the IP address, subnet mask,
gateway, and DNS of LAN 1 and LAN 2.
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Physical disk

In Physical disk, you can view the following options:
1. Disk Info

2.Back to Main Menu

The disk info shows the temperature and the capacity of the hard drives.

of e fe ) frlemefeqelolcfe

Volume
This section shows the hard drive configuration of the NAS. The first line shows the RAID
configuration and storage capacity; the second line shows the member drive number of

the configuration.

Rlafegel= b P fre]efele

If there is more than one volume, press the “Select” button to view the information. The

following table shows the description of the LCD messages for RAID 5 configuration.

LCD Display Drive configuration
RAID5+S RAIDS5+spare

RAID5 (D) RAID 5 degraded mode
RAID 5 (B) RAID 5 rebuilding

RAID 5 (S) RAID 5 re-synchronizing
RAID 5 (U) RAID 5 is unmounted
RAID 5 (X) RAID 5 non-activated
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System

This section shows the system temperature and the rotation speed of the system fan.

HEOINERORIEaEa
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Shut down

Use this option to turn off the NAS. Press the “Select” button to select “Yes”. Then

press the “Enter” button to confirm.

Reboot
Use this option to restart the NAS. Press the “Select” button to select “Yes”. Then press

the “Enter” button to confirm.

Password

The default password of the LCD panel is blank. Enter this option to change the

password of the LCD panel. Select “Yes” to continue.

EEEEENDOESOOEEEE

You may enter a password of maximum 8 numeric characters (0-9). When the cursor

moves to “OK", press the “Enter” button. Verify the password to confirm the changes.

Back

Select this option to return to the main menu.
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System Messages

When the NAS encounters system error, an error message will be shown on the LCD
panel. Press the “Enter” button to view the message. Press the “Enter” button again to

view the next message.

sPvfefefedmg efeledede b

System Message Description

Sys. Fan Failed The system fan fails.

Sys. Overheat The system overheats.

HDD Overheat A hard drive overheats.

CPU Overheat The CPU overheats.

Network Lost Both LAN 1 and LAN 2 are disconnected in failover or load

balancing mode.

LAN1 Lost LAN 1 is disconnected.

LAN2 Lost LAN 2 is disconnected.

HDD Failure A hard drive fails.

Voll Full The disk volume (1) is full.

HDD Ejected A hard drive is ejected.

Voll Degraded The disk volume (1) is in degraded mode.
Voll Unmounted The disk volume (1) is unmounted.

Voll Nonactivate The disk volume (1) is inactive.
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10. GNU GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document,

but changing it is not allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other kinds of

works.

The licenses for most software and other practical works are designed to take away your
freedom to share and change the works. By contrast, the GNU General Public License is
intended to guarantee your freedom to share and change all versions of a program--to
make sure it remains free software for all its users. We, the Free Software Foundation,
use the GNU General Public License for most of our software; it applies also to any other

work released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General
Public Licenses are designed to make sure that you have the freedom to distribute copies
of free software (and charge for them if you wish), that you receive source code or can
get it if you want it, that you can change the software or use pieces of it in new free

programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or
asking you to surrender the rights. Therefore, you have certain responsibilities if you
distribute copies of the software, or if you modify it: responsibilities to respect the

freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you
must pass on to the recipients the same freedoms that you received. You must make
sure that they, too, receive or can get the source code. And you must show them these

terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert

copyright on the software, and (2) offer you this License giving you legal permission to
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copy, distribute and/or modify it.

For the developers' and authors' protection, the GPL clearly explains that there is no
warranty for this free software. For both users' and authors' sake, the GPL requires that
modified versions be marked as changed, so that their problems will not be attributed

erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the
software inside them, although the manufacturer can do so. This is fundamentally
incompatible with the aim of protecting users' freedom to change the software. The
systematic pattern of such abuse occurs in the area of products for individuals to use,
which is precisely where it is most unacceptable. Therefore, we have designed this
version of the GPL to prohibit the practice for those products. If such problems arise
substantially in other domains, we stand ready to extend this provision to those domains

in future versions of the GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not
allow patents to restrict development and use of software on general-purpose
computers, but in those that do, we wish to avoid the special danger that patents
applied to a free program could make it effectively proprietary. To prevent this, the GPL

assures that patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS
0. Definitions.

"This License' refers to version 3 of the GNU General Public License.

'Copyright' also means copyright-like laws that apply to other kinds of works, such as

semiconductor masks.

'The Program' refers to any copyrightable work licensed under this License. Each licensee

is addressed as 'you'. 'Licensees' and 'recipients' may be individuals or organizations.

To 'modify' a work means to copy from or adapt all or part of the work in a fashion
requiring copyright permission, other than the making of an exact copy. The resulting

work is called a 'modified version' of the earlier work or a work 'based on' the earlier work.

A 'covered work' means either the unmodified Program or a work based on the Program.
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To 'propagate' a work means to do anything with it that, without permission, would make
you directly or secondarily liable for infringement under applicable copyright law, except
executing it on a computer or modifying a private copy. Propagation includes copying,
distribution (with or without modification), making available to the public, and in some

countries other activities as well.

To 'convey' a work means any kind of propagation that enables other parties to make or
receive copies. Mere interaction with a user through a computer network, with no

transfer of a copy, is not conveying.

An interactive user interface displays 'Appropriate Legal Notices' to the extent that it
includes a convenient and prominently visible feature that (1) displays an appropriate
copyright notice, and (2) tells the user that there is no warranty for the work (except to
the extent that warranties are provided), that licensees may convey the work under this
License, and how to view a copy of this License. If the interface presents a list of user

commands or options, such as a menu, a prominent item in the list meets this criterion.

1. Source Code.
The 'source code' for a work means the preferred form of the work for making

modifications to it. 'Object code' means any non-source form of a work.

A 'Standard Interface' means an interface that either is an official standard defined by a
recognized standards body, or, in the case of interfaces specified for a particular
programming language, one that is widely used among developers working in that

language.

The 'System Libraries' of an executable work include anything, other than the work as a
whole, that (a) is included in the normal form of packaging a Major Component, but
which is not part of that Major Component, and (b) serves only to enable use of the
work with that Major Component, or to implement a Standard Interface for which an
implementation is available to the public in source code form. A 'Major Component’, in this
context, means a major essential component (kernel, window system, and so on) of the
specific operating system (if any) on which the executable work runs, or a compiler used

to produce the work, or an object code interpreter used to run it.

The 'Corresponding Source' for a work in object code form means all the source code
needed to generate, install, and (for an executable work) run the object code and to
modify the work, including scripts to control those activities. However, it does not

include the work's System Libraries, or general-purpose tools or generally available free
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programs which are used unmodified in performing those activities but which are not part
of the work. For example, Corresponding Source includes interface definition files
associated with source files for the work, and the source code for shared libraries and
dynamically linked subprograms that the work is specifically designed to require, such as
by intimate data communication or control flow between those subprograms and other

parts of the work.

The Corresponding Source need not include anything that users can regenerate

automatically from other parts of the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the
Program, and are irrevocable provided the stated conditions are met. This License
explicitly affirms your unlimited permission to run the unmodified Program. The output
from running a covered work is covered by this License only if the output, given its
content, constitutes a covered work. This License acknowledges your rights of fair use

or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without
conditions so long as your license otherwise remains in force. You may convey covered
works to others for the sole purpose of having them make modifications exclusively for
you, or provide you with facilities for running those works, provided that you comply with
the terms of this License in conveying all material for which you do not control copyright.
Those thus making or running the covered works for you must do so exclusively on your
behalf, under your direction and control, on terms that prohibit them from making any

copies of your copyrighted material outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated

below. Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any
applicable law fulfilling obligations under article 11 of the WIPO copyright treaty adopted
on 20 December 1996, or similar laws prohibiting or restricting circumvention of such

measures.

When you convey a covered work, you waive any legal power to forbid circumvention of
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technological measures to the extent such circumvention is effected by exercising rights
under this License with respect to the covered work, and you disclaim any intention to
limit operation or modification of the work as a means of enforcing, against the work's
users, your or third parties' legal rights to forbid circumvention of technological

measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice; keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code; keep intact all
notices of the absence of any warranty; and give all recipients a copy of this License

along with the Program.

You may charge any price or no price for each copy that you convey, and you may offer

support or warranty protection for a fee.

5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it from
the Program, in the form of source code under the terms of section 4, provided that you

also meet all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a
relevant date.

b) The work must carry prominent notices stating that it is released under this License
and any conditions added under section 7. This requirement modifies the requirement in
section 4 to 'keep intact all notices'.

c) You must license the entire work, as a whole, under this License to anyone who
comes into possession of a copy. This License will therefore apply, along with any
applicable section 7 additional terms, to the whole of the work, and all its parts,
regardless of how they are packaged. This License gives no permission to license the
work in any other way, but it does not invalidate such permission if you have separately
received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal
Notices; however, if the Program has interactive interfaces that do not display
Appropriate Legal Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which are
not by their nature extensions of the covered work, and which are not combined with it

such as to form a larger program, in or on a volume of a storage or distribution medium,
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is called an 'aggregate' if the compilation and its resulting copyright are not used to limit
the access or legal rights of the compilation's users beyond what the individual works
permit. Inclusion of a covered work in an aggregate does not cause this License to apply

to the other parts of the aggregate.

6. Conveying Non-Source Forms.
You may convey a covered work in object code form under the terms of sections 4 and
5, provided that you also convey the machine-readable Corresponding Source under the

terms of this License, in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by the Corresponding Source fixed on a durable
physical medium customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by a written offer, valid for at least three years and
valid for as long as you offer spare parts or customer support for that product model, to
give anyone who possesses the object code either (1) a copy of the Corresponding
Source for all the software in the product that is covered by this License, on a durable
physical medium customarily used for software interchange, for a price no more than
your reasonable cost of physically performing this conveying of source, or (2) access to
copy the Corresponding Source from a network server at no charge.

¢) Convey individual copies of the object code with a copy of the written offer to
provide the Corresponding Source. This alternative is allowed only occasionally and
noncommercially, and only if you received the object code with such an offer, in accord
with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a
charge), and offer equivalent access to the Corresponding Source in the same way
through the same place at no further charge. You need not require recipients to copy
the Corresponding Source along with the object code. If the place to copy the object
code is a network server, the Corresponding Source may be on a different server
(operated by you or a third party) that supports equivalent copying facilities, provided
you maintain clear directions next to the object code saying where to find the
Corresponding Source. Regardless of what server hosts the Corresponding Source, you
remain obligated to ensure that it is available for as long as needed to satisfy these
requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform other
peers where the object code and Corresponding Source of the work are being offered to

the general public at no charge under subsection 6d.
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A separable portion of the object code, whose source code is excluded from the
Corresponding Source as a System Library, need not be included in conveying the object

code work.

A 'User Product' is either (1) a 'consumer product', which means any tangible personal
property which is normally used for personal, family, or household purposes, or (2)
anything designed or sold for incorporation into a dwelling. In determining whether a
product is a consumer product, doubtful cases shall be resolved in favor of coverage. For
a particular product received by a particular user, 'normally used' refers to a typical or
common use of that class of product, regardless of the status of the particular user or of
the way in which the particular user actually uses, or expects or is expected to use, the
product. A product is a consumer product regardless of whether the product has
substantial commercial, industrial or non-consumer uses, unless such uses represent the

only significant mode of use of the product.

'Installation Information' for a User Product means any methods, procedures,
authorization keys, or other information required to install and execute modified versions
of a covered work in that User Product from a modified version of its Corresponding
Source. The information must suffice to ensure that the continued functioning of the
modified object code is in no case prevented or interfered with solely because

modification has been made.

If you convey an object code work under this section in, or with, or specifically for use
in, a User Product, and the conveying occurs as part of a transaction in which the right
of possession and use of the User Product is transferred to the recipient in perpetuity or
for a fixed term (regardless of how the transaction is characterized), the Corresponding
Source conveyed under this section must be accompanied by the Installation
Information. But this requirement does not apply if neither you nor any third party retains
the ability to install modified object code on the User Product (for example, the work has
been installed in ROM).

The requirement to provide Installation Information does not include a requirement to
continue to provide support service, warranty, or updates for a work that has been
modified or installed by the recipient, or for the User Product in which it has been
modified or installed. Access to a network may be denied when the modification itself
materially and adversely affects the operation of the network or violates the rules and

protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with
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this section must be in a format that is publicly documented (and with an implementation
available to the public in source code form), and must require no special password or key

for unpacking, reading or copying.

7. Additional Terms.

'Additional permissions' are terms that supplement the terms of this License by making
exceptions from one or more of its conditions. Additional permissions that are applicable
to the entire Program shall be treated as though they were included in this License, to
the extent that they are valid under applicable law. If additional permissions apply only
to part of the Program, that part may be used separately under those permissions, but
the entire Program remains governed by this License without regard to the additional

permissions.

When you convey a copy of a covered work, you may at your option remove any

additional permissions from that copy, or from any part of it. (Additional permissions may
be written to require their own removal in certain cases when you modify the work.) You
may place additional permissions on material, added by you to a covered work, for which

you have or can give appropriate copyright permission.

Notwithstanding any other provision of this License, for material you add to a covered
work, you may (if authorized by the copyright holders of that material) supplement the

terms of this License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16
of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions in
that material or in the Appropriate Legal Notices displayed by works containing it; or

¢) Prohibiting misrepresentation of the origin of that material, or requiring that modified
versions of such material be marked in reasonable ways as different from the original
version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the material;
or

e) Declining to grant rights under trademark law for use of some trade names,
trademarks, or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who
conveys the material (or modified versions of it) with contractual assumptions of liability
to the recipient, for any liability that these contractual assumptions directly impose on
those licensors and authors.

All other non-permissive additional terms are considered 'further restrictions' within the
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meaning of section 10. If the Program as you received it, or any part of it, contains a
notice stating that it is governed by this License along with a term that is a further
restriction, you may remove that term. If a license document contains a further
restriction but permits relicensing or conveying under this License, you may add to a
covered work material governed by the terms of that license document, provided that

the further restriction does not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the
relevant source files, a statement of the additional terms that apply to those files, or a

notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately

written license, or stated as exceptions; the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided under
this License. Any attempt otherwise to propagate or modify it is void, and will
automatically terminate your rights under this License (including any patent licenses

granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and until the copyright holder
explicitly and finally terminates your license, and (b) permanently, if the copyright holder
fails to notify you of the violation by some reasonable means prior to 60 days after the

cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the
copyright holder notifies you of the violation by some reasonable means, this is the first
time you have received notice of violation of this License (for any work) from that
copyright holder, and you cure the violation prior to 30 days after your receipt of the

notice.

Termination of your rights under this section does not terminate the licenses of parties
who have received copies or rights from you under this License. If your rights have been
terminated and not permanently reinstated, you do not qualify to receive new licenses

for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the

742



Program. Ancillary propagation of a covered work occurring solely as a consequence of
using peer-to-peer transmission to receive a copy likewise does not require acceptance.
However, nothing other than this License grants you permission to propagate or modify
any covered work. These actions infringe copyright if you do not accept this License.
Therefore, by modifying or propagating a covered work, you indicate your acceptance of

this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license
from the original licensors, to run, modify and propagate that work, subject to this
License. You are not responsible for enforcing compliance by third parties with this

License.

An 'entity transaction' is a transaction transferring control of an organization, or
substantially all assets of one, or subdividing an organization, or merging organizations. If
propagation of a covered work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whatever licenses to the work
the party's predecessor in interest had or could give under the previous paragraph, plus
a right to possession of the Corresponding Source of the work from the predecessor in

interest, if the predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or

affirmed under this License. For example, you may not impose a license fee, royalty, or
other charge for exercise of rights granted under this License, and you may not initiate
litigation (including a cross-claim or counterclaim in a lawsuit) alleging that any patent
claim is infringed by making, using, selling, offering for sale, or importing the Program or

any portion of it.

11. Patents.
A 'contributor' is a copyright holder who authorizes use under this License of the Program
or a work on which the Program is based. The work thus licensed is called the

contributor's 'contributor version'.

A contributor's 'essential patent claims' are all patent claims owned or controlled by the
contributor, whether already acquired or hereafter acquired, that would be infringed by
some manner, permitted by this License, of making, using, or selling its contributor
version, but do not include claims that would be infringed only as a consequence of
further modification of the contributor version. For purposes of this definition, 'control'

includes the right to grant patent sublicenses in a manner consistent with the
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requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license
under the contributor's essential patent claims, to make, use, sell, offer for sale, import

and otherwise run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a 'patent license'is any express agreement or
commitment, however denominated, not to enforce a patent (such as an express
permission to practice a patent or covenant not to sue for patent infringement). To
'grant' such a patent license to a party means to make such an agreement or

commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the
Corresponding Source of the work is not available for anyone to copy, free of charge and
under the terms of this License, through a publicly available network server or other
readily accessible means, then you must either (1) cause the Corresponding Source to
be so available, or (2) arrange to deprive yourself of the benefit of the patent license for
this particular work, or (3) arrange, in a manner consistent with the requirements of this
License, to extend the patent license to downstream recipients. 'Knowingly relying'
means you have actual knowledge that, but for the patent license, your conveying the
covered work in a country, or your recipient's use of the covered work in a country,
would infringe one or more identifiable patents in that country that you have reason to

believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or
propagate by procuring conveyance of, a covered work, and grant a patent license to
some of the parties receiving the covered work authorizing them to use, propagate,
modify or convey a specific copy of the covered work, then the patent license you grant

is automatically extended to all recipients of the covered work and works based on it.

A patent license is 'discriminatory’ if it does not include within the scope of its coverage,
prohibits the exercise of, or is conditioned on the non-exercise of one or more of the
rights that are specifically granted under this License. You may not convey a covered
work if you are a party to an arrangement with a third party that is in the business of
distributing software, under which you make payment to the third party based on the
extent of your activity of conveying the work, and under which the third party grants, to
any of the parties who would receive the covered work from you, a discriminatory patent
license (@) in connection with copies of the covered work conveyed by you (or copies

made from those copies), or (b) primarily for and in connection with specific products or
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compilations that contain the covered work, unless you entered into that arrangement,

or that patent license was granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or
other defenses to infringement that may otherwise be available to you under applicable

patent law.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do not excuse you from the conditions of
this License. If you cannot convey a covered work so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a
consequence you may not convey it at all. For example, if you agree to terms that
obligate you to collect a royalty for further conveying from those to whom you convey
the Program, the only way you could satisfy both those terms and this License would be

to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or
combine any covered work with a work licensed under version 3 of the GNU Affero
General Public License into a single combined work, and to convey the resulting work.
The terms of this License will continue to apply to the part which is the covered work,
but the special requirements of the GNU Affero General Public License, section 13,

concerning interaction through a network will apply to the combination as such.

14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of the GNU
General Public License from time to time. Such new versions will be similar in spirit to the

present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a
certain numbered version of the GNU General Public License 'or any later version' applies
to it, you have the option of following the terms and conditions either of that numbered
version or of any later version published by the Free Software Foundation. If the Program
does not specify a version number of the GNU General Public License, you may choose

any version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU

General Public License can be used, that proxy's public statement of acceptance of a
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version permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no
additional obligations are imposed on any author or copyright holder as a result of your

choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM 'AS IS' WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE
ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE
USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given
local legal effect according to their terms, reviewing courts shall apply local law that
most closely approximates an absolute waiver of all civil liability in connection with the
Program, unless a warranty or assumption of liability accompanies a copy of the Program

in return for a fee.

END OF TERMS AND CONDITIONS
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